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aaa accounting commands

aaa accounting exec

aaa accounting network

aaa accounting update

aaa accounting update periodic

aaa authentication dotlx

aaa authentication enable

aaa authentication login

aaa authentication web-auth

aaa authorization commands

aaa authorization config-commands

aaa authorization console

aaa authorization exec

aaa authorization network

aaa domain

aaa domain enable

aaa local authentication attempts

aaa local authentication lockout-time

aaalog enable

aaa log rate-limit
aaa new-model

access-limit

accounting network

authentication dotlx

authorization network

clear aaa local user lockout

show aaa accounting update

show aaa domain

show aaa lockout

show aaa group
show aaa method-list

show aaa user
state

username-format

AAA

1 AAA

1EF8

XPEREI NAS _ERIABFFHTRIG STERIEHITICIK.

STAFER NAS BiAREEIH TIEK.

XS AP ROEIENERIEHITICIK.

[EFICKE IR,

RECEERICIKEHINEERICIKEFER.

BcE 802.1X FIFAIERISIASIZR.

ECE Enable IAIERYTSIEFIER.

EL & Login INIERYTF A5,

FREiR &t Portal Web BBFAIFEI/S 5%,
XRAFPHITHGRSHTIRN | RAFSELEENRFHITERNGS,
MEERRN (BEERRERANREFER ) TRIGRSHI TN,
B S ERAP T SRIERINEE,

TEEA AAA BIXSEREI NAS Y CLI RERIFAF#T Exec 1 T HEAPRKS.
TEE R AAA BIXSIAIRINZE B FPRIARS AR ( B4E PPP. SLIP EthiY ) TR,
HNHEERR |, BREENEME.

REETEHZM AA RSREFFX.

BLE login ERAFPEHXEREIBUREL.

BLE login ERAFENEEEE S RAMRES eI EH<E.,
{568 AAA FBFTAIEIEIZRY syslog FTENTIRE.

BtE AAA FBFAIBEIZRY syslog AFTENIRE,

{88 RGOS [ AAA 22 BR55THEE.

REBIBFEHERS , }XJ IEEE802.1x FAFB.
A E1E TECE Network iBHFIER.

e EE FECE |IEEES02. 1x AIEFIER.

EEEEED TEE Network IEFIZE,

ERREBIERI RS,

ERCIKEFMEXIER.

ERERIFERERES.

T7RZA1 login RUBIEECES L.

8R AAA BEBRIFE RS2 4E.

B AAA FRBIITSRTIZE.

FR AAA FIFHEXER.

REHESEEY.

BRI TR E NAS SRGSHEREMAFETESEHEHER.
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1.1 aaa accounting commands
XIEREINAS _ERIAFPFH TR TS TiclK , EIRAFE.
aaa accounting commands level { default | list-name } start-stop methodl1 [ method2...]
EGEa<1CKINgE.
no aaa accounting commands level { default | list-name }

(58urBA] 5% R
level FHTICKAESRE | SBE 0~15 , REWNMEBIRIGSHITE , FEICRER
default FERZESE , VEHEE XSG EFIRIEAHSICAIEIATTIE,
list-name ENX—NLICIKRTZEFIZR | ATLAREEFRFER,
method IR "none, group” FRFIEEFC— , —NAIEVRRSE 410V EiE
none ABATIEHK
group EFERRSSARAEFHITICNK , BRISZRF TACACS+iRSS=E4E

[((REECE]  ICIKTHEEXA

[SER] 2BEH.

(RE%HI] 14

(EFES RGOS REEAFBE TERALE  Z72EHAm<SICKIEE | IRAFPERIRITIAESIAERBNGE
A3 none , MASHTHIICHK. FHICKINEES  ERFBXBPUTIEESSINGSE | BAHITHIGSER |
RIFLEREIRS .
BETwIICKG ARG  WGHNRAERSEHTHSICKNRIR&EE L, SUERER.

(BcE=F1] 1 : TENRGIER TACACS+IYHFHUTRIMSIBERIFITICK , EKICUKAISRSHKAI 15 4 -
Ruijie(config)# aaa accounting commands 15 default start-stop group tacacs+

[183875:%]  {#F show aaa method-list A UEECRENGSIEKSIEFIRER.

[B~ER] 1:MRRELREEMEER group , MIERIEIR,
%Group XXX is not existed
2 : 9N5R group FEUAZIFILICMEE! | MIRREIR.
The accounting does not support this type of group
3 WRESEBEMHS  NWFHEEBEREEE.

[(EER]
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1.2 aaa accounting exec

€50k

((REEE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(#623075i%]

(IR=ER]

XIBFER NAS finaliEaBETICK . EEAFE.

aaa accounting exec { default | list-name } start-stop method1 [ method2...]

EYiH Exec iEIKINEE.

no aaa accounting exec { default | list-name }

2 iR

default ERIZS , NEEEXHGETIFRIES Exec IBKHIZOAT A,
list-name TEM— Exec iEMAYGE5IZ | ATLAREAIFRTE,

method IR "none, group” FAIKEFEZ— , —NEIRIERRSZSE 4 N A
none FFITIEK

group EFEIRSS ESEHITICENK , BRISZHF RADIUS # TACACS+IRSS884R
XIACHINEE

2FER,

14

RGOS REEAFEBE TERINILEE , Z72EH Exec iIZKINAE , MR ERIARIHTAESIAIERAINS
%79 none , NIARLI#4T Exec iClK,

[SFCIKINEES | TERFERE NAS /Y CLI RERHE , RIXCKITA ( Start ) (ERLEL LIRSS EAFE
HERIEHME , RXICIKEER ( Stop ) (EELR LIRS, WR— M RAFPEERINEERE Start (58, TEE
HERFBASEH Stop [E8.

BLE T ExeciclKIFiEfE | RAUGHENAEREHTHSICHAILIRLERE L , BUERER.

1 : FERHER RADIUS SFBEFPES NAS RUESIFHTICNK , FEFBINERNAXICHIR

Ruijie(config)# aaa accounting exec default start-stop group radius

fF8 show aaa method-list S AT LAEE BEER Exec iIC T EFIERER.

1: MREE EIRBEEIMIEEN group , MRREIR,
%Group XXX is not existed

2 1 JNER group KRBTSR | MIRTEIR,

The accounting does not support this type of group
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1.3 aaa accounting network

€501

(REERE]

(a<tE=]

(ErER5]

(ERES

(=S|

(#623075i%]

(IR=ER]

AAA

3 MRESEEHS , WHkEBEREE.

HTMEEBINFRTTEERRFED  FEXYRFRILAENHTICHK.

aaa accounting network { default | list-name } start-stop methodl1 [ method2...]

EHEMZICIKINAE.

no aaa accounting network { default | list-name }

S
default

list-name
start-stop

method
none

group

KIAHEKINAE

£FR.

14

fik
ERZ2E , NISEEXAITTEIZFRES Network ICKHIFIATTIE.
KT EFIRS.

ERPRAENFHATIERYRIECKIRS |, FHRICKIR X TIe 25
[EFIEHK , BT FHEH TR,

IR NRFFIRBEFZ— , — N AIEIREZE 4 N A&

FBHTICK

RS EEHITICH , BRIsIF RADIUS #1 TACACS+iRSSE84A

RGOS B AR 2IRZH/AIXCRBIERIKBEMHEITIEN. ERXET start-stop , HIEBFICHIEI.

1 : TEATHIER RADIUS IR RIMESARSSIEREITIEN , FHEFFIATIEERATAIXICUKIRS -

Ruijie(config)# aaa accounting network default start—stop group radius

5/ show aaa method-list S A LIBEREERENINEICKSIEZTIERER.

1 NRIRE LIRBEXIEERT group , MIRREEIR.

%Group XXX is not existed

2 : 308 group FEAEIARSTIFILICIKSERY | NIRREEIR,
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The accounting does not support this type of group

3 MRESEEHS , WHkEBEREE.

1.4 aaa accounting update

€501

(REEE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(#623075i%]

(IR=ER]

[EFRCIKEHTIRE | AT EREEBICIKEH.

aaa accounting update

KIANCKEHHTIRE.

no aaa accounting update

28 fik

ICIKEFTIRERE KA.

£FR.

14

AAA

BB AAA 2RSS |, NIAREERICIKEST. MREEEA AA 2RSS |, Nizam< BIREICIKEH

ThRE.

1: FTENRIERSEICIKER{EEE.
Ruijie(config)# aaa new-model

Ruijie(config)# aaa accounting update

{$5F3 show aaa accounting update <RI EEICKEFINEEESGHE.
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1.5 aaa accounting update periodic

(S4urER]

((REEE]

(a<tE=]

(ErER5]

(ERES

(=S|

(#623075%]

(IR=ER]

(ERER]

((F&iRA]

RECEZERICKEHTIRERICIKE IR,

aaa accounting update periodic interval

BECEFRUARNCIKE IR,

no aaa accounting update periodic

¥ 1234

interval ICIKEHFERR , LADSASR , B/INA 1 24,
5 o,

2B,

14

MERRBEHE AAA Z2RSS |, NIABEFERICIKER. MRELER AAA Z2IRS | NiZzmSHIREICIKEH
iEIPR.

1: TEHARIIERNZESR 1 D HCKEH.

Ruijie(config)# aaa new—model

Ruijie(config)# aaa accounting update

Ruijie(config)# aaa accounting update periodic 1

{5/ show aaa accounting update f3< Rl BEEICKEFERNEEEE.

1 RESEEGS  WHkEESERE0E.

1.6 aaa authentication dotlx

BE(EFH AAA T 802.1X FIFIAIL | iBHITEBECE®<S aaa authentication dotlx EZE 802.1X FAFIAIERY
LB,

aaa authentication dotlx { default | list-name } method1 [ method2...]

fp& 802.1X FAFIAIERITSERFIER.
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(REEE]

(apt&Eat]

(ERERH!]

(ERES

(EcE=41]

(#63073i%]

(IR~ER]

(EREiR]

(@R= )

AAA
no aaa authentication dotlx { default | list-name }
B b
default ERIZESE , NEEEXHISEFIZFRIES 802.1X AFAIERNEIASE.
list-name TEX— 802.1X FAFIAIERYTSESIZE | AILAREA=RTER,
ethod WIRAE “local, none, group” FiFlX$EFr— , — " ERIIERREZE 4 1
bz
local ERAHE AP B ERERTIALE
none FFITIAIE
group {FARIRSSESEHITINIE , BRISZHF RADIUS iR5S5E84E
2EE.
14

WRIKEBE AAA 802.1X T2RSS , PR/ AAA 31T 802.1X FAFIAIEINF. W /(FR aaa
authentication dotlx S EEEIARISANIEAYSESIZRAT 802.1X FFIAIL.
REFENAERBMLE , Z8eFEREERA A TIAL.

TEAYRHIENX—1ME73 rds_d1x A AAA 802.1X FBFIAIETIESIZR. IINIETEFIRS TR RADIUS 2R
SEHTAL , INRE—ERAIZEUIE RADIUS Z2RSZE/AINE: , NEEAAFH P EIREH T,

Ruijie(config)# aaa authentication dotlx rds dlx group radius local

/8 show aaa method-list (p$ A LIBEEERE 802. LX INIESEFIFRER.

1 : IRiRE _ EIRBEENIEER group , MHRREEIR.
%Group XXX is not existed

2 : 9N5R group REIAIFILINIESRE | MIRREIR.

The authentication does not support this type of group

3 MREESEENGS  WHkEESREE.
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1.7 aaa authentication enable

(S4urER]

(REEE]

(a<tE=]

(ErER5]

(ERES

(=S|

(#623075i%]

(IR=ER]

E(#H AAA T Enable IAIE BT BECE < aaa authentication enable BZE Enable IANIFAY/TIEFIE.

aaa authentication enable default method1 [ method2...]

MFRAIERI TSR,

no aaa authentication enable default

S A

default (ERZEE , WSEEMNNTEIEFIFRIEA Enable IAERIEAIATG A, Enable IAERE
FE2BHSALE , BRIRSIFRERAIIAILES AT,

nethod Wue “local, none, group, enable” FRFIXEFZ— , — M HEIIREZH 41
Yadr

local (FEFRA AP EUREEHTINIE

none RNHATINIE

group (FARIRSEFEFHITIAIE , BBISZHF RADIUS 1 TACACS+iRS3884H

enable {59 enable & TIAIE

2EER.

14

WMRIZFHEH AAA Enable TAIEIRSS , AP ER AAA 31T Enable IAIEWE., S EERA aaa
authentication enable ap<$ B EZNIARTTEFIZFFTF Enable TAILE.

REFENAELBNE , AseEREmNGEHTEMIAIL

Enable INIETTEFIZRECELAS |, Enable IAIELIREERNERL.

1 TERIRBIEX AAA Enable BARINIESEFIZR. IZANIESEFIZRSCHER RADIUS RERSZBH[HITHRDIA
iE |, SIRAE—ERRAIREINE] RADIUS RERSZERAINE , NIERAE B EIREER TSI,

Ruijie(config)# aaa authentication enable default group radius local

{58 show aaa method-list s S A LAEECEER Enable INESEFIREE.

1: MREE EISBEEIMIEEN group , MRREIR.
%Group XXX is not existed

2 1 9N5R group REIARSTFUIAIESEEY |, NHRTIEIR.

The authentication does not support this type of group
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3 MRESEEHS , Wk EBEREE.

1.8 aaa authentication login

€501

(REEE]

(a<tE=]

(ErER5]

(ERES

(=S|

(#623075i%]

(IR=ER]

E(FF AAA 1T Login (BF ) NI | iBHIT2BECE®< aaa authentication login EZE& Login INERITFIE
F.

aaa authentication login { default | list-name } method1 [ method2...]

MERAIERITT R IZR.

no aaa authentication login { default | list-name }

2 iR

default ERIZE2E , WEEENXHISEEFIZRIES Login INERIEKATSIE.

list-name TEM— Login INIERYSiESIZR | AJLARE AR,

method IR “local, none, group” FRPIXEFEZ—  — N EIEIIRRESE 4 NEE
local FERAAFRZEIRERTEMDIAIL

none FHITEDINIE

group EFRARSS EREHITEDIAUE , BRISIF RADIUS #] TACACS+iRSS34A
2BEH,

14

MRETREA AAA BRINERLRS , BRHMLAER AAA BT Login AIEMNE. EURER aaa
authentication login f3<$EBEIARIS AT iA5IZRAT Login TAIE.

RERIENA RSB , A8 REmNsE & TEMIAIL,

RET LoginNIER ARG . RIREHERN BEREHT Login INERIZIRZRE £, BUIEAREL.

1: TEHATRGIEX—1E7 list-1 9 AAA Login INIETTESIR. ZIAIEST ARG RADIUS Z2iRS5E:
BHTIALE , SIRE—ENIRAIZBUIE RADIUS T2 RSZERAINE: , NIERA AP EURERTIALE,

Ruijie(config)# aaa authentication login list-1 group radius local

fs5F3 show aaa method-list iR LABECECEN Login INIESEFIFRER.

1: YNRIRE LIRBESIEERN group , NIRTHEIR.
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%Group XXX is not existed

2 : N5R group REIARSTFUINIESEEY |, NHRTIEIR.

The authentication does not support this type of group

3 MRESEEHS , Wk EBEREE.

1.9 aaa authentication web-auth

€50k

(REERE]

(a<tE=]

(REFRH!]

(ERES

(=S|

E(FERE AAA TR Web TAILE , iIBHITEBECE®S aaa authentication web-auth BLEIRE_, Web 1A
U5 iEYIER.

aaa authentication web-auth { default | list-name } method1 [ method2...]

MFRAIERI TSR,

no aaa authentication web-auth { default | list-name }

2% g

default ERIZESE , WEEENXSEFRIEZEE N Web INERNBHATIZE,
list-name TEX—MEE K Web IAIERYSESIZER | AR AFERTER,

method WIRE “none, group” FRFIKEZEZ— , —NHiEERRSE 4 MV EE
none RHITBMDIAILE

group RS EEHITIANE , BRIsIF RADIUS IRSSE84A

2BEH,

14

WRIRFEAE AAA IRF R Web LRSS , BFFMER AAA HTIRE K Web AAFIAIENE. &
JNfsEFE aaa authentication web-auth < HELEEIARIE ANE S EFIRATFIRE K Web FBFIAILE.
REFENAGERBME , ZReFEREER S EH TIAL.

1 FEARFIEN &7 rds_web B AAA 1REH Web INIETTIEFIR. IZIANIETTIESIZRER RADIUS
ZERSEHTAIE , NRE—ERRAIZEIE RADIUS Z2RFSEEMINE , NEREMIT , NEE.

Ruijie(config)# aaa authentication web—auth rds web group radius none
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(EREiR]

(FEaiiE]

AAA

{§5F show aaa method-list < B LIEEBECER web-auth IAIESEFIRER.

1: MREE EISBEEIMIEEN group , MRREEIR.
%Group XXX is not existed

2 : N5R group EEIARSTHUIAIESEY |, NHRTRIEIR.

The authentication does not support this type of group

3 MRESEEHS , WHkEBEREE.

1.10 aaa authorization commands

€50k

(FREEE]

(a<tE=]

(REFRH!]

(ERES

MNFEERE NAS B9 CLI RELHAF | 26 AAA S IEIINEEXI P HITHIMSHHTIRIN | AiFaizElt
HEAMBRPHTRANG S, BHIT2BEEw< aaa authorization commands,
aaa authorization commands level { default | list-name } method1 [ method2...]

K AAA e SHRINTIEE,
no aaa authorization commands level { default | list-name }

2 R

evel S TIRRRIG SRS B 0-15 , REB MRS G SBERNET E A
BEIAT,

default FERIZESE, NEEEXNEFNIRIEAGSENAIBIAGE

list-name EX— SR RSIR | IR RS,

method WIUE "none. group” FFIXKEFZ— , —\EIEIRRSE 4 1N

none RHATIRI

group (FRIRSSEEHITIRIN . BRISZH TACACS+iRSSE8HE

KiF] AAA s RIRIDRE.
eSS E

14

RGOS IR A TR SHITIRIN  SRFBMAFIEFUTESRG N  AAA BiZa S RIXEIRERS
gL MRL2RSBB|AVFTZES | WiZapSHIAT , BUZEBLSAIRT | FREHIITHRSRIBHRRE
ﬁo
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e EmSRINIIHERRESERTHIRD] , XMRBIZHSHIBIARS (FIa0 , FadxdT 14 RUALRFT
W, WizasSHEARBIFE 14 RAT ) .
BETSRINGER | RIS ENBEREH TS RIEIRIRE E , SUBRERL.

[EEE=] 1 TEARGIER TACACSHIRSZEENT 15 R S THEMN -

Ruijie(config)# aaa authorization commands 15 default group tacacs+
(t03075%] £ show aaa method-list s S A LAIBEEEBNGSEINGEFIRER.

(#B~ER] 1 MREE LSBEEIMEEN group , MRREEIR,
%Group XXX is not existed

2 1 JN5R group REURSTIALAEE! | MIRTIEIR,

The authorization does not support this type of group
3 WREFEEEMHS  NFEEBEEFREEE.
[EN5ER]

(EaieE]

1.11 aaa authorization config-commands
ZEA AAA WEERN (2F2BEERANRAEFRIN ) THGSHTEN , HIT2BEEHRS aaa

authorization config-commands,

aaa authorization config-commands

KA AAA JSECERRT FRIA S B TIRANAYTORE.

no aaa authorization config-commands

(S4uBE] 2 fik

(REEE] XM AAA WECERET NI S HETIRANATORE.
(<] =BER.
(RERBI] 14

(ERES] WMRRXIFRERE (AR ) TRISSHEATIRN , IJLAERZA /Y no VKA ERUAIRININRE |
NEEEARE AR TS AR Ta SR AT LAAIT.
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(IR=ER]

(FR#ER]

(FEaiiE]

1 TEARAFTFSEERE T i< AERINEE -

Ruijie(config)# aaa authorization config—commands

1.12 aaa authorization console

€50k

(REERE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(#623075i%]

(IR=ER]

(EHER]

AAA

E(FEH AAA WBEEHEERNAR | FifTaSHTER |, iiTeBEE®m<S aaa authorization

console,

aaa authorization console

KA AAA MBI EHI S ERAIBF T Ta < AURITIRE.

no aaa authorization console

28 fik

KA AAA MBI EHI S ERAIBF T Ta S AURITIRE.

£FR.

14

RGOS X o= @ BERMEMEHRERNAR  JUREEFHSERIIBR
SNERXKA T EHI GRS SIRININEE | NEL N ARSI QLAY SR EFIRBEAENS.

1 TENREEEHSERAF G SENIEE

Ruijie(config)# aaa authorization console
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1.13 aaa authorization exec

€501

(REERE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(#6230753i%]

(IR=ER]

E(FF AAA IFEREI NAS Y CLI REBBF#HIT Exec 11, WMFESIRES , fITE2BEERS aaa
authorization exec,

aaa authorization exec { default | list-name } method1 [ method2...]

K] AAA Exec RIIEININRE.
no aaa authorization exec { default | list-name }

2 A

default ERZSH , WEEENXNFIEFIRIEA Exec FINAIBGATTIE.

list-name EX— Exec HNHEEFIER | TR IFRFE.

ethod WiE “local, none. group” FIFIXKEFZ— , — I EIEIIRESZE 4 1
&

local (EFAN Mt AP B EUREEH TR

none TR

group FARS AT , BRISTEF RADIUS ] TACACS+RSSES4A

X AAA Exec 1ERUINEE,

£FR.

14

RGOS ZHEIATEREI NAS fY CLI RERIBFPHETIEN , IWFHE CLI SBR%KSI (0~154% ) . BRIRWNTF@ETT
Login INIERYFEF |, 447 Exec 511, 905 Exec BN , MFiEF CLI 5.
ELET Exec BINAER | WIEENRESEHT Exec ISINHIRIRER £, BNPBARE.

1 : TERPIER RADIUS RS5E8H1T Exec Z1X

Ruijie(config)# aaa authorization exec default group radius

{§5F show aaa method-list < E]LIEEBEER Exec BN EFIERER.

1: MREE EISBEEIMIEEN group , MRREIR.
%Group XXX is not existed

2 1 JNER group REURSTIAGRAEE! | MRTEIR.

The authorization does not support this type of group
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3 MRESEEHS , WHkEBEREE.

1.14 aaa authorization network

€501

(REERE]

(a<tE=]

(ErER5!]

(ERES

(EcE%41]

(#623075i%]

(IR=ER]

B(FEF AAA XHFRAINEAFIRSEEK (8iF PPP. SLIP Y ) #HTIEN , HITEBEREGS aaa
authorization network,

aaa authorization network { default | list-name } method1 [ method2...]

KA AAA RIIRIRIIRE.

no aaa authorization network { default | list-name }

2 R

default FERiZEH , NEEENMNFIEFIZRIER Network FHIERIATTIE.
method WIRR “none. group” FTFIXREFZ— , —EIEIRRESE 4 M HE
none RBHTRLEIRIN

group {FFRIRSS 28 TIRIN , BRISZEE RADIUS F1 TACACS+iR55884H

X7 AAA Network EZ1INEE,

£FR.

14

RGOS XHEIIFIBMEEXAIIRSERIN PPP, SLIP EGHTIEN, WMNREE TN , NXIFAEHTAIER
Pz Bt TR,

HLUEE=MARRENITE , SBMIAE—F , REZRRRRUSERBIN , 4 BeraeERamavriEE
1T, ANRLERIRBUTIERW , WA EREMRRAIENTTE.

RADIUS 8 TACACS+RSER2BTREI—FRFIFEMEXIRTHINAERF AN, ARSI EIA
IERVETE PR, RBIAEEE 7 4 BT as kAR IRIN,

1 : FEARGIER RADIUS IRSZEEXTME RS TN

Ruijie(config)# aaa authorization network default group radius

{§8F show aaa method-list < BJLAEEBECER Network I GEFIRER.

1: YNRIRE LIRBESIEER group , NIRTHEIR.
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%Group XXX is not existed

2 1 JN5R group REURSTIALRAEEE! | MRTEIR,

The authorization does not support this type of group

3 MRESEEHS , Wk EBEREE.

1.15 aaa domain

€501

(REERE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(#623075i%]

(IR=ER]

HENEECERT | EERRIREM.

aaa domain { default | domain-name }

BiHZam<.

no aaa domain { default | domain-name }

2 iR

default ERZSE , #HTHaEEE
domain-name BEIRAIRFR

REEREEE,

2BEH,

14

AAA

EEETEHER AAA [RSBEE. default HIREEERE , tUHRURBFRBETEHES | NEREHER
73iE5FR. domain-name FISEEEEE , NRAFETZES , WisEERX MIRTRERITE5IR. Bal

ERATIGRZEE 32 M.
1: TEHANRIIERNEESSRE
Ruijie(config)# aaa domain ruijie.com

Ruijie (config—aaa—domain)#

{#H show aaa domain H$EEHAEEEE.
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1.16 aaa domain enable

(S4uxEE]

((REEE]

(a<tE=]

(ErER5]

(ERES

(=S|

(#623075%]

(IR=ER]

(FRER]

((F&iRA]

AAA

ETEER AAA IRSEFFX , BUABR FAXBRE. SFTFZITRREHE | B8 AAA IRSIUCERET

BH AAA IRSBECE.

aaa domain enable

KiFZFFR.

no aaa domain enable

24 fik
BEFHER AAA IRSFFRKIF,

eSS E

14

HTETEER AAA IRSBEE | FEFIFFXMEX.

1 FTFFETIERERT AAA REBFTX

Ruijie(config)# aaa domain enable

58 show aaa domain (< EEHAEEEE.

1.17 aaa local authentication attempts

FEoE login ERAFPEINEREBUREL.

aaa local authentication attempts max-attempts
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(S40EE ]

(REkE]

(A <tEx]

(ERERH!]

(ERES

(EcE =]

(#623075i%]

(IE~ER]

(EREiR]

(FEaiiE]

B b
max-attempts . BASIHMOREL , BUBESEE| 1~2147483647,

REEN 3 K,

ESS[E T

14

Zin A& Login BERAFPZIHERKBUREL.
1: & Login ERAFPSIHERKMBORE 6 X
Ruijie# configure terminal

Ruijie(config)# aaa local authentication attempts 6

{8 show aaa lockout FFSEENEREEE.

1.18 aaa local authentication lockout-time

€50k

(FREEE]

(a<tE=]

(REFRH!]

(ERES

(EcE%41]

BCE login ERAFPENBEEEERAMREEHIIENREHRE.

aaa local authentication lockout-time lockout-time

2% iR
lockout-time SHTERTIE ( BART : ) |, BUYESEE] 1~2147483647

REEN 15 D,

£FR.

14

BCE Login ERAFSIHBURES RIS HMERIRIEIKE.

1: EcE Login ERAFASHETEEERAMUREEHIEIRIEIRER 5 58

Ruijie# configure terminal
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(IR=ER]

(FR#ER]

((F&iRA]

AAA

Ruijie(config)# aaa local authentication lockout—time 5

{88 show aaa lockout FFSEENEREEE.

il

1.19 aaa log enable

€501

(REERE]

(a<tE=]

(ErER5]

(ERES

(=S|

(#623075i%]

(IR=ER]

(FRER]

(SF&iEA]

ZHTED AAA FIFTAIERBIZH] syslog , 15#14T aaa log enable sa<SFTHFFX.
aaa log enable

AFTED AAA FIFIAUEEIZAY syslog,
no aaalog enable

28 fik

AFTED AAA FIFIAUEEIZAY syslog,

£FR.

14

KREFF LEBIFTED AAA FIFIAIEBIZAY syslog , AIRERIERRIFEIR SR ThE. EISHHREN , B
ERay S REREFTENTIRE.

1 : FEARGIKAFTED aaa FAFIAIESEAY syslog,

Ruijie(config)# no aaa log enable

{8 show running-config f3<<EEFTED AAA BFINIEE syslog TIRERAERE.
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1.20 aaa log rate-limit

(S4urER]

((REEE]

(a<tE=]

(ErER5]

(ERES

(=S|

(#623075%]

(IR=ER]

(ERER]

((F&iRA]

ZVFEE AAA FIFTAIEEIZR] syslog RUFTENERSR , iEHAT aaa log rate-limit ep S HTECE.
aaa log rate-limit num

WS AAA FBFTAIEEIZRY syslog RIBRAFTEDIRE,
no aaa log rate-limit

S A
BRERFTED syslog USRS , SEEIYI O - 65535 :
num 0 : "ABREIFTENERR

1 - 65535 : AJECEAVTENESSERE |, BRAEA 5.

5, BIEPTED 5 5% AAA BIFAIEEIZHY syslog.

eSS E

14

RERF EERFTED AAA BFIAIEETRY syslog , FIRERIERRIFEOIREMERE T, EtA LS IR &L
SRIFRAFINEEIZRY syslog RIFTENER,

1 : FTEBIRGIEZEE AAA BFIAIEEIZRY syslog BIFTENERZEHEFD 10 £
Ruijie(config)# aaa log rate-limit 10

{58 show running-config HEEE AAA FIFPIAIEEITRY syslog FIFTENEES,

1.21 aaa new-model

E(FF RGOS {1 AAA Z2IRFZINEE | IBHIITEBECE®S aaa new-model §8E AAA,
aaa new-model

X7 AAA RERSS,
no aaa new-model
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(S4iE]

(REkE]

(f<tE=t]

(ERERH!]

(ERES

(EcEE]

(#623075i%]

(IE~ER]

(EREiR]

(FEaiiE]

2% 55
XiF AAA LIRS,

eI B

14

AAA

ZS R AAA BUFEREGRS | NREE(FR AAA Z2IRSS |, Fi/ifEERA aaa new-model {F8E AAA Z2ARSS.

NRIRBER AAA | NIFTE AAA SRS RATEERN.

1 : TERRPOIERE AAA 2RSS,

Ruijie(config)# aaa new—model

{#F3 show running-config S$EE AAA Z2RFEDEEE.

1.22 access-limit

€50k

(FREEE]

(a<tE=]

(REFRH!]

REERIAFHERS , ]XJ IEEE802.1x BFARL.

access-limit num

BUHEX A P #ERIBRE.

no access-limit

24 fik

num EFRFRIEERRS , PR IEEE802.1x FAF
REER T AREIRFHE.

BB,

14
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(EcE%41]

(#623075i%]

(IR=ER]

(EREiR]

(FEaiiE]

ez S XIEHHI R P S EH TRR S,
1: NHARAERREEZ ruijie.com RIEIRFEED 20,

Ruijie(config)# aaa domain ruijie.com

Ruijie (config—aaa—domain)# access—limit 20

8 show aaa domain &<l UBEHNREFPHERFIEEEE.

1.23 accounting network

€50k

(REEE]

(a<tE=]

(REFRH!]

(ERES

(=S|

(#623075i%]

(IR=ER]

e BT TECE Network iEK7IZR.

accounting network { default | list-name }

BiHa<.

no accounting network

2% iR
default EHEIZESE , BEFERRaREELEE
list-name IBEIEYIRBIR

ERBIEEREFIRN  MREAF KRR , MERESENAIZAFIERE default 777555,

BB,

14

FIBFEREEFERY Network iBKT AR,

1 TERNTERREEISE Network iIEMKTTEFIZ

Ruijie(config)# aaa domain ruijie.com

Ruijie (config-aaa—domain)# accounting network default

{5/ show aaa domain #3< ] LABEEIFIEER Network 12K 57 IREEEE.

1 ANFRHEERITEFIRB BT KERS , WiRRER.
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((F&iRA]

Method list name is too long

2 WIRIEER G EFIREREE | WIRREIR,
%BWARNING: method list named XXX for this type is not existed

3 MRESEEHS , Wk EBEREE.

1.24 authentication dotlx

€501

(REERE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(#623075i%]

(IR=ER]

e BED TECE IEEES02.1x IAIEFIZK,

authentication dotlx { default | list-name }

BiHa<.

no authentication dotlx

2 iR
default EHEIZE2E , BEFERRaREELEIE
list-name BEIEYIRBIR

ERBIEER LR  MREAF KRR , MERESENLIZAFIERE default 777555,

A ERT .

14

FIFIEE— 802.1x INIESTiEFIR,

1 TENTHERRESISE 802.1x AUE/TIEFIZR

Ruijie(config)# aaa domain ruijie.com

Ruijie (config—aaa—domain)# authentication dotlx default

{58 show aaa domain < aILABEIFIEERN 802.1x NIES RV IREEEE.

1 ANRISERIS AP IRBEBISIERS] | WRTHER.

Method list name is too long

2 NSHEERITTIEYIREAREE | NRTEIR.
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%BWARNING: method list named XXX for this type is not existed

3 MRESEEHS , WHkEBEREE.

1.25 authorization network

€501

(REERE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(#623075i%]

(IR=ER]

e BT TECE Network #21X713R,

authorization network { default | list-name }

BiHa<.

no authorization network

S8 iR
default FRIZSE , ISEERRAEESEFIE
list-name IBERIEFIRERR

ERBEER LR  MREAF KRR , MERESENAIZAFIERE default 77755,

BB,

14

1 : TEHNRGIENZEIBIEE Network S075£571% -
Ruijie(config)# aaa domain ruijie.com

Ruijie (config—aaa—domain)# authorization network default

58 show aaa domain #3<$a]LABEEIFIEER Network i35 55 IREEEE.

1 ANRIFSERIS AP IRBEBISIERS] | WRETHER.

Method list name is too long

2 WISRHEERGEFIREREE | WIRREIR.
%BWARNING: method list named XXX for this type is not existed

3 MRESEEHS , WHkEBEREE.
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1.26 clear aaa local user lockout

€501

(a<tE=]

(ErER5]

(ERES

(=S|

(IR=ER]

(GZ=3Z))

ISP IBERI ARSI,

clear aaa local user lockout { all | user-name word }

S8 iR

all NI =L SN o)==
user-name word IEEHBIERF 1D
HRUER,

14

EIBIERRFYIR | ATLEERER I LUEERFIER.

1 BPRArE R BERIFER.

Ruijie#t clear aaa local user lockout all

1: MRBERIEEE— RPN FHRZRAFEFE  WERMER.
User XXX unlocked

1.27 show aaa accounting update

(&#0%88]

(a<tE=]

(ErER5]

ECKEHEXAIER.

show aaa accounting update

24 Hk

\

BRER. 2BRR. ZOER

14
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(EcE%41]

(IR=ER]

((F&iRA]

ERCKEFEXIER | SECKEFFXREITHURICKEHERES.

1 : B RCKEFEXER

Ruijie# show aaa accounting update

1.28 show aaa domain

€501

(a<tE=]

(ErER5]

(ERES

(=S|

(IR=ER]

((F&iRA]

ETIRIFTREERER.

show aaa domain [ default | domain-name ]

S8 A
default FRIZSE , EEERANEEER
domain-name BREEEHZEER

gL, 2BER. RO

14

WNERAEEEE  NWERAERIEER.

1 : TERRAIEREEE®Z/9 domain.com RIE(ER.

Ruijie# show aaa domain domain. com

State: Active
Username format: Without—domain
Access limit: No limit

802. 1X Access statistic: 0

Selected method list:

authentication dotlx default
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1.29 show aaa lockout

B7RHFI login HEEESE.
show aaa lockout

(28] 2 fk

(o] SR, 2B, BOR.

(BR&ER3I] 14

(ERIES]  ZHSTRZH] login IBIERESEL,

(EEEZ6I] 1 : B/<HE0 login MBERE
Ruijie# show aaa lockout

Lock tries: 3

Lock timeout: 15 minutes
(BrER] -

(GZ=yZ))

1.30 show aaa group

7R AAA BCERIFTEIRSS 2R,

show aaa group

(S80588] 5% 8

[

(m<tEl] UE. 2BE. EmOR.

(REkaI] 14

[(ERIES] Z@<ER AA FIEEEENIRSESE.

[BEE=FI] 1 BxAAA FrBEEENIRSEEA

Ruijie# show aaa group

Type Reference Name
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radius 1 radius
tacacst 1 tacacs+
radius 1 dotlx group
radius 1 login group
radius 1 enable group

(R=ER] -

(F&aieE] -

1.31 show aaa method-list

7R AAA FTFBRITTIES ISR,

show aaa method-list

(28] 2 it

KL

(E] SR £BE. ZOR.

(RERBI] 14

(EARIES]  ZWw<ET AAA FRBRTIIESIZ.

(BcEZMI] 1 : TERTIESR AAA 5iEFIZR.
Ruijie# show aaa method—list
Authentication method-list
aaa authentication login default group radius
aaa authentication ppp default group radius
aaa authentication dotlx default group radius
aaa authentication dotlx san—f local group angel group rain none
aaa authentication enable default group radius
Accounting method-1list
aaa accounting network default start—stop group radius
Authorization method-list

aaa authorizating network default group radius

(B=ER] -

(F&wE] -
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1.32 show aaa user

(S4urER]

(a<tE=]

(ErER5]

(ERES

(EcEZ41]

(IR~ER]

£7R aaa FAFEXER.

show aaa user { all | lockout | by-id session-id | by-name user-name }

2

all

lockout

by-id session-id

by-n ame user-name

fEA

BEE AAA BFER
BESRIRSIER AAA AFFIERERS
BEEISTE session id B AAA BFR{ER
BEIETHFE AAA BFER

gL, 2BER. ROEL

14

£7R AAA BBFIEXRER.

1: TEHNRGIRS AAA BFEXER

Rui jie#tshow aaa user all

by-id 2345687901

2345687901 WWXY

AAA

Ruijie# show aaa user

by—name wwxy

2345687901 WWXY

Ruijie# show aaa user

Name

lockout

Tries Lock Timeout (min)

Rui jie#
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1.33 state

€50k

((REERE]

(a<tE=]

(ErER5]

(ERES

(=S|

(#623075%]

(IR=ER]

(FRER]

((F&iRA]

REEEEEH.
state { block | active }

RE RN E.

no state

2 iR

block EEEREER
active Fe ERNRTTRL

REER AR,

A ERT .

14

IEER BN RSB,

1 TERNRIERRERTTH.
Ruijie(config)# aaa domain ruijie.com

Ruijie(config—aaa—domain)# state block

58 show aaa domain &SI LABEHEEE.

1.34 username-format

EEECERI TECE NAS SIRSHRENAFPEPESETEER.

username-format { without-domain | with-domain }
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(S40iE]

(FREiE]

(A <tEx]

(EREFRH!]

(ERES

(EcEE]

(#630753i%]

(IR~ER]

(EREiR]

(GE=yL2)

WEREIARCE.

no username-format

24 A
without-domain FEEHE=ER
with-domain S ES S

REER T AABEHEE.

B ERT .

14

EEEEENT | BCE NAS HIIEEE SRS HREN , BRRhERETEER.

1 TENRMEREEIEFHES
Ruijie(config)# aaa domain ruijie.com

Rui jie (config—aaa—domain)# username—domain without—domain

£/ show aaa domain &<l BEFHNEEIEDHENER.
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aaa group server radius

ip radius source-interface

ip vrf forwarding
radius attribute

radius vendor-specific extend

radius-server account update retransmit

radius-server attribute 31

radius-server dead-criteria

radius-server deadtime

radius-server host

radius-server key

radius-server retransmit

radius-server source-port

radius-server timeout

radius set gqos cos

radius support cui

server auth-port acct-port

show radius parameter

show radius acct statistics

show radius auth statistics

show radius group

show radius parameter

show radius server

show radius vendor-specific

2.1 aaagroup server radius

BN AAA RS ERERCERTC,

aaa group server radius name

MFRARSS 2R4H.

no aaa group server radius name

RADIUS

2 RADIUS

EF

BCE RADIUS 2839 AAA BRSZEEA.,

157 RADIUS $RIZAYRIELE,

7 AAA IRSSESEIERR if,

B EfEREMREYE.

TEARXBIFAG &id .

BeE 1 Web INERFRICIKE R SXHTEEHIThEE

f8%E RADIUS Calling-Station-ID @ ( £F MAC ) AIHR=.

Bl BIREFIE RADIUS R IRFBEEAANANIIE.
EEIREE AL TARITILREH RADIUS £2IRE BB RIEBRIRIH
N[EILNEN

18%E RADIUS ZLHRFBZEE M.

EXMEIHEIRSES ( BHIRE ) 5 RADIUS £eIRS S TBEINHEE
A<,

BCEIRFBEIAN RADIUS B2 RS528I8E RELABIE R IR AR EL.
ELEiIRFZRIE RADIUS RZAGEH.

BLEIRTBER RADIUS IR S FL LIRSS ZHIRTE.

%E radius &M qos {E/9%20 cos B,

IRE radius % cui Bl

0 AAA BRSSERERIIRSS 2.

/R RADIUS [RBZE2FESH.

7~ RADIUS I+ E#EXRAIHER.

TR RADIUS IR SEHER.

7~ RADIUS (RSB E54EMIEE.

/R RADIUS [RBZH[EFESE.

£/~ RADIUS BRSSe8BCE BN,

B/~ RADIUS FAB BB E,

(28uRBE] 28 fik
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(FREiE]

(A <tE=]

(ERERH!]

(ERES]

(EcE =]

(#23075i%]

(IR~ER]

(EREiR]

(GE=yL2)

ARSSEREARENE , BRIFEENXEF "radius”

name

RADIUS #1 TACACS+ERARIBRSS B8 EFR.
2 BEEE.
14

ZeSELE RADIUS 2880 AAA IRSSEE4A,

1 TERHIBE T — RADIUS 258909 AAA IRS5284H , B9 ss.
Ruijie(config)# aaa group server radius ss
Ruijie (config—gs-radius)# end

Ruijie#t show aaa group

Type Reference Name
radius 1 radius
tacacst 1 tacacs+t
radius 1 Ss

@< show running-config AILAEE radius RXASREEHHEOREEE

2.2 ip radius source-interface

€50k

(FREEkE]

$E7E RADIUS HR3ZATIFIELL,

ip radius source-interface interface-name

TS ER RADIUS $R3TRiB1E,

no radius source-interface interface-name

2% iR
interface-name radius IRZAGEBHHEO

TRE radius IRCAVIFIEU R RIRE
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(A <tE=]

(ERERH!]

(ERES

(EcE%41]

(#623075i%]

(IE~ER]

(EREiR]

(EaieE]

RADIUS

£FER

14

AT ETE radius BRSSER EHEPAER nas ERAITEER , JLUBTZa<SHKIRE radius HRICATIFIEIE, 1%
a SIHEIEERORIE— ip HEULE)S radius IRICAGEHEIE @ STE=RIREEA. WRBISERIROER
A vrfigeh , MAEIRSCAIERXAS vf SRR S .

1 : $8%E radius RSIM FastEthernet 0/0 EEZKEN ip HBHESR{EA radius 3RIZATRMBLE:,

Ruijie(config)# ip radius source—interface fastEthernet 0/0

{£F3#E< show running-config ATLAIEZ radius X3 AYRIBHER O ERER

2.3 ip vrf forwarding

€50k

(FREEE]

(a<tE=]

(REFRH!]

(ERES

(EcE%41]

79 AAA BRSSESLRIELR vif,

ip vrf forwarding vrf_name

B AAA BRSSEELREIRAT vrf

no ip vrf forwarding

S8 b
vrf_name vrf =
RS AmREREL.

14

JHEEIRSSEAIESE vrf,

1 : FERIAIRSSESHE ss 5E8F vrf /9 vrf_name,

Ruijie(config)# aaa group server radius ss
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(IR=ER]

(FR#ER]

(GE=yL2)

Ruijie (config—gs-radius)# server 192.168. 4. 12
Ruijie(config—gs-radius)# server 192.168. 4. 13
Ruijie (config—gs-radius)# ip vrf forwarding vrf name

Ruijie (config—gs-radius)# end

{s8F8 show radius group #p$EE RADIUS ZEURS AR vif RE(SE.

2.4 radius attribute

€50k

(REEE]

ECEFBRMREE.

radius attribute {id | down-rate-limit | dscp | mac-limit | up-rate-limit } vendor-type type

WERNFABRIEREE.

no radius attribute {id | down-rate-limit | dscp | mac-limit | up-rate-limit } vendor-type

S iR
id IfRE id <1-255>
type FAB B type <1-255>

RABEFAERIERBIFOALE

id IheE type
1 max down-rate 1
2 q s 2
3 user ip 3
4 vlan id 4
5 ersion to client 5
6 netip 6
7 user name 7
8 password 8
9 file-directory 9

2-4
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10 file-count 10
11 file-name-0 11
2 file-name- 12
13 file-name-2 13
14 file-name-3 14
15 fil -name-4 15
16 max up-rate 16
17 version to server 17
18 flux-max-high32 18
19 flux-max-low32 19
20 proxy-avoid 20
21 dailup-avoid 21
22 ip privilege 22
23 login privilege 42
TEER
id Inge type
1 ma down-rate 76
2 gos 7
3 user ip 3
4 vlan id 4
5 version to client 5
6 netip 6
7 user name 7
8 password 8
9 file-directory 9
10 file-count 10
11 file-name-0 11
12 file-name-1 12
13 file-name-2 13
14 file-name-3 14
15 file-name- 15
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(ErER5]

(ERES

(EcEZ41]

(#23075%]

(IR=ER]

(ERER]

((F&iRA]

16 max up-rate 75
17 version to server 17
18 flux-max-high32 18
19 flux-max-low32 19
20 proxy-avoid 20
21 dailup-avoid 21
22 ip privilege 22
23 login privilege 42
24 limit to user number 50

£FEN

14

ERizaSALEEAEREEEE , IBNARNNATE.

1 : ¥ max up-rate FEEUFEN A 211,
Ruijie(config)# radius attribute 16 vendor—type 211

{$5F9 show radius vendor-specific EEFAE B ENRERER

1 : NRECER) id AMEMENASEEA |, WiRRER.

no application for the id

2 ANERRBUECEWEMEEGER | WiRRER
the vendor type had allocated by XXXX

2.5 radius vendor-specific extend

IRE radius FTIRAX SFAB) & id

radius vendor-specific extend

WENRIRBIBEFAE & id

no radius vendor-specific extend
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(S4iE]

(REkE]

(f<tE=t]

(ERERH!]

(ERES

(EcEE]

(#623075i%]

(IE~ER]

(EREiR]

(FEaiiE]

RIRBIEEFAET 7 id

£FtER

14

Rz <SAXAE & id NEIHERECE RHRENRG.

1 : BEE& radius FTFAEBMEAX DFAB] # id.

Ruijie(config)# radius vendor—specific extend

{8F8 show running-config B&ZHSMBRE TN,

RADIUS

2.6 radius-server account update retransmit

(S4REE]

(FREEE]

(a<tE=]

(REFRH!]

(ERES

BCE X Web IANERB P ANCIKEFTR SGHITEERITIRE.

radius-server account update retransmit

RERANCKE R SGH TEGRIEE.

no radius-server account update retransmit

28 fik

REEEREECKEFIRI.

Sl E

14

BCE X Web INIERBFANCIKEFTRSCHITEERITIRE |
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(EcE%41]

(#623075i%]

(IR=ER]

(FR#ER]

(GE=yL2)

RADIUS

1 : BB Web INERBFANCIKEFRSGHITEERITIRE.

Ruijie (config)#radius—server account update retransmit

{EA#< show running-config EELE.

2.7 radius-server attribute 31

(€D

(FREEkE]

(a<tE=]

(ErER5]

(EAIES]

(EcEZ41]

57E RADIUS Calling-Station-ID B4 ( &F MAC ) HIIEL,
radius-server attribute 31 mac format { ietf | normal | unformatted }

IREEKIA RADIUS Calling-Station-ID & ( &F MAC ) A&
no radius-server attribute 31 mac format

24 fik
f8%E ETF ( RFC3580 ) MERINERST , (£ - FADIRRF. a0

ietf
00-D0-F8-33-22-AC,

normal IEEE ARIERT MAC iR ( mot+7Ndsis= ) | R . EAD
PR#F. 540 : 00d0.f833.22ac,

unformatted BEXER | IRE AR, BUAERXAME. FIa0 : 00d0f83322ac,

{#H unformatted &=,

ESDIE b

14

#8 RADIUS £2REEE (EEATF 802.1x TAIE ) ATaERIREI IETF IR | XMBER TEER
Calling-Station-1D BMIZE N IETF 1835,

1 : FEARBIENX RADIUS Calling-Station-ID B/ IETF 8=,

Ruijie(config)# radius—server attribute 31 mac format ietf
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[#€36755%]  {EF show running-config & radius B3 mac FIEIEEBEE.
[(#"~ER]
[ENER]
[E&i57eE]
2.8 radius-server dead-criteria
BLEIREFIE RADIUS LIRSS ANAAIRAE.
radius-server dead-criteria { time seconds [ tries number ] | tries number }
REIZE BT RADIUS REIRFB A TIARRENIIAME
no radius-server dead-criteria { time seconds [ tries number ] | tries number }
(580iBA] 5% b
BcERERASE. RREEENiERZEIEIRE RADIUS L2558
time seconds ROIEREIIRIRSE , MIAJ9iZ RADIUS LIRS ESHEANIARRHE 4, &
RERVERTSEES 1-120 7,
BCEBRIELBANRER M SE. ZREME— RADIUS L2 RFBRIE
tries number B IR SOELGERNRBUARIFTIRERIREL , WIA9IZ RADIUS 2RSS
R EIARNESGERNRESR . ARERYBERTEE 1-100,
[RBECE]  time seconds RIBKIAES 60 72,
tries number FIEGAESN 10 07,
[fdER] 2EEK
[RERHBI] 14
(FRES WMER—E RADIUS L2 RS ESFRIATHER BSMFIERESHBINIRESRM | WigFIAAZ RADIUS 2RSS
BRI, ERZBS . BRI B FIERESERNR ISR NS EH TR,
(EeEZAI]  1: TEAYRGISERHSA 120 7, EEBRNRECS 20 R,
Ruijie(config)# radius—server dead—criteria time 120 tries 20
[#836875:%]  {#F show radius parameter ATLIEFIREFFIE RADIUS ZE RS EATNANRENESER.
[(#"~ER]
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RADIUS

2.9 radius-server deadtime

€501

((REEE]

(a<tE=]

(ErER5]

(ERES

(=S|

(#623075%]

(IR=ER]

(FRER]

((F&iRA]

B EIRBIZE LA T AIAIRTSHI RADIUS 2RSS 88 AEE R IR AR EHKE.

radius-server deadtime minutes

WEIREF LR TAEIRRTSHY RADIUS 2RSS 28 ARIE BRI AR EKEARIAME.

no radius-server deadtime

24 fik
BB IR RE LA TARANARSH RADIUS LRSS E: AIXIEKAIATE |, B
A7, ANRERVERTEEY 1-1440 550 (24 /NT ) o

minutes

minutes BIBAIAEY 0 78 ( BDiE RADIUS REMRFZBEBEAAIL | IREHAEZ RADIUS IRSBREAIZBNK )

ESSIE

14

WRIZEIT—E RADIUS LIRS EEER T E5HRNINEE , 8B4 radius-server deadtime HIRFEIZERTIZ
RADIUS Z2IRFBESAEIER ;BN ,1Z RADIUS Z2iRSBES  BEAT AKIRSHIRTEIEIT radius-server
deadtime 1EEAIRTERY , #WIRFBEMRENTNEKT.

1 : TENRIEEFEIERIXEHT 1 5.

Ruijie(config)# radius—server deadtime 1

58 show radius parameter AILBEEIREELLALGTFATNERESL RADIUS Z2iRS 8 AIXTE KRS HIAT
EHENEEER.
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2.10 radius-server host

€501

(FREEkE]

(apt&at]

(ErER5]

(EAIES]

(EcEZ41]

187 RADIUS ZE RS E.

RADIUS

radius-server host [ oob ] [ via mgmt-name ] { ipv4-address | ipv6-address } [ auth-port port-number ]

[ acct-port

port-number ] [ test username name [ idle-time time ] [ ignore-auth-port ]

[ignore-acct-port]][key [0 ] 7 ] text-string ]

MIFSISER RADIUS R IRSZEEEH.,

no radius-server host { ipv4-address | ipv6-address }

2H
oob [ via mgmt-name ]
ipv4-address

ipv6-address

auth-port port-number

acct-port port-number

test username name

idle-time time

ignore-auth-port

ignore-acct-port

key [ 0| 7 ] text-string

IRBHEERI RADIUS FEH#1

eSS

14

R

oob TAE , BPMIARSS 88 RIEIRSCATIRE O/ mgmt [,

RADIUS & R5525EHAT IPv4 B3k,

RADIUS £ R5525EHAT IPv6 ik,

RADIUS S{ATAUERT UDP ix[1 , BYESEE 0 - 65535 , #IRIKEH 0, Wiz
FNABHITEDINL,

RADIUS g8 UDP im0 , BUYESEEE 0 - 65535 , WISRIZE 0, Wiz
BHTICHK,

FFiEstiZ RADIUS 2RSS eSNERIRNINEE , FHEE RN ERRA
F&.

B EIRF BT LIRS RADIUS ZeIREZ 2 AENIRIR AR EERE.
BRMER 60 D, TECEATEES 1-1440 5% (24 /NBT ) o

XHIRY RADIUS Z2IRFSEHVAIERORNEN , BAFS.

KX RADIUS Z2fRFSEHNCKIH RGN , BIAFFE.
RERATZRSHIHEZRN A EVFERLERE. RENZHRRILUE
ENNEZEEY | 0 AFINE , 7 @I , BAS O,

T {EF RADIUS LI AAA Z2RSS , WIRENX RADIUS Z£R55EE. &aILAEM radius-server host @5&
EN—NEZ RADIUS Z2fR5EEE. NRIKAIE RADIUS R IREBEEEF RADIUS iREEEHES , T
REMEMNBIRSEEAIE radius IRMATEREFEIRHEZER , BNERIZ RADIUS IRS2ARIMAY vif BREHZE.

1 : THERRGIEN—1 IPv4 SETH) RADIUS 22 fRSS8E.
Ruijie(config)# radius—server host 192.168.12.1
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(#6230753i%]

(IR=ER]

(EREiR]

(GE=yL2)

RADIUS

2 . FERRBIEX— IPv4 IME T RADIUS Z2IRSZ[EN , FEEHRULIEE , RilliEfRREEA 60 55
#, XHAXHEK UDP LIRS,

Ruijie(config)# radius—server host 192. 168. 100. 1 test username test idle—time 60 ignore—acct—port

3 TEAIRGIEN— IPv6 REE T RADIUS 2RSS EN.
Ruijie(config)# radius—server host 3000::100

{&8F show radius server AJLIEE RADIUS £ REEBHESER.

2.11 radius-server key

€50k

(REERE]

(a<tE=]

(REFRH!]

(ERES

(=S|

(#623075i%]

ENREIGAIRSSE ( IRAIEE ) 5 RADIUS Z2RESEHTEENE=OS.

radius-server key [ 0 | 7 ] text-string

BiHEEERHZEOS.

no radius-server key

S b
text-string HEOSHA
017 SHINNEZEEL |, 0 TN | 7 PN,

RBEEELEOS.

Sl E

14

HE=MSZRIRET RADIUS T2IREESHITIEMEERIEM., AT FIRSET RADIUS Z2IRESESREHITIE(E |
WIRTEIR T RADIUS 22 iR5S8E FENHERIHEEZEOS,

1 : FTENTREEN RADIUS Z2RSEMNHE=OSH aaa,

Ruijie(config)# radius—server key aaa

{58 show radius server BJLIEE RADIUS Z2RBEEMNHZEOSHEERER.
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RADIUS

2.12 radius-server retransmit

€501

((REEE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(#623075%]

(IR=ER]

(FRER]

((F&iRA]

ECEIREEIAN RADIUS 2RSS 2RBRMBIER R AIRE.

radius-server retransmit retries

WERANERRE.

no radius-server retransmit

S fk

retries RADIUS =iRERIXE , BUESEER 1-100,
BUAEARERN 3.

FtERX

14

AAA TEER T3 A AP TR R LRPAEN R 2 RS [B RN, REFIMZERS/IER
MATRER R LIRS EMIREERIERREI RADIUS IRVHIENSIZBRNE , ®XEAZ BEREHERE.

1 TERNTHIEEERREN 4.

Ruijie(config)# radius—server retransmit 4

{EFE®< show radius parameter RJLAEZE radius IEEXREEE(SE.

2.13 radius-server source-port

FREIR R A% RADIUS IRXXAESEO.
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radius-server source-port port

WEEIAE.

no radius-server source-port

(€UTE ) I fik
port ZREMNRM. ANREREBE 1-65535.

(REkE] RElisH

(o] =RERX

(RERBI] 14

(EAIES] IREKIX RADIUS IRXAIRHOBAER TEENA. INREFEEEFRD , ERXGIRE.

(ECEZHI] 1 : TERRGIEARE radius RIXATRIROE X9 10000,

Ruijie(config)# radius—server source—port 10000
(#836757%]1 {8 show running-config AJLIEEIR radius IRMANFRHEEES.
(B=ER]
(ENWiER]

(FEaiiE]

2.14 radius-server timeout

BCEIRFEER RADIUS R EFF LIRSS RN ZHIBTE,

radius-server timeout seconds

WEEIAE.

no radius-server timeout

(B80RBE] 2 A
seconds HBATETE) ( BBAARY ) . ANRERYESEEY 1-1000 7,

[HEERE] EARSH

(<tE]  =2REN
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(EREFRH!]

(ERES

(EcE=41]

(#623075i%]

(IE~ER]

(EREiR]

(EaieE]

RADIUS

14

ERZABTEEIRFER RADIUS IR FFL RS RN EAIETE,

1 : FEHARPISEREERENX 9 10 7,

Ruijie(config)# radius—server timeout 10

fs5F3 show radius parameter AJLABRIREE A RADIUS IRXEFLZLIRGSHNENIENRERFR.

2.15 radius set qos cos

€50k

(REERE]

(a<tE=]

(REFRH!]

(ERES

(=S|

(#623075i%]

(IR=ER]

RE radius &M qos {E99%M cos B

radius set qos cos

REZRA radius &M qos (&

no radius set qos cos

2% iR
& qos ELE /I dscp (B

2FE

14

1: %5 radius TA&R qos {E793E0 cos (.

Ruijie(config)# radius set qos cos

{$F3 show running-config & qos [BEVELESE
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2.16 radius support cui

€501

((REEE]

(a<tE=]

(ErER5]

(ERES

(=S|

(#623075%]

(IR=ER]

(FRER]

((F&iRA]

I%& radius £ cui Bt

radius support cui

%7 radius 37FF cui BHERITHES

no radius support cui

28 fik

BRI cui Bt

ESSIE

14

FERIZBSTLURIEEERE radius ERF cui B

1: BeE radius ¥ cui B,

Ruijie(config)# radius support cui

{88 show running-config &% radius 323 cui BB R

2.17 server auth-port acct-port

NN AAA BRSSERERIBRSSES | no FZZUIIRR.
server { ipv4-addr | ipv6-addr} [ auth-port portl ] [ acct-port port2 ]
no server { ipv4-addr | ipv6-addr} [ auth-port portl ] [ acct-port port2 ]
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(S80588]

(REEE]

(atE=t]

(RER5]

(EREES

(EcE41]

(123075:%]

(IR~ER]
(fExa<

(EREIR]

(SF&EuEE]

RADIUS

S b

ip-addr ARS3 28 ip ik
Ipv6-addr AR558S ipv6 ek
portl RS ESAIERO
port2 RS EeKinm O
TR ERECE

RS AmREREL.

14

EHEERSBRTIRINRSS S | NeEmARIERRIAE.

1: TERAIFIRSRA ss MRS =R 192.168.4.12 AHIERICIKIRO 7 5 FIAIEROY 6.

Ruijie(config)# aaa group server radius ss

Ruijie(config-gs-radius)# server 192.168.4. 12 acct-port 5 auth-port 6

Ruijie(config-gs-radius)# end

Ruijie#t show aaa group

Type Reference Name
radius 1 radius
tacacs+t 1 tacacs+t
radius 1 Ss

{%£F8 show radius group &<EE RADIUS B RSZ2RANRSRES.

L fER
aaa group server Ei & aaa fRS5E84H

show aaa group

B7R aaa R552_A

2.18 show radius acct statistics

7R RADIUS i+EEXFIHEE.
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(S8R ]

(A <tEx]

(ERERH!]

(ERES]

(EcE =]

(IR~ER]

(GE=yL2)

show radius acct statistics

28 ik

£FER. R, ZOER

14

1 : &/~ RADIUS IHEBXAIHER.
Rui jieftshow radius acct statistics

Accounting Servers:

Server Index........ ..ot
Server Address....... ..ot
Server Port. ... ...
Msg Round Trip Time.......... ..ot nnnnn.
First Requests. . ... ...t
Retry Requests. . ... ..o,
Accounting Responses.............oiiuiiiinnnnn..
Malformed MsgsS. . ... ..ot
Bad Authenticator Msgs.......... ..o,

Pending Requests........ . ...

2.19 show radius auth statistics

(S4REE]

(a<tE=]

F7~ RADIUS INIEEESFIHER.
show radius auth statistics

o 1R

\

£RER. BRI ZOER
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(BR&ERBI] 14

(ERES]

[Ee&EZ] 1 : B7= RADIUS INIFIEXREZIHER,
Rui jie#tshow radius auth statistics

Authentication Servers:

Server Index........ ..ot
Server Address........oouu it
Server Port. ... ... i
Msg Round Trip Time.......... ..ot iiinnnonn.
First Requests. . ... ot
Retry Requests. . ... ..ot
Accept Responses. ..........o.uiiiiiii ...
Reject Responses........ ...
Challenge Responses............uuiiiiniinnnn.n.
Malformed MsgsS. . ...t
Bad Authenticator Msgs........... .o iiiiinon..
Pending Requests......... ... .
Timeout Requests......... ...
Unknowntype MSgs. ... ...t
Other Drops. ... ..t

(B=ER] -

(F&weE] -

2.20 show radius group

/R RADIUS (RSB ES4EMIEE.
show radius group

(28] S8 fik

(<] 2BER. SRR, BOER

(R&ERBI] 14
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(ERES] -

[EEE=51] 1 : B/ RADIUS [RESSANMRE.

Rui jie#tshow radius group

Vrf:not-set
Server:192.168. 1. 1
Server key:ruijie
Authentication port:1812
Accounting port:1813
State:Active

(B=ER] -

(F&iHE] -

2.21 show radius parameter

£/~ RADIUS [RSZEELFSH.
show radius parameter

(28] S8 fik

\

(E] 2BEK. SRR, BEOEX

(R&ERHI] 14

(ERES] -

(BeEZ61]  1: 87" RADIUS [RSB5EELBSHL.
Ruijie# show radius parameter
Server Timout: 5 Seconds
Server Deadtime: 0 Minutes
Server Retries: 3
Server Dead Critera:
Time: 10 Seconds

Tries: 10

(B=ER] -
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2.22 show radius server

(S4urER]

(a<tE=]

(ErER5]

(ERES

(EcEZ41]

7R RADIUS [RSE5ECE BN,
show radius server

24 fik

£RER. R EOER

14

1 : B/~ RADIUS fRS3E8ECEIBN.

Ruijie# show radius server

Server IP: 192. 168. 4. 12

Accounting Port: 23

Authen Port: 7

Test Username: test

Test Idle Time: 10 Minutes

Test Ports: Authen

Server State: Active
Current duration 765s, previous duration Os

Dead: total time Os, count 0

Statistics:

Authen: request 15, timeouts 1

Author: request 0, timeouts 0

Account: request 0, timeouts 0

Server IP: 192. 168. 4. 13

Accounting Port: 45

Authen Port: 74

Test Username: <{Not Configured>

Test Idle Time: 60 Minutes

Test Ports: Authen and Accounting
Server State: Active

Current duration 765s, previous duration Os

Dead: total time Os, count 0
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Statistics:
Authen: request 0, timeouts 0
Author: request 0, timeouts 0

Account: request 20, timeouts 0

2.23 show radius vendor-specific

€501

(a<tE=]

(ErER5]

(ERES

(=S|

27~ RADIUS FAB BIHEEIRE,
show radius vendor-specific

28 1t

>

ERER. R EOER

14

1 : B/~ RADIUS FAE B AR E,

Rui jie#tshow radius vendor—specific

id vendor—specific type—value
1 max—down-rate 1
2 port—priority 2
3 user—ip 3
4 vlan-id 4
5 last—supplicant-vers 5
ion

6 net—ip 6
7 user—name 7
8 password 8
9 file—directory 9
10 file-count 10
11 file—name-0 11
12 file—name—-1 12
13 file—name—2 13
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E—E/v\%:% TACACS+
3 TACACS+
we {EF
aaa group server tacacs+ FiE TACACS+IRSS2E4H |, AR TACACS+IRSS E8KI5 BIARRIAYA,
ip tacacs source-interface 8 TACACSHRSZAYELbIL,
ip oob 79 AAA RS EREIERETRN
ip vrf forwarding EcE TACACSHRSSESEMN wif FF(523F VRF FNREFELTHS).
server 7500 TACACS+BRSSE84HAYARSS 28,
show tacacs BRFI% TACACS+IRSZ SRR BB TEN.
tacacs-server host L& TACACS+RSSEEEEAN IP bk,
tacacs-server key TEXMLIHaRSES (BBAIKRE ) 5 TACACS+HIRSSHJ/HITEENIHEZ=OS,
tacacs-server timeout FLEIRES TACACS+IRSZESBEM , HFIRBESNLBEIATE.
3.1 aaagroup server tacacs+
IS ECE TACACS+HiRSZEA | BARRI TACACS+HRFSESXIDEIABRIA.
aaa group server tacacs+ group-name
HERARSSES4H.
No aaa group server tacacs+ group-name
[(28u%88] S iR
TACACS+RSSE84EE , HEFRAA A radiusf"tacacs+" ( AEIESIT ) |, XD
group-name A
BFANEEZF

((REECE] IRBECE TACACS+RSESH

[iER])] 2EEK.

[BREgal] 14

(FRIES]  WBiIX) TACACS+RSZEHTHA , INE. B, iHKTLUFEARRRIIRS 284E kA,

[EeE2] 1: TENRGIERS—NEZH tacl B9 TACACS+IRSZ 2.4 , HBEEIZATIRE— 1.1.1.1 Y TACACS+HRSS
ML -
Ruijie(config)# aaa group server tacacs+ tacl

Rui jie (config—gs—tacacs+)#server 1.1.1.1

[t@3075%]  {#F show running-config SRl LAEEBECER TACACS+HIRSFAHER.
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TACACS+

3.2 ip tacacs source-interface

€501

((REEE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(#623075i%]

(IR=ER]

(FRER]

((F&iRA]

FERE TACACSHRSZHIFHEAL,

ip tacacs source-interface interface-name

IIpSIEERY TACACSHRIZEHELE,

no tacacs source-interface interface-name

2 iR
interface-name tacacs+iRSAYRIPHHEC

e tacacsHREXATRII M B EIRE

2FE

14

RNTDIE tacacs+IRSS 28 HEIPRER nas FEEMNIIEE |, AILUBITZGm<S IR E tacacsHRSCAYIRIMELE,
ZapSFEBIEEEONSE— ip HUHEA tacacsHRIAGRMELL | ZapSE=EIREFEA. WREEEEO
FEEA vt tgh |, MAERSASEERXAS vrf SAIER S,

1 : $8%E tacacs+iRIZM gigabitEthernet 0/0 EFKEY ip HtSRIE/RIEIE,

Ruijie(config)# ip tacacs source—interface gigabitEthernet 0/0

4% show running-config BILIEE tacacs+B S HEIHEORBEE.
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3.3 ip vrf forwarding

A SHECE TACACS+IRSSEREEY VRF BF (T VRF IRBEFHELGS).

ip vrf forwarding vrf_name

fHIB& TACACS+BRSSRR4HIERE VRF
no ip vrf forwarding

[280%E] S b
vrf_name VRF =%
[REECE]
[HSHER]  TACACSHRSBERAMEBIER,
[RERBI] 14
[EEES FRB I SSR] , MUBIT#HS aaa group server tacacs+i# N TACACSHARLBIER,
TACACS+iRSZeAEHEERN VRF , WREEEBEEREL MBI vif definition SpSEE&A VRF BF.
[ECEZ] 1: J9 TACACS+JRS38584H ss 15682 VRF 9 vif_name,
Ruijie(config)# aaa group server tacacs+ ss
Ruijie(config-gs—tacacs+)# server 1.1.1.1
Ruijie(config-gs—tacacs+)# ip vrf forwarding vrf name
[#€38757%] &< show running-config ATLAEERS AR ip vif BEEEE.
BRRER] 1: RISEN VRF FBITKERS , MRRER.
Name is too long
2 : WISHEERY VRF EAREE | WIRREIR.
Invalid vrf
[ENER]
[F&3BE)
3.4 server

NN TACACS+iRSSESEAIMRSSES.
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(S40EE]

(REkE]

(apt&Eat]

(ERERH!]

(ERES

(EcE=41]

(#23e75i%]

(IR~ER]

(EREiR]

(@R 2))

TACACS+

server ipv4-address

BRI INAIARSS 25

no server ipvd-address

2 A
ipv4-address ARSSEE IPv4 HthiE
TR ERECE.

TACACS+iRSSEARLEHE.

14

EBI SR , HUBITaE< aaa group server tacacs+i## N TACACS+HARLBIER,
TACACS+RFEZESHEPECERIIRS IS , WAELBEEEN T , 8 tacacs-server host g SEEIIRSS
5.

WR—MRSESHEAS I BT SN RSES , B—NMRBESKBMMNA |, RESBRERARIN T — MRS RX
TACACS+EK,

1: TEARFIEE—MNEFH tacl B9 TACACS+iRSS 2R , HEEIZAFEHE— 1.1.1.1 Y TACACS+HiRSS
ESitbiE,
Ruijie(config)# aaa group server tacacs+ tacl

Ruijie (config—gs—tacacs+)# server 1.1.1.1
@< show running-config AJLAEEIRSSESAER server iEEER.

1 : WANRFEER server HRELE , MIETEIR,

Warning: Server 1.1.1.1 is not defined.

3.5 show tacacs

€50l

FRIIE TACACS+IRSS BN HIEITIE.
show tacacs

24 fA
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(ERERH!]

(ERES

(EcE=41]

(IE~ER]

(GE=yL2)

BRRDN. 2BER. EOER.

14

TACACS+

FEFAIZi < B TACACS+RSZENR EIEITIER.

1 TENRISREEEERN TACACSHRSHEIEREE.

Ruijie# show tacacs

Tacacs+ Server : 172.19.192.80/49

Socket Opens: 0O
Socket Closes: 0
Total Packets Sent: 0
Total Packets Recv: 0

Reference Count: 0

3.6 tacacs-server host

€50k

(FREEkE]

IS HELE TACACS+HIRSSEERIEXE A,

tacacs-server host [ oob ] [ via mgmt-name ] ipv4-address [ port integer ] [ timeout integer | [ key [0 | 7]

text-string ]

TR TACACS+HRSS 2.

no tacacs-server host ipv4-address

24
ipv4-address

oob [ via mgmt-name ]

port integer

timeout integer

key string

S EIEER TACACS+EA],

A

TACACS+IRSZERRY IPv4 ik,

TACACS+B{EERRIERECJ mgmt O , BAAJERIE mgmt OHATIBRE.
BLE oob , via BFHEEEMN mgmt O, [RBIEEEIAS mgmto [,
TACACS+B{SERRY TCP iw[ , BAIAJ TCP im[ 49 , AIRETEA 1 ~
65535,

51z TACACS+iRSS=RB(SRUEBRIATE , BNAFR LB ECERVERETE, B
EcESBE9 1 ~ 1000,

BEERTZIRSSNHERN |, REcBNFERALEEE. EBNEATLUE
EMEREY , 0 AFTINE | 7 EEINE , BUAS O,
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(A <tE=]

(ERERH!]

(ERES

(=3

(#623075i%]

(IE~ER]

[ENER]

(EaieE]

£FER

14

TACACS+

T {EE TACACS+SCI AAA L2PRE , WIREN TACACS+RSSEE, o]l f#HE tacacs-server host i
EN— T2 TACACS+HIREEE,

1 TETRHIENX— IPv4 IMETH) TACACS+IRSSES.
Ruijie(config)# tacacs—server host 192. 168. 12.1

f§EF show radius server B[ EE TACACS+RS BB EEE.

3.7 tacacs-server key

€50k

(FREEE]

(a<tE=]

(REFRH!]

(ERES

EXMEIHEIRSES ( BHIRE ) 5 TACACS+IRSZSBHTEENEEZHA.

tacacs-server key [ 0| 7 ] text-string

BB R =R,

no tacacs-server key

24

text-string

0|7
REIEELEER.
£FEN

14

ZaSE B BFERANHEERA
A SHRY key 1FEIRSCHL,

A
HEOSHE,
SHONNEREE , 0 FNNER , 7 ENNE.

. BRNEZBEAS MRS HFIEEARNZEENT , F{)FEH tacacs-server host
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(EcE=41]

(#623075i%]

(IR=ER]

(FR#ER]

((F&iRA]

TACACS+

1 TETHIENY TACACS+HRSZSHBIHEEZEOASH aaa.

Ruijie(config)# tacacs—server key aaa

{88 show running-config AJLAEE TACACS+REBENHE=ONSHEREEE.

3.8 tacacs-server timeout

€501

(REERE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(#623075i%]

(IR=ER]

(FRER]

((F&i%A]

BCEIRES TACACS+RSSERIBERT , FHRRS A SiEBATHT AL,

tacacs-server timeout seconds

WEEIAE.

no tacacs-server timeout

24 fik

seconds HERtRE) ( ALY ) . AIRERVESEEYY 1-1000 2,
BINA 5T

Sl E

14

e ELFIRSESMAERAYE. HENBENTNRSEFEEAFAUEBITHIERT , £ tacacs-server host
4S5y timeout ETRSCHL,

1 : TEHARGISEREERENX 9 10 7,

Ruijie(config)# tacacs—server timeout 10

{#£F show running-config AILIEE TACACSHRIGERIEHERECEER.

3-7



£
A
W
Ul

AN
A<

aaa authorization ip-auth-mode

clear dotlx user all

clear dotlx user id

clear dotlx user mac

clear dotlx user name

dotlx accounting

dotlx auth-mode

dotlx auth-address-table address

dotlx authentication

dotlx auto-req
dotlx auto-req packet-num

dotlx auto-reg reg-interval

dotlx auto-req user-detect

dotlx client-probe enable

dotlx critical

dotlx critical recovery action reinitialize

dotlx dbg-filter
dotlx default-user-limit

dotlx dhcp-before-acct enable

dotlx dhcp-before-acct timeout

dotlx mac-auth-bypass

dotlx mac-auth-bypass multi-user

dotlx mac-auth-bypass timeout-activity

dotlx mac-auth-bypass violation

dotlx mac-auth-bypass vlan

dotlx max-req
dotlx multi-account enable

dotlx multi-mab quiet-period

dotlx port-control auto

dotlx probe-timer interval

dotlx probe-timer alive

dotlx private-supplicant-only

dotlx pseudo source-mac

dotlx redirect

802.1x

4 802.1x

1EF

BeE ip AR

fpRIZEE _EFBRY dotlx IAMERF
IBS&AERL session id BY dotlx IAIEREF
FHIBSHERE mac B9 dotlx IAMEFEF
BRMER A A9 dotlx IAMERF
BCEICIKG A7

BCEIAIEE (eap/chap/pap)
=GN =S
=N abr IS

ECEIRBEMAIL 802.1x IAIE

FeEIR B EaRRRIAESRIRSAI ML
EeBIR T RRRIAIEERIRSZAYERR
EEEamAENES B BFPEALE
FeE SR Fin gt

B E MRS B GE IAIE

Fe BRSNS AR
FHHEFER mac HEHHTENEIRER.
EeER O TAYRIAIE R 2R
ECERFIRE IP Z[E&HEICHK
EERANBBIZfE | AFrEERZFFIRE 1P R9RT A
ECEE MAB TAIE

ECEZ MAB IAIE

ECE MAB TAIEERIATE]

FEcE MAB 1Efl

BcE MAB VLAN

Fi B request/challenge IR E(EIREL
ELEIEF— mac FRZSKSIAILE
EcEZ% MAB AR S AR EART (&)
EeE im0 _EAY 802.1x TAIE

B EgiiEE FimtalEHA

EeE g FimtleT<

EcEL IR R PinThae
ECEIRFFAREIL mac {ERIRE R HAY 802.1x #RIZAJIR mac
Hbhk

ECE X su FHERINEE BTN EE MRS ERIRIREMLL T
Z, supplicant 244
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dotlx reauth-max

dotlx re-authentication

dotlx timeout re-authperiod

dotlx timeout quiet-period

dotlx timeout supp-timeout

dotlx timeout server-timeout

dotlx timeout tx-period

show dotlx

show dotlx auth-address-table

show dotlx auto-req

show dotlx max-req

show dotlx port-control

show dotlx private-supplicant-only

show dotlx probe-timer

show dotlx re-authentication

show dotlx reauth-max

show dotlx summary

show dotlx timeout quiet-period

show dotlx timeout re-authperiod

show dotlx timeout server-timeout

show dotlx timeout supp-timeout

show dotlx timeout tx-period

show dotlx user id

show dotlx user mac

show dotlx user name

ELE request/id IR EIEIREN
ECEEIAIELNRE

EESIAIEEFR

BECEINIER M SRIEREARTE)

HCE request/challenge IR EEIEIR
BcERSS 2EEATRT )

FR & request/id IR E(EIEINE

&EE 802.1x RIS S EL
BEAIEENSIZE
BEEIAERRES

&E request/challenge IR E(E/XEL
BEZEOER
BELRAFREE PR RS
BEE RIS IS
BEFINFRRS

&EE request/id IREFEEIRE
BEEHANLAFRES
BEENIEXBERIEREARTE
BEEEIANILER

BERS BT A

BE request/challenge IR E(E G
EZE request/id IR E(EER
IR id BEERFFRER
RIEFF mac EEAFFAER
RIERFPEEERFFAER

4.1 aaa authorization ip-auth-mode

FoE ip AR,

aaa authorization ip-auth-mode { disable | supplicant | radius-server | dhcp-server }

(280l 2%
disable
supplicant
radius-server
dhcp-server

mixed

[FREECE]  disable,

(<tEl] 2BEN

R

FITHER

Supplicant 2242 ip #tFLHILRE
Radius fRE#5 4 ip HUSEE
dhep HEip HtIHSE
BEETVGE ip
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[Br&g5I] 15

[ERES supplicant AR {NSZ3FH4E supplicant,
radius-server IR EE RS2 SIFEIS framed-ip BMYETA ip ik,
dhcp-server IEIEN FEIZFRASFFE dhep snooping SEFF/E dhep relay,
BRI ESTSIUER AT T LASE R mixed 1RGSR

[BCE=] 1 : BE supplicant 32/ ip,

Ruijie(config)# aaa authorization ip—auth-mode supplicant

[#€3675:%] 1 : {FF show running-config E&ELHE.,

(IE~ER]

(BHER] TREIRE | ip BN OREGER , NETHBEFIEUR SRR | 5 UESEREEER
A, REHFRMHZBFTEHERMNE,

(EaieE]

4.2 clear dotlx user all

MRS ERTERY dotlx AAF.

clear dotlx user all

(28] 2 5%
(REERE]

(a<E] RS

(R&EFRBI] 15

(ERES] ERZGTHLUERE LTER dotLx AERFHER.

(EeE261] 1 : MBRETERY dotLx INIERF.

Rui jie#tclear dotlx user all

(R=ER] -
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((F&iRA]

4.3 clear dotlx user id

(S4urER]

(REEE]

(a<tE=]

(ErER5]

(ERES

(EcEZ41]

(IR=ER]

(GZ=3Z))

1R¥E dot1lx FIFRY session id SRMIFRIERAIEF.

clear dotlx user id session-id

S A

- session-id -dot1x IAMEFFHY session id
SR

15

FEBSEM session id B dotlx IAIEFBFHHIERET , ATLAGEFRLtE S,

1 : MHB& session id 5 12345678 A9 dot1x IAMEFEF.
Ruijiet#iclear dotlx user id 12345678

4.4 clear dotlx user mac

(&#0788]

(FREEE]

(a<tE=]

(ERERH!]

HR{E dot1x FAFAY mac SRAHFREMAIAF.

clear dotlx user mac mac-addr

S A

- mac-addr -dot1x TAIEFFRY MAC #Biik
SR

15
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(FRES EEIZIETEN mac HIHAYRY dotlx AGERFMIERETS , ATLAEALLES,

[EEE=5I] 1 : MIE& mac Hilb 0012.3456.789A HY dotlx IATEFIF,
Ruijie#iclear dotlx user mac 0012.3456. 789A

(B~ER] -

((F&iRA]

4.5 clear dotlx user name

HR{E dotlx AP RIARF & KMFRMEN IR,

clear dotlx user name name-str

[2805BA] S U
- name-str -dot1x IAMEFRFRIBFE
[(BrEfE]

(e<tEl] HUER
(RERHI] 15
(EEES] FEERFENRFERIAY dotl IAEFRFBRET , STLAERLEER S,
(BcE261] 1 : MERAF9 dotlx-user A dot1x INIEFBF,
Ruijie#iclear dotlx user name dotlx-user
(B~ER] -

((F&iRA]

4.6 dotlx accounting

BCEINIERSEFIR.

dotlx accounting list-name
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(S40EE ]

(REEE]

(f<tE=]

(ERERH!]

(ERES

(EcEE]

(IE~ER]

(EaieE]

28 iR
list-name 1K RS
2EE

15

SNER aaa RY dotlx IEMKTTIEAZENIARY , FEEAILE S KEEBMANCKT .

1 : EcERRAIEENSIR,

Ruijie(config)# dotlx accounting dotlx—acct

4.7 dotlx auth-mode

€50k

(FREEkE]

(at&at]

(ErER5]

(EAIES]

(EcEZ41]

(IR~ER1

(@R= )

ECEIAIEER,
dotlx auth-mode {eap | chap | pap }

24 fiik
ERA eap

eap 183,

eSS

15

INEETHNEREUAT supplicant AEIRSZ 28095 5.

1 : FE8 chap IAIFEE,
Ruijie(config)# dotlx auth-mode eap
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4.8 dotlx auth-address-table address

BcERNAIEENFIR,

dotlx auth-address-table address mac-addr interface interface

[28uRBA] 2% iR
mac-addr ANAEAYE N ZZ5AY mac #biik
interface BENZimFrERRO
[BreiiE]

(<tEl] 2/ER
(RE%RHI] 15
(ERIES PRAEIE IR RBIEEM mac IR A AT LAFT 802.1x IAE,

[EEE=GI]  1: EENAEENSIE.
Ruijie(config)# dotlx auth—address—table 00d0. f800. Ocb2 interface fastethernet 0/1

(IR=ER]

(GZ=3Z))

4.9 dotlx authentication

BCEINIERD AR,

dotlx authentication list-name

[(B280RBE] S8 iR
list-name INIES SR
[FREEE]

(f<tEl] 2/ER

(R&EFRBI] 15

(ERIES YNER aaa RY dotlx INETEAZEIARY , FEEALL S KEEBNANAIESE.
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(BeE261] 1 : BREERHAEENFIR.

Ruijie(config)# dotlx authentication dotlx—authen
[(#~ER]

((F&iRA]

4.10 dotlx auto-req

ECEIRFEMAIE 802.1x AL,

dotlx auto-req

KIAEFMAIE

no dotlx auto-req

(28] 28 fik
BOAXHA

(REEKE] REXF

(<tEl]  2BER

(R&ERBI] 15

(EAIES]  #BE MAB IMEWITRIZINGE , BinfERRERFE NIRRT LAGE TFHZINEE.

(EeEZ6] 1 BEEEIAL

Ruijie(config)# dotlx auto-req
[("~ER]

((F&iRA]

4.11 dotlx auto-req packet-num

BeEIRBENREBINEBRIRIAI ML,

dotlx auto-req packet-num num

(5805881 S fik
num EMAMERERIRIADE , BAMER 0, RF—EHRE , kKEBHE
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(FREiE]

(A <tEx]

(ERERH!]

(ERES

(EcE =]

(ErER]

(EaieE]

0-1000000

£FER

15

1 : BEEEIANERSGERAINL.

Ruijie(config)# dotlx auto—req packet—num 100

4.12 dotlx auto-req reg-interval

€50k

(REERE]

(at&at]

(RERH!]

(EAIES]

(EcEZ41]

({E~ER]

(EaiEE]

BeEIRBEEHNARERINESRIRAIERE.

dotlx auto-req reqg-interval time

24 fiik

Time FEFMNIPRERIR AR , FOMER 30 7
0

Sl Ea

15

1 : BB EFAERSGE KA.

Ruijie(config)# dotlx auto-req regq—interval 50

4-9
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4.13 dotlx auto-req user-detect

(S4urER]

(REEE]

(a<tE=]

(ErER5]

(ERES

(EcEZ41]

(IR=ER]

(GZ=3Z))

ECEENAMENESERFEAIL

dotlx auto-req user-detect

KAEFNHENESERFPEAIL

no dotlx auto-req user-detect

24 fik
NI S

ERE XA

DI E

15

O RPN TIRZINEE | ATLUR\ I IRS 2ERMBSAIEE .

1 BEEFAHENESERFEAIL

Ruijie(config)# dotlx auto-req user—detect

4.14 dotlx client-probe enable

(S4u8E]

(FREEE]

(A<tE=]

BeE = PR LA,

dotlx client-probe enable

KA Fim g,

no dotlx client-probe enable

24 fiik
BOAKXHA

ERE X

Sl E
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(EREFRH!]

(ERES

(EcE=41]

(IR=ER]

(FEaiiE]

15

SEFRSIEE supplicant ATEINFTFRZINEE.

1 : EEESEE iR LAa,

Ruijie(config)# dotlx client—probe enable

4.15 dotlx critical

€50k

(REEE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(IR=ER]

((F&iRA]

BB RS R RS HIAILE.

dotlx critical

KBRS AR RS HEIAILE.

no dotlx critical

28 fik
FRE XA

ORI

15

RADIUS FERRSECERNIRSS 85 IARIKSFIFIMIRSS 28 A AR,

1 BeERRSS ARG IRIAIL.

Ruijie(config-if-GigabitEthernet 0/5)#dotlx critical
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4.16 dotlx critical recovery action reinitialize

B EIRSS 2R RS AL IRE AL,

dotlx critical recovery action reinitialize

KIAMRS BRI EINERE LI,

no dotlx critical recovery action reinitialize

(28]  2H fik

(REEKE] ®REXF
(E] ZEOEX
(R&EFRBI] 15

(ERIES HEFE RADIUS [RZFIKE AR , EFIOIEIRS AT AP ERNNBREEEGEE3D  JLAMERLL

AN
A< o

(EEZG] 1 BERSHRGEIRALRELE,

Ruijie(config-if-GigabitEthernet 0/5)#dotlx critical recovery action reinitialize
("~ ER]

(GZ=3Z))

4.17 dotlx dbg-filter

EHXIHFRERY mac I TENEIKER.
dotlx dbg-filter H.H.H

BRI ISR ER.
no dotlx dbg-filter H.H.H

(B8urE] S8 i)
H.H.H HERHHFHEEAIAFR Mac ithit

[(HREERE] EALRFNERSEIIHT
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=

(oE] £BERX
(R&ERBI] 15

(ERES MEPEAERFEREESRINEREMERN , LB Za< M BIRFHIENERER | BRiRE T
AEREAER.

[BEEZAFI] 1 BEEFER mac UHTENEXER.
Ruijie(config)# dotlx dbg—filter 00d0. £800. 0001

(IE~ER]

(FEaiiE]

4.18 dotlx default-user-limit

BeE#E O TAYENAIERFEPRE.

dotlx default-user-limit num

WEEIAE.

no dotlx default-user-limit

(S#0588] S8 fiik
num PRHI—MNEO AR, 240E[E 1-1000000, FATA 1000000

(fR&EcE] 1000000

(<E] ZEOERX

(R&ERBI] 15

(ERIES SNEREFRFI—NmH FRIRPAERFE , BT iaRE. BMERT 4 FHHICRIERAFE.

[EEE=HI] 1 EEEOTHRRAMERFEL
Ruijie(config-if)# dotlx default-user-limit 10

(IR=ER]

((F&iRA]
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4.19 dotlx mac-auth-bypass

ECE MAB AL,
dotlx mac-auth-bypass

T MAB AL,

no dotlx mac-auth-bypass

(28]  2H fik
NI S|

((REEE]  GREE mab INEEXT

(e<tEl] EOERX

(R&EFRBI] 15

(EAIES] WO FEARMILIRRHERIZINAEE.

(EcEZAI] 1 : ECEE MABIAIL.
Ruijie(config-if-GigabitEthernet 0/0)# dotlx mac-auth-bypass

(IR=ER]

(GZ=3Z))

4.20 dotlx mac-auth-bypass multi-user

FL&E% MAB IAIIE,

dotlx mac-auth-bypass multi-user

FF% MAB AL,

no dotlx mac-auth-bypass multi-user

(5805881 S fiik
BOAKXHA

(REECE] REZS MAB IREXHE

(f<tE] EOER

4-14



e SE 802.1x
[BR&HKFI] 15
(FRES i FEAZ MR im AT (R FiZIN8E.
[BcE=H] 1:EEZ MABIAIL,
Ruijie(config—if-GigabitEthernet 0/0)# dotlx mac—auth-bypass multi-user
[(#*~ER]
[F&uBE]
4.21 dotlx mac-auth-bypass timeout-activity
ECE MAB TAIEERTAT ],
dotlx mac-auth-bypass timeout-activity time
[2205E] 2% b
ime MAB FBFAITELLATE) , BB , BN 0 , TR L—BEAEZ. BiESeHE
1-65535

(REkE] o

(e<tEl] EOERX

(REHHI] 15

(EBES] RENKiEEHEMNENEIEEZSEH.

[ECE=I] 1 : EE MAB IAIEBATAETE.,
Ruijie(config-if-GigabitEthernet 0/0)# dotlx mac—auth—-bypass timeout-activity 3600

(IR=ER]

((F&iRA]

4.22 dotlx mac-auth-bypass violation

BCE MAB &,

dotlx mac-auth-bypass violation

4-15



=
<
N
aft

(S8R ]

(REkE]

(A <tEx]

(ERERH!]

(ERES

(EcE =]

(IE~ER]

(FEaiiE]

802.1x

K MAB 151
no dotlx mac-auth-bypass violation

28 ik
FRE X

ORI

15

PREI— MmO TLRIR 1 MY EEIZIEE | (WERTH MAB IR,

1 : BtE MAB 41,
Ruijie (config—if-GigabitEthernet 0/0)# dotlx mac—auth—bypass violation

4.23 dotlx mac-auth-bypass vian

(S4REE]

(FREEkE]

(a<tE=]

(ErER5]

(EAES]

EZE MAB VLAN,
dotlx mac-auth-bypass vlan vlan-list

%7 MAB VLAN
no dotlx mac-auth-bypass vlan vlan-list

2H R

- vian-list -FEEFHET MAB IAERY VLAN Iz
TREXI

B

15

(ReiFzO L&D VLAN REIRF A LUEHIT MAB IAIERTS |, AILAECELLE <.
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(BcE21]1  1:ECE MABVLAN,
Ruijie(config-if-GigabitEthernet 0/0)# dotlx mac—auth-bypass vlan 5, 8-20

(IR=ER]

((F&iRA]

4.24 dotlx max-req

B & request/challenge IRSCE(EIREL,

dotlx max-req num

(580kBE] 5% b
num request/challenge IRIZEEEREL , BHA 3, BCESTHE 1-10

(REkE] 3

(E] 2BEX

(R&ERBI] 15

(ERIES]  (ERRIAMERIA.

(EcEZI] 1 : BEE request/challenge IR E(EIREL,

Ruijie(config)# dotlx max-req 2

(IR=ER]

(GZ=3Z))

4.25 dotlx multi-account enable

EREXIE— mac [FRSKEIAIE,

dotlx multi-account enable

KHISHF— mac (FRZKSIALE

no dotlx multi-account enable

(B8uE] S8 T
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(REkE] H®Raxd
(&E] £BERX
(RERBI] 15

(EFRIES LIROANESESEBNEIETSIRBAEN | FERECEZH<. HEAY, £ windows FIETAERFEX
FRzFE.

[BEEZHFI] 1 BESIF— mac ERZSWSIAIL.

Ruijie(config)# dotlx multi—account enable
[1E~EE]

(EaiEE]

4.26 dotlx multi-mab quiet-period

BCEZ MAB INIERIUSHIBREART A,

dotlx multi-mab quiet-period time
(280l 2% fER
% MAB INIERBUSAOBSEARTIE) , BAAZRD , BRIA 30 , RAERER, BcE
SBE 0-65535 , ELE /9 0 F"inAERER
((REFEE] 07
(RX] 2BRX
(BREHKAI] 15

(ERIES]  (ERRIAMERIA.

(BEZ61]  1: BES MAB INERKSAIEREAT A,

Ruijie(config)# dotlx multi-mab quiet—period 2
[FB~EE]
[F&iRER]
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4.27 dotlx port-control auto

AR A9 802.1x TAILE,
dotlx port-control auto

xAimO R 802.1x IAIE

no dotlx port-control auto

(28]  2H fik

(REEKE] ®REXF

(e<tEl] EOERX

(R&EFRBI] 15

(EAIES]  #BE 802.1x W EIZmS.

[EeE=HI]  1: EeEimO ERY 802.1x TANE,
Ruijie(config-if-GigabitEthernet 0/0)# dotlx port-control auto

(IR=ER]

(GZ=3Z))

4.28 dotlx probe-timer interval

BCE SRR FimtilEEA.

dotlx probe-timer interval time

(5805881 S fiik
time EFmNEES , BAFD , BRIA 20, ECESEHE 1-65535

(REkE] 20

(<] 2/ER

(R&ERBI] 15
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(ERES]  (ERIAMERDE.

(ECEEH] 1 EEEREEFiQIEE,

Ruijie(config)# dotlx probe—timer interval 30
[(#*~ER]

((F&iRA]

4.29 dotlx probe-timer alive

EcE SR Pim iR,

dotlx probe-timer alive time

(28] 28 fik
time BRI , B |, BAOA 60, ECESEHE 1-65535

((REEE] 60

(<tEl] 2BER

(REHHI] 15

(EARIES] HRALELLRE N KMIRE NEIRIREMEEIRUR SR , NIARRIR T | ZNERRUAERA.

(ECEEH] 1 EERESFIRQIEH,

Ruijie(config)# dotlx probe—timer alive 120
[("~ER]

((F&iRA]

4.30 dotlx private-supplicant-only

BB FinThEe.

dotlx private-supplicant-only

KA EtEE FinThsE

no dotlx private-supplicant-only
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(B8] S8 33

(REkE] ®Raxd

(o] 2BERX

(BRaksl] 15

(EAIES] EENEFURERVAERGE supplicant FHAILE , WA LIECEIZIIAE.

(EeE261] 1 : BETEAFREE FimIEe.

Ruijie(config)# dotlx private—supplicant—only
(1B ~EE]

(EaieE]

4.31 dotlx pseudo source-mac

Ee BRI mac fERIRE A Y 802.1x #RIZAYIR mac ik,

dotlx pseudo source-mac

KIAERREM mac {E/9IRE AR HAY 802.1x HRIZAYIR mac btk

no dotlx pseudo source-mac

(28] S8 fik
BOAKXHA

[(BEEE] HEXF

[$E] 2BER

[Br&k5I] 15

[FEEIES)] EANBRT ,iRRERISSE AN mac HEIHER 802.1x IAIERTEY eap #B3ZJE mac ik, HiiE supplicant AUER
DhRAS , £1R1E eap IRXAVIE mac HHFSRAMFENIRSER NRIERE , FLE—EFABEET | XL
supplicant EZ& 1 802.1x IAUERT , dNERE(FEREZRFABESE | TLAFFEEINE mac HBHEIHEE,

(EeEZ6] 1 BEEFEREM mac (ERIREAHAY 802.1x #iRZAJIR mac HBLE,

Ruijie(config)# dotlx pseudo source-mac
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(IR=ER]

((F&iRA]

4.32 dotlx redirect

ECE X su FHERINEE.

dotlx redirect

KA—A su FHERINRE

no dotlx redirect

(S8uRiE] S8 fik
BOAXHA

(REEKE] ®REXF

(E] 2BEX

(R&ERBI] 15

(ERIES BN E EAEFEEAIRIRML T supplicant 34 | TR EFEEMSE , BIAS%E web INEREF
ARAGTEA.

(&= 1 : BE{C su FHERINEE.

Ruijie(config)# dotlx redirect

(IR=ER]

((F&iRA]

4.33 dotlx reauth-max

FRE request/id IRIZEEIREL,

dotlx reauth-max num

(5805881 S fiik
num request/id IRLELIREL , BOA 3, BECESEE 1-10
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(FREiE]

(A<tEx]

(EREFRH!]

(ERES

(=3

(ErER]

(FEaiiE]

£FER

15

{EFERAERPE].

1 : BCE& request/id IRXEEIREL

Ruijie(config)# dotlx reauth-max 2

4.34 dotlx re-authentication

€50k

(REEE]

(a<tE=]

(REFRH!]

(ERES

(=S|

(IR=ER]

((F&iRA]

BeESEIAIELIRE.

dotlx re-authentication

KIAEIAUELIRE

no dotlx re-authentication

28 fik
FRE XA

Sl E

15

EINERERAIRSSENES] , R EXRIENEF |, BIKIAZIRE.

1 : EcBEEIAIELIRE,

Ruijie(config)# dotlx re—authentication
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4.35 dotlx timeout re-authperiod

BcESIAIEER.

dotlx timeout re-authperiod time

[28uRBA] 2% iR
time SINIEERE , BAFD , BAA 3600 , BLESBREl 1-65535

((REEE] 3600
(<tEl] 2BEN
(R&EFRBI] 15

(EREES]  ERFOAMERIE.

(EE26] 1 BEEENEER.

Ruijie(config)# dotlx timeout re-authperiod 2400
[FR=EE]

(GZ=3Z))

4.36 dotlx timeout quiet-period

B EINIERUSAIES BRI,

dotlx timeout quiet-period time

(5805881 S fik
time INIERMSRIBFEARTIE) , SRR | BOA 10 , FCESEHE 1-65535

(REkcE] 10

(f<tEl] 2/ER

(R&EFRBI] 15

(ERIES]  EREIAMERIA.

(BeE261] 1 : REEIAEXRKSRIEHEATIE,
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Ruijie(config)# dotlx timeout quiet—period 60
(IR~ER]
(SF&uEA]
4.37 dotlx timeout supp-timeout
EZE request/challenge R E(EEFR.
dotlx timeout supp-timeout time
(S50788] S8 fEiR
time request/challenge R XEEIAINE , B , UL 3, ECESEE 1-65535

(REkE] 3V

(E] 2BEX

(R&EFRBI] 15

(ERIES]  (ERRIAMERIA.

(EcEZ4I] 1 : BCE request/challenge IR E(E AR,

Ruijie(config)# dotlx timeout supp—timeout 10

(IR=ER]

(GZ=3Z))

4.38 dotlx timeout server-timeout

BeERRSS == tBRTATIA,

dotlx timeout server-timeout time

[(280%8] S iR
time IRSSESHBATATE) , BAIFY , BOA 5, ECESEE 1-65535

(REkE] 5/

(<tE] 2/tEd

4-25



=
<
N
aft

802.1x

(R&ERBI] 15

(ERIES DIRERIE 802.1x HIBRSSRRBATEA T radius AUEBRTE , BUABIT | 802.1x RIBAHMER/N\T radius RUEERIE
89, EICSCRRERRERRIS radius RIARSSHEMER/)\ | BIATS% radius ECEFA.

(ECEZHI] 1 : ECERSSISERIETAE.

Ruijie(config)# dotlx timeout server—timeout 10
[(#*~ER]

(EaieE]

4.39 dotlx timeout tx-period

EL & request/id IR E(EIEIIR.

dotlx timeout tx-period time

(28] 28 fik
time request/id fiRXXEfEIEINE , BAARD , BOA 3, ECESEHE 1-65535

(REkE] 3V

(<tEl]  2BER
(R&ERBI] 15

(EREES]  ERFOMERIE.

(ECEEHI] 1 : EcERSSIFERIATAE.

Ruijie(config)# dotlx timeout tx—period 5
[R=EE]

((F&iRA]

4.40 dotlx valid-ip-acct enable

ECEFF3REY IP ZJE RAESICKAYTORE.

dotlx valid-ip-acct enable
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KHFFIREL IP 2[5 RASICIKAITHEE,

no dotlx valid-ip-acct enable

(B8] S8 ik
AKX

(REkE] H®Raxd

(&E] £BERX

(RERBI] 15

(EAIES] IRSB[ERNERF LSRR 1P iR LABCE L IRE.

(EeEZ61] 1 : AP IP ZEAEIEK.

Ruijie(config)# dotlx valid-ip—acct enable
[FR=ER]
[E&15eE]
4.41 dotlx valid-ip-acct timeout

EEERPNEBE /G , RIFEHZAFIAE 1P AIRTIE,

dotlx valid-ip-acct timeout time

WEEIAE.

no dotlx valid-ip-acct timeout

(28] S8 A
time HEAEE) , BOAJ 5 D

(FREEE] A5 D

(<tEl] 2BEN

(RE&3I] 15

(FERES] FRETRFPRE P ZEA8FRICIKIERT | NEREFIRKAERRE IP AKEZICK , JLWRESE
BeE ILtEBRT AT A,
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((F&iRA]

1: ARNEBEZ/E , RIFEFHZAFIRE 1P ARIE,

Ruijie(config)# dotlx valid-ip—acct timeout 10

4.42 show dotlx

(S8R ]

(REEE]

(apt&Eat]

(RERH!]

(ERES

(EcE=41]

BHE 802.1x MY B,
show dotlx
28

s, BRI, O

15

ERZaGHTLUESE 802.1x HRINMNSH. BFRHEHER.

1: &F 802.1x MUB .
Rui jie#fshow dotlx
802. 1X Status:
Authentication Mode:
Total User Number:
Authed User Number:
Dynamic User Number:
Re—authen Enabled:
Re—authen Period:
Quiet Timer Period:
Tx Timer Period:
Supplicant Timeout:
Server Timeout:
Re—authen Max:

Maximum Request:

Private supplicant only:

disabled

eap—mdb

0 (exclude dynamic user)
0 (exclude dynamic user)
0

disabled

3600 sec

10 sec

3 sec

3 sec

o sec

3 times

3 times

disabled
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Client Online Probe: disabled
Eapol Tag Enable: disa
FERARRE -
FE BTtz
802.1X Status EEHERE 802.1x I8E
Authentication Mode INIEER
Total User Number HENIAERF RS, REEAENESIANE
Authed User Number MRIEINIERFE
Dynamic User Number im & TR E
(R~ER] -
[SE&i1HEA]

4.43 show dotlx auth-address-table

BEANEENSIZ.

show dotlx auth-address-table [ address addr ] [ interface interface ]

[(28u%8E] 2 Ak
addr IEELKIR mac ISR
Interface BEROSRYIER
[BreElE]

(fot&E] sl £BRl. ZORK

(R&EFRBI] 15

(EAIES]  ERAAEENSIZE.

[EEEZHI] 1 BEFEAEENSE.
Ruijie #show dotlx auth—address—table

Interface Address
Fa0/1 00d0. £800. 0cOe
Fa0/2 001a. ¢800. 0102

Ruijie #show dotlx auth—address—table interface fastEthernet 0/1
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Interface Address

Fa0/1 00d0. £800. 0cOe

Ruijie #show dotlx auth—address—table address 00d0. £8. 00. 0cOe

Interface Address
Fa0/1 00d0. £800. 0cOe
FERARRE -
FE 5iEA
Interface |
Address BIAMEEAAY mac et

4.44 show dotlx auto-req

(€D

(apt&at]

(RERH]

(EAIES]

(EcEZ41]

BEEMANEPRSISH.

show dotlx auto-req

[

24 8

SRR, BRI, ZOER

15

FERIZmSILUES 802.1x ERMAIEEAPIRSIIS .

1 : EEEIAERITIEEIASIISEL,
Ruijie# show dotlx auto-req
Auto—Req: Enabled
User—Detect : Enabled
Packet-Num : 0
Regq—Interval: 30 Seconds
FERMERE
FRR Ut
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Auto-Req FEMAUEINEEIRTS
User-Detect PP NIThEERS
Reg-Interval FAMAHRICRIEERR
(#B~ER] -
[F&BE]

4.45 show dotlx max-req

&Z request/challenge IR EEIRE,
show dotlx max-req

(28] 2 ik

[(diE]  5UER. 2BER. #OE
[Br&k5I] 15
[EFEIES ERZAE S A LIEE request/challenge R EIEIREL.

[EEEZHI] 1 : &E request/challenge IR EEIREL

Rui jie#tshow dotlx max—req

Max—Req: 3 Times

FEQRRRE
TR izl
Max-Req request/challenge R E(EIREL
(R~ER] -
(&)

4.46 show dotlx port-control

BEEZEAORGE.
show dotlx port-control [ interface interface-type interface-number]

(B8] S TR
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(A <tEx]

(ERERH!]

(ERES]

(EcE=41]

(IR=ER]

(GZ=3Z))

interface-type M-St
interface-number ZHRE
R, 2K, BOER
15
FERzGSHLEEZIEAOGR.
1: BEZEOEBR
Rui jie#fshow dotlx port—control
Interface Mode Dynamic-User Static-User Max-User Authened MAB
Gi0/5 mac—based 0 0 unlimited no disable
FERRR
FE tils
Interface SEEOBFR
Mode IROE
Dynamic-User ISP EE
Static-User mAFSHPEE
Max-User ImARARKEFE
Authened ROE/AEBITHYRE
MAB InECE MAB IAERPIAZS

4.47 show dotlx private-supplicant-only

(&#0788]

(a<tE=]

(ErER5]

BRI FRES PRI,

show dotlx private-supplicant-only

24 Hk

SRR, 2B, ZOER

15
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(ERES

(=3

(IE~ER]

(EaieE]

ERZa S BRI FREE iR a0,

1 : EETRARGREE iR KRS

Rui jie#tshow dotlx private—supplicant—only

private—supplicant—only: Disabled
PR -

FE

private-supplicant-only

4.48 show dotlx probe-timer

€50k

(a<tE=]

(ErER5]

(ERES

(=S|

(IR~ER1

(R

BEEFHRUIISEH,
show dotlx probe-timer

28 5%

BRRI. £BIEA. ZOER

15

15288
OREI7E7 =l A S AV

ERZa S BEEZ FimRNIIEESEL.

1 : BEEEFIRRNINEERSE
Rui jie#tshow dotlx probe—timer
Hello Interval 1 20
Hello Alive 1 60
FERRRE -

FER

Hello Interval

Hello Alive

1288
HINEER
PRNAT <
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4.49 show dotlx re-authentication

(S4urER]

(a<tE=]

(ErER5]

(ERES

(EcEZ41]

(IR=ER]

(GZ=3Z))

BEENTRRE.

show dotlx re-authentication

24 fk

R, £BIEA. ZOER

15

ERZA S LBEERENETRRE.

1: BEREINEFERRES

Rui jie#tshow dotlx re—authentication

Reauth-Enabled: Disabled
FERRRE .

FE

Reauth-Enabled

4 .50 show dotlx reauth-max

(S4u7EE]

(a<tE=]

(REFRH!]

(ERES

BE request/id IRIEIEIREL,

show dotlx reauth-max

24 Hk

BRIRD. £BIR. ZOER

15

ERIZa ST LUES request/id IRXEEIREL.

1288
BINEFRRS
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(IR=ER]

(GE=yL2)

1 : BF request/id IRSCEIEIREL

Rui jie#tshow dotlx reauth—max

Reauth-Max: 3 Times
PERRERE :

T

Reauth-Max

4.51 show dotlx summary

€501

(a<tE=]

(ErER5!]

(ERES

(=S|

BEENLARERRER.

show dotlx summary

24 fA

BRRI. £BIE. ZOER

15

802.1x

Rzl
request/id #ZSZEIEIREL

BEANIAFPRIER , BHZER , TLANEIANELR SR THAME | ELINEALE. E£NESER

1: BERNERFPERIER

Rui jie#tshow dotlx summary

1D User MAC Interface VLAN Auth—State Backend-State Port-Status

User—Type Time

FERARTE ¢
FE&
1D

User
MAC
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Interface0 NIRRT R
VLAN TNIEERIRFRTE vian id
Auth-State INIERSHUIRES
Backend-State INIBIRSHIRES
Port-State HIAIERTS
User-Type NS
Time TELLHTA)
[B=EE] -
[F&ieR]

4.52 show dotlx timeout quiet-period

BENERYUSHIEFEARTIEL

show dotlx timeout quiet-period

[

(S80588] 5% 1

(<] R 2BE. BEOERX

(EREk5I] 15

(ERES] EFANERMEAIEERTE,

(BeEZ61] 1 BEEANERRGERIERERE

Rui jie#fshow dotlx timeout quiet—period

Quiet—Period: 10 Seconds

FERMERE
FE iR
Quiet-Period AR SRR EART (A
[IBRER] -
[SF&iRER]
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4.53 show dotlx timeout re-authperiod

(S4urER]

(a<tE=]

(ErER5]

(ERES

(EcEZ41]

(IR=ER]

(GZ=3Z))

BEFINILER.

show dotlx timeout re-authperiod

24 fk

R, £BIEA. ZOER

15

BEEIAILER.

1: EESALER

Rui jie#tshow dotlx timeout re—authperiod

Reauth-Period: 3600 Seconds

FERARTE ¢
FEG Sl
Reauth-Period =N

4 .54 show dotlx timeout server-timeout

(S4u7EE]

(a<tE=]

(REFRH!]

(ERES

BEEIRSSARERIRTIA,

show dotlx timeout server-timeout

24 Hk

s, BRI, ZOER

15

BEEIRSSARERIRIIA,
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Rui jie#tshow dotlx timeout server—timeout

Server-Timeout: 5 Seconds

FERARRE ¢
FE =13z
Server-Period RSS2 FERTAYE]
[(R~ER] -
[FF&ireE]

4.55 show dotlx timeout supp-timeout

&E request/challenge IRSCEEIEFE.
show dotlx timeout supp-timeout

(28] 2 ik

[(pdtE] 5UER. 2BER. #OEL
[Br&k3l] 15
[EFEIES &% request/challenge IR E{LiEIRR.

[EE=M51] 1 : &EF request/challenge R E(LiENR

Rui jie#tshow dotlx timeout supp—timeout

Supp—Timeout: 3 Seconds

FEQRRRE
FRR 158
Supp-Timeout request/challenge IRSZE{EIEIFR
(R~ER] -
(&)
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4.56 show dotlx timeout tx-period

BE request/id IR EEER.

show dotlx timeout tx-period

(28] 2 fk

(<tE] sl £FRl. ZORK
(R&EFRBI] 15
(EBIES] &% request/id IREZIENR.

(EEEZHI] 1 : FE requestiid IRXE(EER

Rui jie#tshow dotlx timeout tx—period

Tx—Period: 30 Seconds

FEQRRRE :
FE Lz
Tx-Period request/id #Z X E1LER
[BREE] -
[SE&iRER]

457 show dotlx user id

RIERF id EERFIFEESR.

show dotlx dotlx userid id

(28] 25 sk
id SAEFBFEY id

(f<tE] sl 2Rl ZORN

(R&EFRBI] 15

(EAES]  fEF show dotlx summary EERFHERER , NFIERFR id , FRLLGSH—SLEERFER.
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(EcE=41]

(IR=ER]

1: ERNERFRIFERES
Rui jie#tshow dotlx user id 16777225

User name: ts—user

User id: 16777225

Type: static

Mac address is 0023. acaa. 4286
Vlan id is 2

Access from port Gi0/5

Time online: Odays Oh Oml7s

User ip address is 192.168. 3. 21
Max user number on this port is 0

Authorization session time is 1000 seconds

Supplicant is private
Start accounting
Permit proxy user
Permit dial user

IP privilege is 0

user acl-name ts—user 6 0 0 :

FERMERE -
FER
User name
User id
Type
Mac address
Vlan id
Access from port
Time online
User ip address
Max user number on this port
Authorization session time
Supplicant is private
Start accounting
Permit proxy user
Permit dial user
IP privilege

user acl-name

5iEA

FAFEHR

FAF id

FAF2RE

FAF#9 mac ik
BAFEY vian id

FAF AT eSS
FAFTELeATE

FAFRY IP Htbhik

Zim R AR
ZFF RIS ATIE]
ZRFNEFimEEEKE su
ZRAPERTICK
RVFZAFPRE
RVFZAFIRS

ZFF 1P SRS
ZAFPHN TR ACL ER
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4.58 show dotlx user mac

(S4urER]

(a<tE=]

(ErER5]

(EREES]

(EcEZ41]

RIEAF mac EEAFINFEEER.

show dotlx dotlx user mac mac-addr

S A
-mac-addr SAEFFPAY mac ik

R, BRI, RO

15

802.1x

{8 show dotlx summary EERFHEEE . NFIEERFN mac , FREGSH—SEERFER.

1 EENERFRIFAER

Rui jie#tshow dotlx user mac 0023. acaa. 4286

User name: ts-user

User id: 16777225

Type: static

Mac address is 0023. aeaa. 4286
Vlan id is 2

Access from port Gi0/5

Time online: Odays Oh Oml7s

User ip address is 192.168. 3. 21
Max user number on this port is 0
Authorization session time is 1000 seconds
Supplicant is private

Start accounting

Permit proxy user

Permit dial user

IP privilege is 0

user acl-name ts—user 6 0 0 :

FERARRE -
TR WA
User name FAF&R
User id AFid
Type FAFRE
Mac address FBFRY mac itk
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Vlan id AFEY vian id
Access from port FBPFPRERNRO
Time online P fEZATE)
User ip address FAFEY 1P bt
Max user number on this port Zis ORISR FE
Authorization session time Z B AN A 18
Supplicant is private ZRAFNEFREEERS su
Start accounting ZFFPEER TS
Permit proxy user FRZFAPRE
Permit dial user FZAFRE
IP privilege ZFF 1P SBRAF
user acl-name ZFFR A ACL (58
[B=ER] -
[F&iRER]
4.59 show dotlx user name
RIEFF mac EERAFRNFERER.
show dotlx dotlx user name name
[(28u%8E] S U
-name SNERFHBERPEERE
[moE] BHuEL. 2BE. EOEL

(RE&ks1] 15

(EAIES]

(BEZMI] 1. EBANEAFFERER

Rui jie#show dotlx user name ts—user

User name: ts-user

User id: 16777225

Type: static

Mac address is 0023. aecaa. 4286
Vlan id is 2
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((F&iRA]

Access from port Gi0/5

Time online: Odays Oh Oml7s

User ip address is 192.168. 3. 21
Max user number on this port is 0

Authorization session time is 1000 seconds

Supplicant is private
Start accounting
Permit proxy user
Permit dial user

IP privilege is 0

user acl-name ts—user 6 0 0 :

FERMERE -
FE
User name
User id
Type
Mac address
Vlan id
Access from port
Time online
User ip address
Max user number on this port
Authorization session time
Supplicant is private
Start accounting
Permit proxy user
Permit dial user
IP privilege

user acl-name
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FAFEHR

FAF id

FAF2RE

FAF#Y mac bk
AFEY vian id

FAF AT ERYiR
FAFTELeRTE

FEFHY 1P ttadik

Zim R AR
ZF PRI ATIE]
ZRAFNEFimEE R su
ZRAPERTICK
RIFZRAPRE
RIFZAFIRS

ZARF 1P SBRZE!
ZAFRRAR ACL (R
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5 SCC

e 1EF

auth-mode gateway BN R SN IERE,
direct-vlan BEERIALE VLAN,

nac-author-user maxinum EE IPv4 FIFBE.

offline-detect interval thredshold BeEELIAERF1ENTEE

show direct-vlan FRGBINLE VLAN (55,

show nac-author-user interface TEERO IPv4 SRIFAFSFAFRSE.
station-move permit ECEIANIERF TR,

5.1 apStRRMTER

EUA TSP RZIIMRRFT S ILA T i SARRAFE

IR ax

vlanlist SINIE VLAN Fli3R

interval FELIAER P ERA
thredshold FELINERFENRTRE IR

5.2 auth-mode gateway

BREIGAEER BN NEEIC TR M AR .

auth-mode gateway

BRBAGNEE ARSI NIEETCHRE NIRRT

no auth-mode gateway

(S4uRBE] 28 fik

(REEE] BNNEER
(<tE]  =2BEN
(RERBI] 14

(EAIES] ARUMXIRE LHITREANEHR , FEERORE DISNERIRER A,
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(EcE%41]

(#6230753i%]

(IR=ER]

(FR#ER]

(EaieE]

1 BIREASNIBECTREI R IR
Ruijie(config)# auth-mode gateway

Please save config and reload system.

1: fEMA running AL HLIBEERREANAIEER.

INHRRFEEERIRE , RANRT T RFERE , 2SFEEERX.

5.3 direct-vlan

(€D

(FREEkE]

(apt&at]

(RERH]

(EAES]

(EcEZ41]

(#63073i%]

(IR~ER1

ECEFIAIE VLAN,

direct-vlan vlanlist

FHBREIAIE VLAN BCE

no direct-vlan vlanlist

S8 fER

vlanlist VLAN %13 , BTLAR— vlan , tBEfLAE—4E VLAN
IRBRINE VLAN

2FEN

14

ATIEEMFR VLAN RIS Fi#4T dotlx 8 web TAMERLBE EM , ATLAECERIALE VLAN,

1 : 45 VLAN 2 EcEABIAUE VLAN :
Ruijie(config)# direct-vlan 2

1 : {#F show direct-vlan &< AILAEERIFFERIGEIAILE VLAN (58,
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5.4 nac-author-user maxinum

€501

(REEE]

(a<tE=]

(ErER5]

(ERES

(=S|

(#623075%]

(IR=ER]

(FRER]

((F&iRA]

ECEiROT IPv4 BREERE.

nac-author-user maxinum max-user-num

EUEIRO T IPv4 AR S ERE

no nac-author-user maxinum

S8 R
max-user-num IPv4 RS ARBEIRS] , BUESEE[1,1024],

imATRY IPv4 IR S E7TIRE

RO

14

AT BREI—NHO T IPva FIFES , BILAERAARSHTES.
1 : BR#IIHO Gi 0/1 TRY IPv4 SRAFFEL 100

Ruijie(config)#int gigabitEthernet 0/1

Ruijie(config-if-GigabitEthernet 0/1)#nac-author-user maxinum 100

1 : {#F show nac-author-user G S A LIBERRIFIEZEO LZH81MY IPv4 FBFPEFIRERH.
2 :f#F3 show nac-author-user interface interface-name < EI B EHRFEEIEEEO L LE1H9 IPv4 FBF%L
FIEEMRE.

5.5 offline-detect interval thredshold

BECEINIERFAEZANIIRE | S ERIRIEEEIMTRE T TR E T k.
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(S4iE]

(REEE]

(apt&Eat]

(EREFRH!]

(ERES

(EcE=41]

(#63073i%]

(IR~ER]

(EREiR]

(@R= )

SCC

offline-detect interval interval thredshold thredshold

WEINERFP LGN EIOARLE

default offline-detect

KIARNIER P AEZALNITHAE

no offline-detect

S8 iR

terval REMNEL , Ao, IR~ RLE | BUESEEA[L, 65535] ; 3XHal,
P& EEUESEEIA(6, 65535],

thredshold mE  BAFT , BUESBEI0, 4294967294], 0 FRnLimEIG.

8 NI TR EIN TS

2FER

14

IWEBPERERTEASEENMIANZBRIREERNS AP TE  AEMZBFETIHE. B
XEFRITHEE | STLARCEINIER FRYESAINEE,

1: BcE 5 DHAAIRABFAYRERT SkBytes FIFUEAF T

Ruijie (config)#offline—detect interval 5 threshold 5120

1 : {8 show running <A UBEENERFELICNAEXEE.

5.6 show direct-vlan

(&#0%8]

EBREINE VLAN BLEEE

show direct-vlan

248 ik
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[fdER] SRR

[RERBI] 14

(FRES BRigE LERENSIAIE VLAN (58

(EEEZHI] 1: BERIANEVLANEEES :
Ruijie #show direct-vlan
direct-vlan 5,7, 100

(IE~ER]

(FEaiiE]

5.7 show nac-author-user interface

ERFTEEOSEEREO LR IPva BRAEMRGIFIZAE] IPv4 FIFEL

show nac-author-user [ interface interface-name |

[(2%uRBA] S8 fiik
interface-name EOBR

(<E]  HHUEX

(R&ERHI] 14

(ERES] WRBEHFRELM IPv4 BRERE , ILMERAEREE.

(BcE261] 1 : EEEO Gi 0/1 EAI=AT IPv4 FAFEFD IPv4 FAFESERE)

Ruijie#tshow nac—author-user interface gi 0/1

Port Cur num Max num
Gi0/1 0 100
(IR~ER]
(FE&iEE]
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5.8 station-move permit

(S4urER]

(FREEE]

(a<tE=]

(ErER5]

(ERES

(=S|

(#23075%]

(IR=ER]

(ERER]

(GZ=3Z))

ECEINERFRIER.

station-move permit

BUEINIERF AT II8E

no station-move permit

28 fik
INIERF AR

DI E

14

ERIBLEALINERFPEAR TERIBR T |, EREINEHRIS— MR E (RO vian A—H)AJLIEFHTA
IEE% , JLABCEINIERFaliEIngeE.

1: BEEEINERF LTS ¢

Ruijie(config)#station—-move permit

1 : f#H show running ST UBEEAERFP IR IIEEESTTE.
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address-bind

address-bind install

address-bind ipv6-mode

address-bind uplink

show address-bind

show address-bind uplink

6.1 address-bind

25 IP+MAC 48E

6 2B IP+MAC 48E

YEF8

ELE LB IPvA+MAC HIIHRE
FFiatEHtEREThAE

ECE IPv6 HIHPERT
BeEtHHEBERI MR O
TR2F IP+MAC HHHERE
TR EEBE RIS MR O

RELS IP+MAC HIHHRE,
address-bind { ip-address | ipv6-address } mac-address

RS2 IP+MAC HlH48E,

no address-bind { ip-address | ipv6-address } mac-address

(S8Rl 2#
ip-address
ipv6-address

mac-address

(REEKE] X

(<] =REEEN

(Raksl] 14

(EAIES]

R

4B7ERY 1Pv4 it
4B7ERY IPV6 it
4B7ERY MAC Htbhik

(EREEAI] 1 TERFFREBEE IPv4+MAC HEIEEE

Ruijie# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Ruijie(config)# address—bind 192.168. 5.1 00d0. £800. 0001

(#8238 753%]) 1 : {85 show run 8¢& show address-bind (s ES

(IR~ER]
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6.2 address-hind install

€501

((REEE]

(a<tE=]

(ErER5]

(ERES

(=S|

(#623075i%]

(IR=ER]

(FRER]

((F&iRA]

ERMUSEINREFT R

address-bind install

KA ETRE

no address-bind install

28 fik

RFFEHBUSEETNRE.

EREERN

14

FEREERB IPv4+MAC HEUHEBEERT , FrinfEH] IPv4 5iE IPv6 HRATEER.

1: TERZRERO gigabitethernet 1/1 FrE R £t AIE(VATEIZ 8 o -
Ruijie# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Ruijie(config)# address—bind 192.168. 5.1 00d0. £800. 0001
Ruijie(config)# address—bind install

1 : {&EH show run HoEE.
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6.3 address-bind ipv6-mode

BZE IPV6 HHE4RERR,

address-bind ipv6-mode { compatible | loose | strict }

IREEAMER

no address-bind ipv6-mode

(580%E] &% ik
compatible FAELR,
loose BntE
strict TEMRIET

(REECE] &L
[SER] 2BEEEN
(RE%HI] 14
(EFRES
(EEE2] 1 : %32 IPv6 HBUHPEE
Ruijie# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Ruijie(config)# address—bind ipv6-mode compatible
(t03075%]  fEF show run S AILIEE,
[("~ER]
[(EER]

((F&iRA]

6.4 address-bind uplink

BCEHEUERE IS MR O

address-bind uplink interface-id
REBINE
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(S8R ]

(FREiE]

(A <tEx]

(ERERH!]

(ERES]

(EcEE]

(#630753i%]

(IR=ER]

(EREiR]

(@R L2)

no address-bind uplink interface-id

S8 iR
interface-id THEOELE L2AP O

FrEIm g A3EAIZMO

ESS=(

14

1 : M5 IPv6 HilHREIE,

Ruijie# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Ruijie(config)# address—bind uplink GigabitEthernet 0/1

{s8F8 show run 8¢ show address-bind uplink SHLUEE,

6.5 show address-bind

(S4u7EE]

(a<tE=]

(ErER5]

SREENESE IPvA+MAC HiiHEE,

show address-bind

24 Hk
FARUETL
14
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(ERES

(EcE%41]

(IE~ER]

(EaieE]

1: TEHNGIFETINEELRE IPv4+MAC HlIHEE

Rui jie#tshow address—bind

Total Bind Addresses in System : 1

IP Address Binding MAC Addr
192.168.5. 1 00d0. £800. 0001
SRR

ER

Total Bind Addresses in System
IP Address
Binding MAC Addr

6.6 show address-bind uplink

(€D

(apt&at]

(RERH!]

(EAIES]

(EcE=41]

ERECEAUEREGISMR .,

show address-bind uplink

24 fk
ST
14

1 : FTEFGIFEROSMUEEII NGO
Rui jie#tshow address—bind uplink
Port State

Gi0/1 Enabled

Default Disabled

FERARTE .

6-5
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Port
State

(IR=ER]

((F&iRA]

6-6

25 IP+MAC 48E

5iBE

FloNHOEFR , BRARrEROAIEGISNGEO
BERAFIMED , Enabled TRfFI9MNSEO |, Disabled
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7/ PASSWORD-POLICY

we YEFS
password policy life-cycle WEOSERFREE,
password policy min-size FREIFFPOSHRIMEE.
password policy no-repeat-times REIESFERFI UABESEINAS,
password policy strong FIFFEOS1aMThEE,
service password-encryption REOSINEEFE.
show password policy BEAPRENOSTZERIRER.
7.1 password policy life-cycle
wEOSEFREEA,
password policy life-cycle days
sO<SEFREEE.
no password policy life-cycle
[2%uRBA] &% b U
days OSSR |, 847 : X, SEE @ 1~65535,
(BEfE] ARHOSHEFEE.
[moE] 2BFkERK
[Bradial] 14
[ERES O<$EFRAARRFIAROSHERRE , AO0SBESEFEERE | KFE FORARPESRAE , BRRAR
&<,
O ®mETRIRE, AxtsBHosd (iEid enable password. enable secret 4B E ) fe R P 04 (B
it username name password password 4B E) , & F Line # X T @ay o 44 K.
[BEEZEAFI] 1 TEARGIEEOSERERS 90 X :
Ruijie(config)# password policy life-cycle 90
[t@3875%] 1 : A show password policy i< , ILIEEERIRENSHNEFERNEFRERIA/N,
[FB~EE]
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PASSWORD-POLICY

7.2 password policy min-size

€501

(REEE]

(a<tE=]

(ErER5]

(ERES

(EcE=41]

(#23075i%]

({E~ER]

(EREiR]

(@R 2))

PRBIFAF O SHIRIMRE.

password policy min-size length

HIBRBREIRF A< HISR/IMKE.

no password policy min-size

24 fik
length EEOSRIMKE | S8 : 1~31,

KAOLSERIMERS | FHTOSR/IMKERS.

EREERN

14

Itran SAREE M SHIR/IMKERT , ZIREERENSCHRIMERS , ARREOCIIBAHTOSR/IMK
PR,

O mETRIikE, Ratd B4 (@i enable password. enable secret 4B E ) A2 A F P o4 GE
it username name password password 4B E) , x5 F Line X T @4y 0 4R 4 K.

1: FTENRGEEOSHRIMKER 8 :

Ruijie(config)# password policy min—size 8

1 : {3 show password policy 5% , JLIEREREREIOSHR/MIUERRFIIAOSR/IMKE.
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7.3 password policy no-repeat-times

(S4urER]

((REEE]

(a<tE=]

(ErER5]

(ERES

(EcE=41]

(#23075i%]

({E~ER]

(EREiR]

(@R=E2))

PREIESFERRA/LUREREZRIAS,

password policy no-repeat-times times

HERIRFESFERRL VUABREIRNAL.

no password policy no-repeat-times

S IR
times O URERZINOS , 5BE : 1-31,

ANRFIESFERGA/LUAERZRIAL.

EREERN

14

FRELREE . BR&AJURERSRIBOSCHHKICR Tk , izBRRO<SHEIER. MRAFIMRER
H<LRIHRERY , REBatigiREs  OSESKRW.

HJLUEERFOSHRICRIIRAEE , SOCHLICRNFHBIRENSEALRICREHAT , HOSH
SPIERBBHZAPREN—ROSHEICR.

O A TRIikE, Ratd BHos (@i enable password. enable secret 4B E ) A2 A F P o4 GE
it username name password password 4B E) , x5 F Line # X T @4y 0 4~ £ K.

1: MTEHORAIEERFESERRA 5 REEEINOL

Ruijie(config)# password policy no-repeat—times 5

1 : {53 show password policy #5< , AILIEEREGRHESERRI/VAEBEESHIHASROLHEICSE
BRASFEL

7.4 password policy strong

FIFROMENIRE.
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password policy strong

KisaO<StaThEeE,
no password policy strong

(€UTE ) I 33

[

(REEkE] XEEAMEN , BRREOSHAHTIEOSHEN,

(<Rl =REEEN

(RERBI] 14

(EAIES] FETIINEES | e EERF N AFEOSEERBRNN TOSRERRSE

1. SSEALHOS ;
2. RESFHEHFNERAOL.

O mE 7RIS, Axts BHosd (i@ enable password. enable secret & 4B E ) fe RMF 7 04 (B
i¥ username name password password ¢4 B E) , *FF Line # X T @4y 2 4R 4E K,

(EEZ6] 1 TENTFEEROMEE !

Ruijie(config)# password policy strong
(t83875i%] 1 :{&M show password policy &< , JIABEEREEFEREAEINEE.
({B~ER]
[(EER]

(GZ=3Z))

7.5 service password-encryption

REALINEFAE.
service password-encryption

HIERE<SINEFERE.

no service password-encryption
(250R88] 28 fEiR
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(FREiE]

(f<tE=t]

(ERERH!]

(ERES

(EcE =]

(#630753i%]

(IE~ER]

(EREiR]

(FEaiiE]

PASSWORD-POLICY

XS OSHATINETAE.

ESC=(

14

REREOCINERMER , BFREETRE | ERNSHOSHLUBXEREE  BRIFRERERE G T
B, HT%2ER , JLUTHOSINIEFEIE | $TFHILINEES | BT show running-config & write fR7RT ,
BARRENSMOMEEREX ;| MRFRKAOSINEFHELRE  ERTNBEXHNOSTRENFL,

1 TEANTWIREX O TINEFE |

Ruijie(config)# service password—encryption

1 : {#F show password policy &< , JUBERAFRBOSINEFMEINEE.

7.6 show password policy

€50k

(a<tE=]

(REFRH!]

(ERES

(=S|

BEERAPRENOSRERIBIER.

show password policy

24 5%
FAUETL
1

ERZB ST UERRE LRENOSLTERIKES.

1 BEEAFRENOSTEREER
Rui jie#tshow password policy
Global password policy configurations:

Password encryption: Enabled
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(ErER]

(GE=yL2)

Password strong—check:
Password min-size:

Password life—cycle:

Password no—repeat—times:

FERIARE
FER
Password encryption
Password strong-check
Password min-size
Password life-cycle

Password no-repeat-times

PASSWORD-POLICY

Enabled
Enabled (6 characters)
Enabled (90 days)

Enabled (max history record: 5)

15288

< EBINEFE
REIROMEE
PREASHRIMKE

PRI <47 EER
PRHESERRL VR EREHOS

7-6



£

W%

AN
AR<

switchport port-security

switchport port-security aging

switchport port-security binding

switchport port-security interface binding

switchport port-security mac-address

switchport port-security interface mac-address

bl |
8 IimO=2
1R
REIROZEINEE | iIwOLEaBEM RS,

A—NinO ERpE R et ECE E(aT(A.
EOEREERN TF IR ERSMIEE.
S FF TR EZ S RE,
EORER T F IREFS ML,
R P F TECEFST ML,

switchport port-security maximum

switchport port-security mac-address sticky

show port-security

8.1 switchport port-security

WEIRARKZ SN,
HCE Stickk MAC L&ttt
BrnOZeiiREEEMNTeibit,

REIROREIEE , mARSAISEFINIES,

switchport port-security [ violat

ion { protect | restrict | shutdown }]

RARARERIRE | BERBREEIREESIKERREE.

no switchport port-security [ violation ]

(5805BE] 2%

protect

restrict

shutdown
[(BEBE] BEONTSHRERXIR.
[SiER] BEOESEX
[BREga] 14
[EFEIES]

B
g 8 B

.53
.53
.53

pi
pi
pi

Bl MEFEHIRIR.
Bl MEFEFIRIRSGFEAIX trap.
B, MEFRI, KX Trap FHEXEZEO.

yad
yad
yad

=l

FAROREXMHE | JLUBEIREIIFRERE LR MEOR MAC HEIELAR IP(RTIE)SRSEHI A& HIXS

ZEONBA. SAZEROFF TiRORENENRD)EE T —LL2titE |, NRTIRbID XSS e
HAFROESh | RN AERKEEEHTIRL, s, ERTLREI— MmO EREE SRR SR, 0
REEXMREN 1 HFENZROBRE— T2ttt , WEEEXAN O TR ( Bttt ARENS S M it

it ) BIR=iZin R ERHEE.

A J R AL BB B S P0H 0 GBI X, A a9 E A X MA % Am 0 R ERIFEFIRESE, BREs, +4
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(BcEx5]  TEAIGIFEEED Gigabitethernet 1/1 _HFITFRRORELINEE , FHREBFILIES shutdown :
Ruijie(config)# interface gigabitethernet 1/1
Ruijie(config—if)# switchport port-security
Ruijie(config—if)# switchport port-security violation shutdown

(1%737%] 1 : {#H show port-security a5< , AILABEERARENREEESNLEMIIL,

[(1#~ER]

[(EEIR]

[F&iER]

8.2 switchport port-security aging

A—Nim0O LB RSt Ee S (LRTiE].
switchport port-security aging { static | time time }
REZWHNBRNBTENZFINMIE , sE KAEWINEE.
no switchport port-security aging { static | time }

(&%80rA] S fik
static FrEHBEENNATF LRENZTSMIFIEmIZEIAMIE , FUR

N AT EmIFEIAMIE,
fime time FXANim O Rt ZRTE , SEER 0 - 1440 , BB{UEHH. IR
REN O, NIBIHRESERR LK,

(REBE] AE(HaRetbit,

[StR] EOEREEI

(REFHI] 14

(EAIES] FLMEEOEREEN TEA< no switchport port-security aging time KIA—MNEOAIZREMUEEINRE |

FBd5< no switchport port-security aging static SRZE XS EINN T aSEIEINZ S,

A\ %o side DOTIX MR, 4R 5h ik, M DOTIX 3 36 M P o4 M E M NGEA T A4k 48

fZo
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(EcEZ41]

(#23075i%]

(IR~ER]

(ERER]

(GZ=y2))

O WHREREFR DR RLEMANARA RIS, TALIRE 8 R ofo iRt o Lag 5 bk,

im 1% e

THEEi&EiH0 gigabitethernet 1/1 fraZeatitfIZ(LATEIS 8 St

Ruijie# configure terminal

Ruijie(config)# interface gigabitethernet 1/1

Ruijie(config—if)# switchport port-security aging time 8
Ruijie(config—if)# switchport port-security aging static

Ruijie(config—if)# end

1 : {#F3 show port-security < , AILABEEIRAZENREEEMNTEHE,

8.3 switchport port-security binding

(&#0%88]

(FREEE]

FIRERSMIEE  WREMULHTIR IP+R MAC 857 | 4B /G | BRI ENZ SRR
LN, , FFEYERIRSTSIET.

switchport port-security binding [ mac-address vlan vian_id ] { ipv4-address | ipv6-address }

TRRERERYBLL,

no switchport port-security binding [ mac-address vlan vlan_id ] { ipv4-address | ipv6-address }

FIRERSMIE  WREMILHTIR 1P 95E | BEZ/E | DR FEIHENT EHUAIIRSIA FTLAEN
TN, ARG EF.

switchport port-security binding { ipv4-address | ipv6-address }

THBREBRERIHbAL,

no switchport port-security binding { ipv4-address | ipv6-address }

S8
mac-address
vilan_id
ipv4-address

ipv6-address

A
SETERTIR MAC Htht

#5728 MAC |9 VID
4R7E Ipv4 1Y Ip bk
4R7E Ipv6 Y Ip ik
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(A <tE=]

(ERERH!]

(ERES

(EcE =]

(#23e75i%]

(IR=ER]

(EREiR]

(GE=yL2)

>

i 122

EOREERI

14

1: FAIRARE IP+MAC , iR IP 4BEAMRIC , HiR MAC ittt /REIRS Rin L2t A ATLAEE R
2 TSRS | AL EMIhFIIRIR SR AT, FETEIEBERER 1P BEAHEERS
TREHEER.

A BERDRERRTE ZIGERT LR, o R AL, WL AR A SRR T TALR,

1 : 485 192.168.1.100 2O 10

Ruijie# configure terminal

Ruijie(config)#interface gigabitethernet 0/10

Ruijie(config—if)# switchport port—security binding 192. 168. 1. 100

Ruijie(config—if)# end

2 1 8B 192.168.1.100 MAC 141t 00d0.f800.5555, VID= 1 El}#£ 10 :

Ruijie# configure terminal

Ruijie(config)#interface gigabitethernet 0/10

Ruijie(config—if)# switchport port—security binding 00d0. £800. 5555 vlan 1 192. 168. 1. 100
Ruijie(config—if)# end

1 : {#F show port-security @< , AIlLABEEHRARENIREEEMNZ S,

8.4 switchport port-security interface binding

FIRERESMUEGEE Wb TIR IP+HE MAC 487E | SfEZ G , WREHEHENT I iRI A
BTN , AFEHERIRSEWEST.
switchport port-security interface interface-id binding [ mac-address vlan vilan_id | {ipv4-address |

ipv6-address }
TRBREBERTMEAL,

no switchport port-security interface interface-id binding [ mac-address vlan vlan_id] { ipv4-address |

ipv6-address }
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(S4iE]

(REEE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(#623075i%]

(IR=ER]

(FRER]

(SF&iEA]

im 1% e

FIERERSMIME  WRSMIHTIR P 48E , e/  WREREIENRZ SRR A AN
ST , A EHPERHRSOS R EF.

switchport port-security binding interface interface-id { ipv4-address | ipv6-address }

THBREBERIIMIL,

no switchport port-security binding interface interface-id { ipv4-address | ipv6-address }

S8 R

interface-id 4BERYEN ID
mac-address 4BERYIE MAC bk
vlan_id #37EIR MAC 19 VID
ipv4-address 48%E Ipv4 1Y Ip bt
ipv6-address 4B7E Ipv6 7Y Ip itk
EHEL

14

1: FEIRORE IP+MAC , BiE (X IP SRR , HIR MAC I X/REIRT Rin RS A P LS R ;
2 WFEHEREHUK | EREMINFINRIR SRR, FETEMIEBERSER 1P BEAHNEEIRS
TEEREE R

1 : 4F%F 192.168.1.100 F#EO 10

Ruijie# configure terminal

Ruijie(config)# switchport port-security binding interface g0/10 192.168.1.100
Ruijie(config)# end

2 1 4B%E 192.168.1.100 MAC ithiif 00d0.f800.5555, VID= 1 Zl#[ 10 :

Ruijie# configure terminal

Ruijie(config)# switchport port—security binding interface g0/10 00d0. £800. 5555 vlan 1
Ruijie(config)# end

1 : & show port-security @< , AILABRROZR SR EEEMNT S,
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8.5 switchport port-security mac-address

(S4urER]

(REEE]

(apt&Eat]

(ERERH!]

(EAES]

(EcE=41]

(#23075i%]

({E~ER]

(EREiR]

(@R 2))

FIEREFHST ML,

switchport port-security mac-address mac-address [ vlan vian-id ]

IRRECERIMtEIE

no switchport port-security mac-address mac-address [ vlan vian-id ]

S8 ik
mac-address BST et

MAC #E11HA VID,
vlan-id

A\ % TRUNK & T4 £ #i% & vian-id 49i% &

EOREERL

14

& TRUNK #£0 10 9E#SZ i 00d0.f800.5555 VID=2 :

Ruijie# configure terminal

Ruijie(config)#interface gigabitethernet 0/10

Ruijie(config—if)# switchport port—security mac—address 00d0. £800. 5555 vlan 2
Ruijie(config—if)# end

1 : {&5F show port-security 5<% , AILABEROALZEHEESEMNL e,

8.6 switchport port-security interface mac-address

FIEREHST ML,

switchport port-security interface interface-id mac-address mac-address [ vlan vlan-id ]
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B ECERIZ S IHEAL,

no switchport port-security interface interface-id mac-address mac-address [ vlan vlan-id ]

[(2%uRBA] & iR
interface-id O 1D,
mac-address STt

MAC B3R VID |, BUESEEA 1~4094,

vlan-id ;
A\ U TRUNK o F 4+ £ #i% & vian-id 493

[REECE]
[ddtER] UEsC
[RERBI] 14
(RS
[(BcE=F] 128 TRUNK im0 10 F9ERSZ £t 00d0.f800.5555 VID=2 :
Ruijie# configure terminal
Ruijie(config)# switchport port-security interface g0/10 mac—address 00d0. £800. 5555 vlan 2
Ruijie(config)# end
(#3¥757%] 1 : (R show port-security &5< , ILIERIROREMREEE IR eI,
[("~ER]
[ENER]

(GZ=3Z))

8.7 switchport port-security maximum

RERORAR SN

switchport port-security maximum value

RERE .

no switchport port-security maximum
(250R88] 28 fEiR

8-7



=
<
N
aft

(FREiE]

(f<tE=t]

(ERERH!]

(ERES

(EcEE]

(#630753i%]

(IR=ER]

(EREiR]

(GE=2))

>

i 122

value Lt N 1-128

128

EOREERI

14

LEI M E SRSEENNSEINL MU IR | TRED 128 4, NRIRENLZ MU EINT
LRIEANZ SN BIRRERA.

A\ R0 DOTIX A HERGER H P Sk T3k 0 A 00 R KM P 30, BT /3 36 0 5 2 4 290 K K

REREN 10 NimOREMIEN 0 2

Ruijie# configure terminal

Ruijie(config)#interface gigabitethernet 0/10
Ruijie(config—if)# switchport port—security maximum 2

Ruijie(config—if)# end

1 : {#F show port-security @< , AIlLABEEIHRARENKEEEMNT e,

1 REFARVHE/NTSRIER |, WEREIR.

Setting value is less than the current maximum.

1 RERARIHE , INTERIE.

8.8 switchport port-security mac-address sticky

FRE Stickk MAC ZZtiiit,
switchport port-security mac-address sticky mac-address [ vlan vlan-id ]

R ECERIMBIL,

no switchport port-security mac-address sticky mac-address [ vlan vlan-id ]

{s8RE Sticky MAC HEHEESIThEE,
switchport port-security mac-address sticky

X Sticky MAC i3It ThRE
no switchport port-security mac-address sticky
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(REEE]

(a<tE=]

(ErER5]

(ERES

(EcEZ41]

(#23075%]

(IR=ER]

(FRER]

((F&iRA]

>

i 122

S8 R
mac-address MAC ttbiit,

MAC #th1tRY VID,
vlan-id

A\ 1 TRUNK 2 F o X Hi%E vian-id #93% E .

Sticky MAC Z3JINEEHE BN FXiH.

EORER

14

Sticky MAC iR —F455RRT MAC Bk , RZ2BUANHIRNN , TICREE TISHNEERFEHSHBN |
Sticky MAC HiiHSRSE,

1 :1RE TRUNK %M 10 AUEFSZ£MBiE 00d0.f800.5555 VID=2 :

Ruijie# configure terminal

Ruijie(config)#interface gigabitethernet 0/10

Ruijie(config-if)# switchport port-security mac-address 00d0.f800.5555 vlan 2
Ruijie(config-if)# end

2 1 igE4E0 10 By Sticky MAC S SIFTFF -

Ruijie# configure terminal

Ruijie(config)#interface gigabitethernet 0/10

Ruijie(config-if)# switchport port-security sticky mac-address

Ruijie(config-if)# end

1 : {§iF show port-security #5< , AILABEERARZSNIREEENL S,

8.9 show port-security

ERpARerREEEMZ 2L,
show port-security [ address [ interface interface-id ] | binding [ interface interface-id ] | interface

interface-id | all ]

8-9



=)
&
W

=

(S40EE ]

(A <tE=]

(ERERH!]

(ERES

(EcEE]

24 iR

address SBRENZ e, BB RIEEEONE TS,
binding BTENZ T , B RIEEEONEZ24E.
interface interface-id EREEEONREOZSREER.

all BRATAESm OSSR L2 EICRE.
SRR

14

WMRERIZGSHAINSE , WERAEEONZERERS. BNEHER. ESEaaEMNMNEONKRO
TeftE. Tt Te40E . HEIERSE  interface. address, binding.

1 : TENFIFErMZRROZENRIHER

Rui jie#tshow port—security

NO. SecurePort MaxSecureAddr CurrentAddr CurrentIpBind CurrentlIpMacBind SecurityAction
(Count) (Count) (Count) (Count)

1 Gi0/1 128 2 2 1 protect

Total secure addresses in System : 2

Total secure bindings in System : 3

FERMRRE -
FE 15888
NO. BRFS.
Secure Port REIHOEZTR.
MaxSecureAddr(count) ORISR AL SIS,
CurrentAddr(count) Im SR ],
CurrentlpBind (count) Im [ HRIHNN 1P ZE24BENE.
CurrentlpMacBind (count) IH O HEIRY IP+MAC $8E N
Security Action I XS ERFI T HBI RS .
Total secure addresses in System LIRS LEENT SR,
Total secure bindings in System LENRE LEENT RSN

2 . TEMFIFES 70 Gigabitethernet 0/1 _FHRAOZ SRS
Rui jiettshow port-security interface gigabitEthernet 0/1

Interface : GigabitEthernet 0/1
Port status : down

Port Security . enabled
SecureStatic address aging : disabled

Sticky dynamic address . disabled
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Violation mode . protect
Maximum MAC Addresses : 128
Total MAC Addresses

Configured MAC Addresses

Dynamic MAC Addresses

Sticky MAC Addresses

2
2
0
0
Total security binding 03
IPv4-ONLY Binding Addresses 1
IPv6—-ONLY Binding Addresses 1
IPv4-MAC Binding Addresses 1
IPv6-MAC Binding Addresses 0
Aging time (min) 0
FERERE -
FE
Interface
Port status
Port Security
SecureStatic address aging
Sticky dynamic address
Violation mode
Maximum MAC Addresses
Total MAC Addresses
Configured MAC Addresses
Dynamic MAC Addresses
Sticky MAC Addresses
Total security binding
IPv4-ONLY Binding Addresses
IPv6-ONLY Binding Addresses
IPv4-MAC Binding Addresses
IPv6-MAC Binding Addresses
Aging time(min)

3 TEHAWIFERT R EFHET S

Rui jie#tshow port—security address

1288
REIH B,
REIRORE.

R&im A EMNIRAZEFRRE,

i EASEEN TS MIEEBHITEL.
A ERSE IR SR sticky 28,

i XS EAI T RRI RS .

Im O FIFRIRA R ST,
Lm0 LA 2N,
FSEENT SN,
MSEENT SN,

Sticky ZREIFZ SN,
HRiin O L ERL 2 4BE N,
1% IPv4 IEC L E4BE N,

1% IPv6 ILECHILZE4BE ML,
IPv4+MAC ILEEHIL 2 4PE N2,
IPv6+MAC ILEEHIZ24PE N,
IO Lttt pgELadE.,

NO. VLAN MacAddress PORT TYPE RemainingAge (mins)  STATUS
1 1 00d0. £800. 073c GigabitEthernet 0/1 Configured == active
2 1 00d0. £800. 073d GigabitEthernet 0/1 Configured == active
FERAARE

FER 1588

NO. ICRFS.
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(IR=ER]

(GZ=3Z))

Vian VLAN 455,

Mac Address MAC ik,

Port IR B FR.

Type Lo hF R,
Remaining Age(mins) HtkE (LT,
STATUS LIRS

4 . THNFIFERTRRETRMEREHE

Rui jie#tshow port—security binding

ipvd-mac  active
ipv4d-only active

ipvb-only active

NO. VLAN MacAddress PORT IpAddress FilterType
FilterStatus
1 1 00d0. £800. 073c Gi0/1 192. 168. 12. 202
2 — - Gi0/1 192. 168. 0. 1
3 == = Gi0/1 ffaa:ddcc::1
FERMRRE -
FE Lz
NO. IBRFS.
Vian VLAN R85,
Mac Address MAC bk,
Port IR EFR.
IpAddress IP Hbhk
FilterType LTEGEITIRSEEL,

FilterStatus LeEEYIRE
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9 STORM-CONTROL

we YEFS
show storm-control BRNEEHER
storm-control RERONXSEEHTTX

9.1 show storm-control

ETRXBEEFIER
show storm-control [ interface-type interface-number ]

(&8u588)] | 5% fmk
interface-type interface-number feEEd. BENmaEEO,

(fpRz(]  HUE. £2FR. EOEX

(RERHI] 14

(EAES] (ARG SHLUETNEEFIES

[E2E=55] 1 : {FF show storm-control §5$&%& FastEthernet 0/1 OIXEE4HEA,
Ruijie# show storm—control fastEthernet 0/1

Interface Broadcast Control Multicast Control Unicast Control Action
FastEthernet 0/1 1% 50% 1% none

(IR~ER]

(@E=y0)

9.2 storm-control

FHEARAE BER N BRI HITFR

storm-control unicast [ { level percent | pps packets | rate-bps } ]

FHEERER SN B ZHIFFR

storm-control multicast [ { level percent | pps packets | rate-bps } ]

FEr BRI B TR
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(S¥uaE]

(REFE]

(AtE=]

(TRER5!]

(ERES]

(EcE41]

(#63875)%]

STORM-CONTROL

storm-control broadcast [ { level percent | pps packets | rate-bps } ]

KIAARFE BIEIR SN B IEHITFFR

no storm-control unicast

KIABERBIR SN F IR

no storm-control multicast

KA RSN R EHITFFR

no storm-control broadcast

IWERAEZ BER N R REEE

default storm-control unicast

SRR N B EHIREEE

default storm-control multicast

WET R REEE

default storm-control broadcast

e A

level percent LI ERIE S tLHTIRE | 2 20 /7R 20%,

pps packets LA PPS NERALHITIRE | Bl packets per second,
rate-bps TR R,

RARERRE, B [ IBRSIXNSEEIXE

EOECERT.

14

S—NpO LRKWETENE. SEESCRAISREEN , — M IRENNERETE | XS2SENE
TISFIBATIEIN. PSRRI R THEIR ST ML P — L R B2 A T R S BUN R4,
REALDBI . SEMRANEREAERE T XNSEE., SEREEIRT & SEERNSREEE
B, REBENRIMEN RSN A ERSIERIKEIER (XHENERBIRELESR ) .

1: TEHGIFRET IR FastEthernet 0/1 M ERISIBNESHITIRE | HRIBERIFHIEY
B ZFJfg 4M,

Ruijie(config)# int fastEthernet 0/1

Ruijie(config-if-FastEthernet 0/1)# storm—control multicast 4096

1 : {3 show storm-control 5p$EE FastEthernet 0/1 X EEFEE.,
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(FaineA]

meSE STORM-CONTROL
Ruijie# show storm—control fastEthernet 0/1
Interface Broadcast Control Multicast Control Unicast Control Action
FastEthernet 0/1 1% 4% 1% none
[(B=ER] -
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crypto key generate

crypto key zeroize

disconnect ssh

ip scp server enable

ip ssh authentication-retries
ip ssh peer

ip ssh time-out

ip ssh version

show crypto key mypubkey

10 SSH

YEF8

AR BRSS AR IRAIA TSR

fliB& SSH ARSSRRIRAINTEZETR

W E L2 SSH iERERIA

TEMLEIREE EFTFF SCP RS 284,

IRE SSH Server FHFIAIERIEIANIEREL
K2R AHESG IR B KE

IRE SSH Server FIFEFIAIEERTAT(E)

®E SSH Server fIRRZA

27K SSH Server AHXESANAFZHHRLHIER

show ip ssh 87 SSH Server IHEIENAEEER
show ssh BRDEFESN SSH EENEMEEEE
ssh B — N ENTIE MRS SSH iEESTE

10.1 crypto key generate

ERARSS BRIRAI AR

crypto key generate {rsa | dsa}

(2805881 S8

[FREEE]  HABRT SSH Server B4R ATEEHE,

(<tE] =REERN

(RERBI] 14

4ERY RSA Z$H
4ERY, DSA Z$H

SSH

[(ERIES: WEFEITFF SSH Server [REHT , BT S4ER SSH RSB SRR ANEZ4E. BRTH4T enable service
ssh-server €55 , ¥JFF SSH Server Ihgg, SSH 1 {85 RSA 2348 ; SSH 2 {#F RSA 5 DSA 248, HAltt ,
WRHRIESER RSA 48 , M) SSH1 5 SSH2 #RaTLAER ; aNSR{N4ERL DSA 248 , MYNE SSH2 AJLAEMA.

O 2ARANEPRE—kEELAET, ALK DSA f» RSA NMAH b oy —Fr R IER 4%, a2 TR
Bl % P o X AF N AR R, AT HRE P IRiE B A B TR &, EIUEIRS & £4 & DSA 4= RSA
A PR,

O RSA IAFABH R DKEN 51245, DSA EMERGBERZ KA A 36012, —HWBHARKKE
¥)#4 2048 1z, £ SSH2 ¥, A E 35 (tbde SCP LM E Fi%) 22 RIRFBmEmtFAKE
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(EcE%41]

(#623075i%]

(IE~ER]

SSH

LMK T RFF 76842, EBUF P AHE RSA #» DSA TAE R 1E, B ZAE PRI R A 768 12

R KT 768 1%,

ﬂk Wk 400, 47244 no crypto key generate, Al id &4 crypto key zeroize &4 #% % 4.

1 : ARBRSSIRAY rsa 5.
Rui jie# configure terminal

Ruijie (config)# crypto key generate rsa

1 : {5 show crypto key mypubkey rsa @< , BIIEZE rsa ZHPIATFEBOER

BEERK.

=
yN=}

BFERA rsa 28

1 NRFEIRERARSSIRAY rsa FH , MIRERERAEIAR £ RIS MEYE S,

Ruijie (config)#crypto key generate rsa

Choose the size of the rsa key modulus in the range of 512 to 2048

and the size of the dsa key modulus in the range of 360 to 2048 for your
Signature Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]:

// rsa BIRERMIIRRMER

% Generating 512 bit RSAl keys ... [ok]

% Generating 512 bit RSA keys ... [ok]

// rsa BIPERKBIRNMER

% Generating 512 bit RSAl keys ... [fail]
% Generating 512 bit RSA keys ... [fail]

2 AR rsa PCHFARS T  WIRTRESHITEIRNER. WRE  NIRREMERE RN LR

BEMAER BN, EERE.

Ruijie (config)#crypto key generate rsa

% You already have RSA keys.

% Do you really want to replace them? [yes/no]:yes

Choose the size of the rsa key modulus in the range of 512 to 2048

and the size of the dsa key modulus in the range of 360 to 2048 for your
Signature Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]:

3 : ANSRIMNRY rsa BRAEAE 512~2048 SEEZ A , MIRRMINGESE | FHRREFH@RA.

Ruijie (config)#crypto key generate rsa
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(F&aisea]

Choose the size of the rsa key modulus in the range of 512 to 2048

and the size of the dsa key modulus in the range of 360 to 2048 for your

Signature Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]:360

sshd: rsa key in the range of 512 to 2048
How many bits in the modulus [512]:2590

sshd: bad data bits

How many bits in the modulus

10.2 crypto key zeroize

€50k

(REERE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(#623075i%]

(IR=ER]

THBR SSH BRSS 2RIRAI AT ZR.

crypto key zeroize {rsa | dsa}

EREERN

14

[512]:

fik

fHip® RSA 248
fHip® DSA 248

Tt < RMPRIRSS feAI N L E R

Server , EEH1{T no enable service ssh-server i<,

1 : MRRARSS imAY rsa 2R,

Ruijie# configure terminal

SSH

EIPRMIBRIS | SSH Server BPIRZALY DISABLE, SISRFEEXF] SSH

Ruijie(config)# crypto key zeroize rsa

1 : f&EF show crypto key mypubkey rsa &n< , BIIEE rsa BHNAFHEOER

BEMmER.

1 : Y0R rsa BREFHERS I

, W2

R rsa 248,
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(GR=2))

Ruijie (config)#crypto key zeroize rsa

% Keys to be removed

% All router certs issued using these keys will also be removed

Do you really want to remove these keys? [yes/nol:yes

*Jan 16 06:52:57: %P17050-7-DEBUG: sshd: delete key file /rsa private.bin
*Jan 16 06:52:57: %P17050-7-DEBUG: sshd: delete key file /rsal private.bin

2 ; 05R rsa BNERAER, , MR rsa UL,
Rui jie (config) #crypto key zeroize rsa

% The specified RSA keypair does not exist

1 : {£F3 no 7 default Ap S RISRRMIBRET | NERRIGTTIEAAMIR.

10.3 disconnect ssh

€50k

(REERE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(#623075i%]

W ELEIA SSH EERIE.
disconnect ssh [ vty ] session-id

2% iR

vty LAY vty IERE

session-id EEENVA SSHIEESIRS | BUESEBE 0~-35
ISR PEL

14

SSH

BTMNIEER SSH IERRIES | MIFFCEEIAY SSH &R, RBJRANIEEN VY EERIES | WiFHeE

BY SSH i&EE. RBEMTFT SSH ZEEUATERE.

1 BINIERER SSHIERRIES | WiFfEE=EA) SSH &,

Ruijie# disconnect ssh 1

2 WNISERI VTY EERIES | BT SERY SSH .

Rui jie# disconnect ssh vty 1

1 : {#F show ssh @< , ALABEISEN SSH iIEHZERE LW,
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SSH

10.4 ip scp server enable

€501

((REEE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(#623075i%]

(IR=ER]

(FRER]

((F&iRA]

MRS EFTFF SCP IRS32RIIRE,

ip scp server enable

K SCP BRS5=281I8E.

no ip scp server enable

28 fik

REREATE SCP IRSS=RINRE.

EREERN

14

FAFRTLAE MRS ERSHHT TR, IR AI 4 EEERMKIRE , BB RESIREE
#HiTEE  EEINENRSMSS,

1 : FFf3 scp IiEE.
Ruijie#t configure terminal

Ruijie(config)# ip scp server enable

1: &3 show ip ssh &5< , ATLIEE SCP RSSRINEERDITH.
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10.5 ip ssh authentication-retries

(S4urER]

((REEE]

(a<tE=]

(ErER5]

(ERES

(=S|

(#23075%]

(IR=ER]

(ERER]

((F&iRA]

RE SSH Server HFTAIERIEIAIEREL.

ip ssh authentication-retries retry times

WENRERE. .

no ip ssh authentication-retries

S8 ik
retry times ELERAIAERNEINERE , BUESEE 0~5

BINDREN 3R,

EREERN

14

ZapSECE SSH Server HTRFIANEREIAIDAE. ZiBd SSH Server BEERYEINIDREL , HRBINIERN
. MEASRFIAERY.

1 REBFINERIEINERE 2.

Ruijie# configure terminal

Ruijie(config)# ip ssh authentication-retries 2

1 : {$H show ip ssh #% , ATLAEE SSH Server BFPIAFNEI DRSS EE.

10.6 ip ssh peer

BEFRIAAXAFIRFREXE  ERIREFIALR , BYRPREEERNAENM.

ip ssh peer username public-key { rsa | dsa } filename

BUHE PRI A4 SRR ERE.

no ip ssh peer username public-key { rsa | dsa } filename
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(S40EE ]

(FREiE]

(A<tEx]

(ERERH!]

(ERES

(EcE =]

(#63075i%]

(IR~ER]

(EREiR]

(@R 2))

B b

username =z =k

filename NEXHEE

rsa public-key ZE8Y rsa
dsa public-key 258179 dsa
2EEREED

14

1 : IRERF test XBXAY RSA #1 DSA QA3

Ruijie# configure terminal

Ruijie(config)# ip ssh peer test public—key rsa flash:rsa.pub
Ruijie(config)# ip ssh peer test public—key dsa flash:dsa.pub

1 : ANERKEAINEESAEEH SSH Public Key TIFRIBRANE 1024 4, MARNE ST,
Ruijie(config)# ip ssh peer test public—key rsa flash:rsa.pub
%% Too many public—keys, system support max public key 1024

2 NRIMAKEPINBEXEE |, MR ASEXGE T
Ruijie(config)#ip ssh peer test public—key rsa flash:

% Invalid file name

10.7 ip ssh time-out

®E SSH Server BYFEFIAUEFERTHT(E,

ip ssh time-out time

BRPANEENNERERENREIRE.

no ip ssh time-out

10-7

SSH



=
&
W

=

(S40EE ]

(REkE]

(A <tEx]

(ERERH!]

(ERES

(EcEE]

(#623075i%]

(IE~ER]

(EREiR]

(FEaiiE]

SSH
e U
time FREFFAEASRBRTATIE) , BVESBEA 1~120s |, BAIARD
FBRTAIE]/ 120s,
LREEES
14

ZapSECE SSH Server B{TRFIAERTERIATIE, MEZRFERERFIALTRS , S8 120s JRBIAIERLD
B, MBAJSIAIERBRT R,

1 : BLEHBATATIE) 100s :

Ruijie# configure terminal

Ruijie(config)# ip ssh time—out 100

1: {3 show ip ssh &< , ATLAEE SSH Server BFIAERIEBRIIHERERER.

10.8 ip ssh version

€50k

(FREEE]

(a<tE=]

(ERERH!]

I%'E SSH Server f9kRAS,

ip ssh version {12}

BIRMRERENREIRE.

no ip ssh version

2% A

1 FRE SSH Server (Y3735 SSH1 K FimiEEE K
2 FiE SSH Server (X324 SSH2 B FimiEREE K
FEZS SSHhRA 170 2,

BB EERN

14
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(EFEES: Zin< FISRECE SSH Server TSz iFHY SSHIEZAIMYARA . BRIAIBR T SSH Server FrsziFAIhRAFRZ SSH1
5 SsSH2, {3 SSH 1 8¢& SSH2 NEFimaBrl LAERE. MNRIEETIRA 1 & 2 , RAFRIMRAEY SSH
=i BeEERS .

[ECE =551 1 RERFERRA 2 :
Ruijie# configure terminal
Ruijie(config)# ip ssh version 2

[t83875:X] 1 : {EM show ip ssh @< , AILAEE SSH Server HBis 350 SSH tMhRA,

[FR=ER]

(EREiR]

(GE=yL2)

10.9 show crypto key mypubkey

71 SSH Server 2SRRI A EHRHHER.
show crypto key mypubkey {rsa | dsa}

[(2%uRBA] S8 iR
rsa B/ RSA B8
dsa 7~ DSA 248

(<E]  HUAPERN. £REREER

(RERBI] 14

(EAIES] BRCEEMA SSH Server AHERNATERHORIEE. BIF | BREMRE. EREF. AFRHES
PREHER.

(BREZH] 1: BRCSERERMAY SSH Server AHERE RSA FIATF RO RISE.
Ruijie (config) #show crypto key mypubkey rsa
% Key pair was generated at: 7:1:25 UTC Jan 16 2013
Key name: RSAl private
Usage: SSH Purpose Key
Key is not exportable.
Key Data:
AAAAAWEA AQAAAEEA 2m6H/J+2 xOMLWSMR 8tOmpW1l XULQItVN mLdR+G70 QLOkz+4/
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/1gYROge 1sZNg32u dFEifZ6D zfLySPqC MTWLfw==

% Key pair was generated at: 7:1:25 UTC Jan 16 2013
Key name: RSA private
Usage: SSH Purpose Key
Key is not exportable
Key Data:
AAAAAWEA AQAAAEEA OE5w2HOk v744uTIR yZBd/7AM 8pLItnW3 XH3LhEEi BbZGZvn3
LEYYfQ9s pgYLOZQf S0s/GYOX gJOMsc6z i80AkQ==

FERRRRE -
FE iz
Key pair was generated at FERLERLATIE)
Key name EREF
Usage SR RER
Key Data NIk AN S

10.10 show ip ssh

€50k

(apt&at]

(ErER5]

(EAIES]

(EcEZ41]

EB7R SSH Server HERIEMIEEEE.
show ip ssh

28 1t

K

AP ER. =2REEEN

14

B/ SSH Server HpIEIECEESE. 85 : A, 2EBFTFF SSH Server, #BAIATE. EINIEXEL

SSH

A\ P E T A4 SSHRA, 4o R AR B IR A BT, AL FE SSHIMAN KT A,

1 : 27 SSH Server HIEMRIEEER.
// 7 SSH Server LRERN SCP IHEEYIRITHAVECEER
Ruijie(config)#show ip ssh

SSH Disable — version 1.99

please generate rsa and dsa key to enable SSH
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Authentication timeout: 120 secs

Authentication retries: 3

SSH SCP Server: disabled

// B~ SSH Server IEERN SCP TNREIEFTHHNECERER

Ruijie (config) #show ip ssh

SSH Enable - version 1.99

Authentication timeout: 120 secs

Authentication retries: 3

SSH SCP Server: enabled

FERMRRE -
FE 5iEA
SSH Enable/Disable SSH Server IREZINEEFTH/KA)
version 1|2 SSH Server 3715 SSH YR
please generate rsa and dsa key to enable SSH 4R rsaldsa AFEZFASRFTIF SSH Server IR INEE
Authentication timeout FAFIAERSEERT A E)
Authentication retries FAFANEREINEREL
SSH SCP Server enaled/disabled SSH SCP RSB IHEEFTFF/<IF]

[("~ER] -
[‘F&15BA] -

10.11 show ssh

BRESKEVH SSH IEENEMNEREER.
show ssh

(28unE] 58 TN

(<E] BHHRAPERN. 2REREES
(REksI] 14

(ERES] BrRESETH SSHIEEMERER. 81F EEAAN VTY 5. SSHIRA, IEEZX. BRINEEE.
EERES. BFA.

[EEZEAFI] 1: BREEEIH SSHIERINEREER.
Rui jie#tshow ssh

Connection Version Encryption Hmac Compress  State Username
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(GZ=y2))

10.12 ssh

(€D

0 1.5 blowfish
1 2.0 aes256-cbc
FERAARE
FER
Connection
Version
Encryption
Hmac
Compress
State

Username

SSH
zlib Session started test
hmac—shal zlib Session started test
iz
ERFATEAI VTY S
SSH EFim>FFH) SSH AR
IR
HEINEEE
EmEE
FBFR#&

TEBAFRIT , £/ ssh < | UM EIREMERENIIZERIE.
ssh[oob][-v{1]2}][-c{3des | aesl28-cbc | aes192-cbc | aes256-cbc } ][ -l username ] [ -m
{hmac-md5-96 | hmac-md5-128 | hmac-shal-96 | hmac-shal-160 } ][ -p port-num ] { ip-addr | hostname }

[ via mgmt-name ] [ /source {ip A.B.C.D | ipv6 X:X:X:X::X | interface interface-name } ] [ /vrf vrf-name ]

24

oob

-c { 3des | aesl28-cbc
aes192-cbc | aes256-cbc }

-l username

A
BIHINES (—RISEY MGMT 20 ) iTf8iEEE SSH iRSsE R
BEREZER MGMT SR OMNHES SBIZIEIR

(TN ) IEEATIEEFIIRSEEY SSH MAS, MEEHIEE , Bl
{#F3 SSHv2,

e 11— {iF SSHv1 #HTIERE,

e 2 {iF SSHv2 #HTIERE,

(Al ) IEEEUEINZES L | HelkREE « $UEINEinE (DES) |
=EHUEINETE (3DES) |, SERINEIRAE (AES ) . BRINER
I AES EEKIEZAIKEARR | ATLSHRF=FEEY :aes128-che( 128
%48 ) |, aes192-chc ( 192 %% ) . aes256-cbe ( 256 ZH ) .
o NRAFIRBIEE-c &I , EEAMNERT , 8 SSH B imschF

HFFEEIXSIZR , RIERSEE.

o WRFAFIEE-c B , EEAMEL , SSH BEFiInRSIEAFE
ENINZERERERSES | WH , BRSHEASIFRFEENINE
B NaXidEsE.

(wi%k ) IEEERNERE
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((REEE]

(a<tE=]

[ErER5]

(ERES

(=S|

SSH

(T ) IEE—MIAFRHEINER (HMAC ) Ei%,

® SSHv1 RX#F HMACs , SIRAFRFERHERE T SSHv1 1 HMACs ,
NS 2 HE= HMACs,
WNRFAFIEHEIEE-m BN |, EEANFE |, B SSH ZERiRsF
MFFEEIESIR | RIFRSES.

o MERAFEET-m R , EEAMNERT , SSH ZFHRSEHAR
18BN HVAC BiEAEIRSSS | i, BRSEAISAFIEE
B HMAC 8i% , NISXAERE.

(AR ) IR e RSN EIEEIROS. BABRT . wAEH

-m { hmac-md5-96 |
hmac-md5-128 | hmac-shal-96 |
hmac-shal-160 }

-p port-num -

ip-addr | hostname ( Wik ) IEEITFEARSSEEAY IPvA/IPV6 HENEEYFH14Z.
via mgmt-name 8% oob EIRATERRY MGMT O

Isource $85E SSH Client EFRYIR IP s & RIZEO

ip A.B.C.D $8%E SSH Client (FFEAYR IPV4 ik

ipV6 X:X:X:X::X BiE SSH Client {EFRYIE IPV6 itk

interface interface-name $87E SSH Client {ERRYEREO

Ivrf vrf-name IEXEEIARY VRF BEHER

EBArE

1

ssh ap S ARMNERNRE ({FA SSH B IR ) B — %2, MEBRNEREIBIMTRE (154 SSH IRS=8 )
BHEE S SSHv1 8¢ SSHv2 RIBRSS RS, IZIERRA T —FREUT Telnet EEZRIWEI , 5 Telnet FEIRIRE
FZEERENEEEENEN., EFTAEMNNE , SSH Clent SEAR SIS EEET— ML eriERE,

A\ SSHvL R % # DES (56 {2%%1) #= 3DES (168 2% #) #u% Hik.
A SSHV2 ST VA X ## VAT AES & 848 K% asel28-cbc. aesl192-cbc #= aes256-cbc.
A\ SSHVL R £ 3 HMAC ikiE# 5 k.

A LR PRI SSH M A SR I, 4528 T RIEHR G0 FE R SGNEH &, AR5 EEe, FAL%ER
I Be oY ik o

1: NHENRE , BiY SSH LI admin ERENTFESIRF SSH ARS5ERAIRE 192.168.23.122 :

Ruijie#tssh -1 admin 192. 168. 23. 122

2 NBENRE , BT SSHv2 , Bk aes128-che FINZE L. hmac-md5-128 FIAMEEE , LU admin
EREFESTIF SSH IRSSE3AVIRER 192.168.23.122 :
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Ruijie#tssh —v 2 —c¢ aesl28-cbc -m hmac—md5-128 -1 admin 192. 168. 23. 122

(t83e75%] -

(B~ ER] -

(B#ER] -

(F&wAEl -
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clear ip urpf

11 URPF

&R

iBkR IPv4 URPF I8 B EFRSENRIHER.

ip verify urpf drop-rate compute interval £S5 & URPF

show ip urpf

IPv4 EERAGHERIBIER.

&% IPv4 URPF EEERZEHER.

11.1 clear ip urpf

(S8R ]

(apt&Eat]

(ERERH!]

(ERES

(EcE=41]

(IE~ER]

(@R 2))

iBk% IPv4 URPF I§BEEFRHENFRITER.
clear ip urpf [ interface interface-name ]

S8 R
interface interface-name b=

FAUE

RRBEEREEED  BEREEONSIHER.

ARIEEEONSIHER

. TRER , MERFFEZEONSIHE

1 : i&EREEEDO GigabitEthernet 0/1 LAY IPv4 URPF EEFIHER.

Ruijie# clear ip urpf interface gigabitEthernet0/1

2 : {BkRIREE LRATEIEORY IPv4 URPF ZEFIHER.

Ruijie# clear ip urpf

1 IRISERROIRBE5) IPv4 URPF T8E , MUIREEIR.

% Interface GigabitEthernet 0/1 does not enable URPF function

2 IR BIEEROBIREEIEE6 IPv4 URPF 1088 , NIIRREEIR.

% Device does not enable URPF function

11.2 ip verify unicast source reachable-via (&G EIRT)

EOBCERIVT | Bal IPv4 URPF IHEE,

ip verify unicast source reachable-via {rx | any } [ allow-default ] [ acl-id ]

111

=|

1CNo

URPF
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(S40BE]

(FREEE]

(Apt&at]

(RERH!]

(ERES

%7 URPF IfRE,
no ip verify unicast

28

rx

any

allow-default

acl-id

TRE URPF IREXH.

EOBRERN

14

URPF

fER
EFFSRIUHT URPF 168, MEEEREISIRNN 1P R38Rt
A RFRFERIINE AR EOZESIZR AN ZO T,
ERSMMRIUHT URPF 168, SRR REREITEIRY 1P #RIZATRME
BB TR R R P EH R R ERINBIE.

(TN ) RUHFERHEEHMT URPF 18E., HhEl , AMEMGREEMT
URPF 198,

(TJi% ) ACLE , 2% :

1 to 99 (IP standard access list)

100 to 199 (IP extended access list)

1300 to 1999 (IP standard access list, expanded range)

2000 to 2699 (IP extended access list, expanded range)
TRERT , RYRERDTER ACL,

URPF @IS ERIEIRY 1P IRICAGRItIL | HIME R A RPEEFEZIARIAEEE | SRS
A NRCEARFERFRT , NIASIRSAEE,

EREOREEN TG0 URPF 551t |, BExdEiziE ERINEIRRS EE) URPF 198,

REBRT | MERRBIEHHT URPFIGE , INIRAFEE , AJLUER allow-default KEFEZIEE.
REBRT | URPF 1@ERMAMRSCEHEF. NREE T ACL (acl-name) , TEIEEERMAIIER TIGLUREEITED
ACL, WER ACL A7EaE ILECE deny B9 ACE , HR3UEHWES ;| BN , WIRITEE] permit B9 ACE , #R3E

wEER.

O 2RAGLE, A SKR I IPV4 R LB 3 URPF &,

W Z#ALE SRR Routed Port = L3 AP & L 3 4 URPF 451, F H A4 FIR4):

. URPF REARSTFFRER ACL 15T,
2. URPF$$ARSTHF{ER 65 ~ 127 {UATERAT IPv6 BRFAFHIT URPF 5.
[E5) URPF 545 |, TEXLROXSMAHIIE O EIRKEIRRTEIRSERS B8 URPF 185 , 24K URPF
RERAEE. BENNAZSEAN , 8R— Tunnel DIZWASIRSIM EIAYIEO_FIE | iR HE
4T URPF 108 , (IRFEXHHNNAZS | #IEEEE URPF i85,
4.  [EE) URPF$EfE | RERBEREEFHF.
[55h URPF PHEIERE | EORIAMRSE URPF M ERTINRITEESN IS |, B seiME R,
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[EEE24I] 1 : XIMIZEO GigabitEthernet 0/1 EWEIRIIRSGHT URPF P8I E , AR E(FRAREEHAHITIAS.
Ruijie(config)# interface gigabitEthernet0/1
Ruijie(config—if-GigabitEthernet 0/1)# ip verify unicast source reachable-via rx
[#838757%] 1 : {#F show ip urpf @5< , AfLABEEEOEOE /S5 URPF II8E.
[(#*~ER]
[EHER]
[E&15eE]
11.3 ip verify urpf drop-rate compute interval
2[SBLE URPF IPv4/IPv6 EEZAVITERTEERR,
ip verify urpf drop-rate compute interval seconds
IRERERE.
no ip verify urpf drop-rate compute interval
[(2%uREA] S R
interval seconds URPF XM EREIER. B87 , SBE[30, 300] , HRE{E 30s,
[BrefcE] ERE({EH 30s.
[moE] 2HER
[Eragal] 14
(EFEES URPF Z8XI+EREEEET2BRERNATERE  BUATL£B/ URPF E8XITEMNETENE5N
URPF #5893 0O/ URPF EGFITE |, FEFERIRY IPv4 URPF #1 IPv6 URPF 434,
[BEEZAI]  1: EE URPF EEXRAITERBIBERA 1 5.
Ruijie(config)# ip verify urpf drop—rate compute interval 60
(#€38757%) 1 : {#F show ip urpf & show ipv6 urpf < , AILAEE SRR ENEEXNITEER.
[ EE]
[EHER])
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URPF

11.4 ip verify urpf drop-rate notify

€501

((REEE]

(a<tE=]

[ErER5]

(ERES

(=S|

(#623075i%]

(IR=ER]

(FRER]

((F&iRA]

B URPF ZRER .
ip verify urpf drop-rate notify

XA URPF ZEEE 8.

no ip verify urpf drop-rate notify

WEREEE.

default ip verify urpf drop-rate notify

28

fik

R&EIRBIa5N URPF EEESIE,

EORERN

14

Bid/E5) URPF ZEERIEE B8

XSRS T Iz,

5G]

iJ Syslog 8¢ Trap SN ENSHABF URPF REZBREE  H1E

1 : BEE#EO GigabitEthernet 0/1 £S5 URPF (=R,
Ruijie(config)# interface gigabitEthernet0/1

Ruijie(config-if-GigabitEthernet 0/1)# ip verify urpf drop-rate notify

1: {3 show ip urpf %% , ATBEEEOEERE URPF ZEEEKE.
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11.5 ip verify urpf drop-rate notify hold-down

(S4urER]

(REEE]

(a<tE=]

(ErER5]

(ERES

(=S|

(#23075%]

(IR=ER]

(ERER]

((F&iRA]

£BEcE URPF IPv4 ZEERAIHZRIEIERR.

ip verify urpf drop-rate notify hold-down seconds

IWEREECE.

no ip verify urpf drop-rate notify hold-down

28 iR
URPF EBZRAYEZER G ERRE.
ERIRD | SEEE[30, 300] , HhEs{E 300s,

hold-down seconds

FHh&{ER 300s,

EREERN

14

URPF

URPF ZEEXNEENBERET£REERIHITERE  SUATEE/ URPF ZEXREEMETENE

URPF #4895 08 URPF EEEREZ | FHHREIRIXY IPv4 URPF 434,

1 : BcE URPF EEFRIEZREIEREA 1 2.
Ruijie(config)# ip verify urpf drop-rate notify hold-down 60

1 : §EH show ip urpf @5 , JLAEE URPF EEXRIIEZRTE)ERR.

11.6 ip verify urpf notification threshold

BCE URPF EREAIKE(E.

ip verify urpf notification threshold rate-value

WEREEE.

no ip verify urpf notification threshold
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(S40EE ]

(REkE]

(f<tE=]

(EREFRH!]

(ERES

(EcEE]

(#630753i%]

(IR~ER]

URPF
28 )%
URPF EGERAJKEL(E.

threshold rate-value . -
BART pps( packets per second ) ,SBE[0, 4294967295] , FREE 1000pps.,

& {E/ 1000pps.

EOREERI

14

SNRIKEAES 0, XrmUEHHT—E URPF EMEFIIRH S KIXES.
PP A LARIER SO AR R B K E.

1 : BEE#EO GigabitEthernet 0/1 £ URPF EEZRATKEERTF 10 MRIZ,
Ruijie(config)# interface gigabitEthernet0/1

Ruijie (config—if-GigabitEthernet 0/1)# ip verify urpf drop-rate notify
Ruijie(config—if-GigabitEthernet 0/1)# ip verify urpf notification threshold 10

1: {M show ip urpf @< , ATLABERZMOEER URPF ZEZFAIKEI(E,

11.7 show ip urpf

(&#0788]

(a<tE=]

(ErEZR5]

#HE IPv4 URPF BEBRAIHEE.

show ip urpf [ interface interface-name ]

S A
interface interface-name BEECEONERERFITHER.

SRR, 2B, EOER

1
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URPF
NRRBREREEEN , BErEREEONEERFIHER.
1 : B/iEEREN GigabitEthernet 0/1 EfY URPF ERB RAIHER
Ruijie#t show ip urpf interface gigabitEthernet0/1
IP verify source reachable-via RX
IP verify URPF drop-rate notify disabled
IP verify URPF notification threshold is 1000pps
Number of drop packets in this interface is 124
Number of drop-rate notification counts in this interface is 2
FERMRRE
FER 5iBE
IP verify source reachable-via xx WERETRET, , U xx £ RX ; tREZTER, , N
XX & ANY,
IP verify URPF drop-rate notify xx MRABREREELGER , M xx 2 enabled , &R xx
£ disabled,
IP verify URPF notification threshold is xxpps URPF EEZRAKZAE.
BARI /9 pps ( packets per second ) , 5[0,
4294967295] , TRE{E 1000pps.
Number of drop packets in this interface is x E8H,

Number of drop-rate notification counts in this URPF EG(SESISEEIREL.

interface is x

2 . EHIREHY IPv4 URPF ECERFIHER

Ruijie# show ip urpf
IP verify URPF drop-rate compute interval is 30s
IP verify URPF drop-rate notify hold—down is 300s

Interface GigabitEthernet 0/1

IP verify source reachable-via RX

IP verify URPF drop-rate notify disabled

IP verify URPF notification threshold is 1000pps
Number of drop packets in this interface is 124

Number of drop-rate notification counts in this interface is 2
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IP verify URPF drop-rate compute interval is x
IP verify URPF drop-rate notify hold-down is x

Interface interface-name

(IR~ER]

((F&EuEE]

11-8
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clear cpu-protect counters

clear cpu-protect mboard

cpu-protect cpu bandwidth

cpu-protect traffic-class traffic-class-num bandwidth

cpu-protect type packet-type bandwidth

cpu-protect type packet-type traffic-class

show cpu-protect

show cpu-protect cpu

show cpu-protect mboard

show cpu-protect summary

show cpu-protect traffic-class

show cpu-protect type

12.1 clear cpu-protect counters

i5kx CPP ROZIHER.

YEF8

Bk CPP HIRIHER

EREIRER CPP IZIHER

ECE CPU i A s,

B ERE MR RATIRHE.

BeE R MRS AT ER.,

BeE R MRS AL STRBAT,
/R CPP FRiEER.

B8R CPU IR [OHEXER.
EBRFERE L CPP FiE(E
BrFikE L CPP FIEER.
ERMFEHRTIEXRER.
BRIRXCEEEXER.

%0
2

clear cpu-protect counters [device device_num]

(5805881 S8 fik

device_num

EERHBERT |, device KEFARAIN ; £ VSU IERT |, device BFRRXT

MAFESRERRIRE  EFREA device KT , RREVHBREFIRE.

(tE]  FUEX
(Raksl] 14
(EAES] -

(EeEZ61] 1 : 5k cpp HFEIHER.

Ruijie (config)#show cpu—protect type bpdu

Packet Type Traffic-class Bandwidth(pps) Rate(pps) Drop(pps) Total Total Drop
bpdu 6 0 0 600 50
Ruijieftclear cpu—protect counters

Ruijie (config)#show cpu—protect type bpdu

Packet Type Traffic-class Bandwidth(pps) Rate(pps) Drop(pps) Total Total Drop
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(a<tE=]

(ErER5!]

(ERES

(=S|

CPP
bpdu 6 200 0 0 0 0
12.2 clear cpu-protect counters mboard
BERREIRER CPP IZEIHER.
clear cpu-protect counters mboard
S b
R
14
1 : BRREIRERTI cpp HAIHER.
Ruijie (config)#show cpu—protect type bpdu
Packet Type Traffic—class Bandwidth(pps) Rate(pps) Drop(pps) Total Total Drop
bpdu 6 200 0 0 600 50
Rui jieticlear cpu-protect counters mboard
Ruijie (config)#show cpu—protect type bpdu
Packet Type Traffic—class Bandwidth(pps) Rate(pps) Drop(pps) Total Total Drop
bpdu 6 200 0 0 0 0

(IR=ER]

(@R 2D
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12.3 cpu-protect cpu bandwidth

(S4urER]

((REEE]

(a<tE=]

(ErER5]

(ERES

(EcEZ41]

(#623075%]

(IR=ER]

(ERER]

((F&iRA]

12.4 cpu-protect traffic-class traffic-class-num bandwidth

BEE cpu G XM AYHES.
cpu-protect cpu bandwidth bandwidth_value

1 cpu ImHRIHREIRENREE.

no cpu-protect cpu bandwidth

S8 ik
bandwidth_value =% BYESTEE 0-100000 ( pps ) , FrACENE A EE.,

CPU inABREHE S mAX . ARSI mistEsis.

DI E

14

1: EeE& CPU im[AYHTEE/9 32000 pps.

Ruijie# configure terminal

Ruijie(config)# cpu—protect cpu bandwidth 32000
Rui jiettshow cpu—protect cpu

%cpu port bandwidth: 32000 (pps)

A LLERE show cpu-protect cpu 4 &5 ¥ E ) CPU ity 1175 5E

BB R MASERBAFIRI N AT,

cpu-protect traffic-class traffic-class-num bandwidth bandwidth_value

BREMUERFIRHRIRENREE.

no cpu-protect traffic-class traffic-class-num bandwidth
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(S4iE]

(REkE]

(f<tE=t]

(EREFRH!]

(ERES

(EcEE]

(#2375i%]

(IE~ER]

(EREiR]

(@E=yL2)

CPP

B R
. 2y, WETEAE-REEER  BERSIF-REHS , rEANN
traffic-class-num
SERBAT N,
bandwidth_value 2, BYESEE] 0-100000 ( pps ) , FRBCEHIEARTEIE,

BMAHNTIRRETHTE S mEX | BARSI=misEsi.

£FtER

14

1 : EeERSRRBAGI 5 B9HEEA 3500 pps.,

Ruijie# configure terminal

Ruijie(config)# cpu—protect traffic—class 5 bandwidth 3500
Rui jie#tshow cpu—protect traffic-class 5

Traffic—class Bandwidth(pps) Rate (pps) Drop (pps)

5 3500 0 0

AILAEIY show cpu-protect traffic-class traffic-class-num S BB IR BRI TR B,

12.5 cpu-proctect type packet-type bandwidth

€50k

BCERMRIREI NATHES.
cpu-protect type packet-type bandwidth bandwidth_value

BEMRCERES N ATH R IRE HIRE(E.
no cpu-protect type packet-type bandwidth

S A
packet-type I EER D HHRIGEEE , FRFREFEER  BRSUrmiEtEsoy,
bandwidth_value 2, BUESERE 0-32000 ( pps ) , ‘BLEEATEEE.
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[(REEE] SRCGENRETREESFRIEX BRSPSy,
[oERX]  2BE(
[RE%KEI] 14
(EFRES
[(BcE=FI] 1 : BCEIRI bpdu AYFEE/I 200 pps.
Ruijie# configure terminal
Ruijie(config)# cpu—protect type bpdu bandwitdth 200
Rui jie (config) #show cpu—protect type bpdu
Packet Type Traffic—class Bandwidth(pps) Rate(pps) Drop(pps) Total Total Drop
bpdu 6 200 0 0 0 0
(#3075%]  fEF show cpu-protect type packet-type S EFIRBAHR I XI5
[(R~ER]
[EN5ER]
(&R
12.6 cpu-protect type packet-type traffic-class
B EF MR M AR SR AT .
cpu-protect type packet-type traffic-class traffic-class-num
BEMRICGREI AR IR E SR EE.
no cpu-protect type packet-type traffic-class
(580BE] 5% A
pcket-type RN EER D HHRIGEEE , FRFREFEER  BARSU=mfEEsay,
2y, B eERNEFREEER  BERSIFREr , rEANm

traffic-class-num

ST,

(RERE] SRSCERIREMTRINGISTREX , BRSIrmistsad.

(<tE]  =2REN
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(EREFRH!]

(ERES

(EcE=41]

(#630753i%]

(IE~ER]

(EREiR]

(SFEaiia]

14

1 : BEEIRI bpdu BT HKBAZIA 5,
Ruijie# configure terminal
Ruijie(config)# cpu—protect type bpdu traffic—class 5

Ruijie (config) #show cpu—protect type bpdu

CPP

12.7 show cpu-protect

€50k

(a<tE=]

(REFRH!]

(ERES

(=S|

Packet Type Traffic—class Bandwidth(pps) Rate(pps) Drop(pps) Total Total Drop
bpdu 5 200 0 0 0 0

{$#iF3 show cpu-protect type packet-type iR S ERIR BRI RIS,

T/~ CPP 18 XFrB B ERFIHER.

show cpu-protect [device device_num]

2 A

device_num HEBEHIBERT | device XEFAAN ; £ VSUBR T , device BTN

MHFESREBRIRE , EREIA device XF , RREHBEREFIRSE.

BRI AIHAT.

14

1: BERL RN CPP BB ERAIHES.

Rui jie#tshow cpu—protect

%cpu port bandwidth: 80000 (pps)

Traffic-class Bandwidth(pps) Rate(pps) Drop (pps)
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Packet Type

8000
8000
8000
8000
8000
8000
8000
8000

SO O O O o o o o

Traffic-class

S O O o o o o o

Bandwidth (pps)

Rate (pps)

Drop (pps)

Total

CPP

Total Drop

bpdu

arp

arp—dai
arp—proxy
tpp

dotlx

gVIrp

rldp

lacp

rerp

reup

11dp

cdp

dheps

dheps6
dhcpb-client
dhepb—server
dhcp-relay-c
dhcp-relay-s
option82
tunnel-bpdu
tunnel—gvrp
unknown—v6me
known—v6me
xgvb—ipme
stargv6—ipmec
unknown—v4mc
known—-v4me
Xgv—ipme
sgv—ipmec

udp—helper

B W W W W W W w w ol Ol R R R R R R oo OO OO O R W W W O

128

10000
10000
10000

128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128

12-7

SO O O O O O O O O O O O O O O O O O O O O O o o o o o o o o o

SO O O O O O O O O O O O O O O O O O O O O O o o o o o o o o o

SO O O O O O O O O O O O O O O O O O O O O O o o o o o o o o o

SO O O O O O O O O O O O O O O O O O O O O o o o o o o o o o o



£

W

dvmrp

igmp

icmp

ospf

ospf3

pim

pimv6

rip

ripng

vIrp

vrrp6

tt10

ttll

err hop limit
local—ipv4
local—ipv6
route—host-v4
route—host-v6
mld
nd—-snp—ns—na

nd—-snp-rs

nd-snp-ra-redirect

nd—non—snp
erps
mpls—ttl0
mpls—ttll
mpls—ctrl
isis

bgp

cfm
fcoe—fip
fcoe-local
bfd-echo
bfd-ctrl
madp
ip4-other
ip6-other
non—ip-other
trill
trill-oam

efm

N DD DD O N O OO0 OO0 OO = OO O~ 0000 OO0 OO0 O O O OO o0 H OO0 O OO0 o0 O OO0 OO O O Ol Bk O

128
128
128
128
128
128
128
128
128
128
128
128
128
800
128
128
4096
4096
1000
128
128
128
128
128
128
128
128
2000
128
128
128
128
5120
5120
1000
128
128
20000
1000
1000
1000
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((F&iRE]

12.8 show cpu-protect cpu

€501

(a<tE=]

(ErER5]

(ERES

(EcEZ41]

(IR=ER]

(FF&EiEA]

87 cpu imOMBCEER.
show cpu-protect cpu

S8 3%
SEYETHIT.

14

1: &E cpu inONBEEE.

Rui jiettshow cpu—protect cpu

%cpu port bandwidth: 32000 (pps)

12.9 show cpu-protect mboard

(S4u7EE]

(a<tE=]

(ErER5]

(EAES]

BREIRE L CPP IBXRIFTEERENRFIHER.

show cpu-protect mboard

24 ik
IR AT,
14
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(BeE261] 1. EFFIRE LRI CPP ATBERERAIHER.

Rui jie#ishow cpu—protect mboard
%cpu port bandwidth: 80000 (pps)
Traffic-class Bandwidth(pps) Rate (pps) Drop (pps)

0 8000 0 0

1 8000 0 0

2 8000 0 0

3 8000 0 0

4 8000 0 0

5 8000 0 0

6 8000 0 0

7 8000 0 0
Packet Type Traffic-class Bandwidth(pps) Rate(pps) Drop(pps) Total Total Drop
bpdu 6 128 0 0 0 0
arp 3 10000 0 0 0 0
arp—dai 3 10000 0 0 0 0
arp—proxy 3 10000 0 0 0 0
tpp 7 128 0 0 0 0
dotlx 4 128 0 0 0 0
gvrp 5 128 0 0 0 0
rldp 6 128 0 0 0 0
lacp 6 128 0 0 0 0
rerp 6 128 0 0 0 0
reup 6 128 0 0 0 0
11dp 5 128 0 0 0 0
cdp 5 128 0 0 0 0
dheps 4 128 0 0 0 0
dheps6 4 128 0 0 0 0
dhepb-client 4 128 0 0 0 0
dhepb—server 4 128 0 0 0 0
dhep-relay—c 4 128 0 0 0 0
dhep-relay—s 4 128 0 0 0 0
option82 4 128 0 0 0 0
tunnel-bpdu 5 128 0 0 0 0
tunnel—gvrp 5 128 0 0 0 0
unknown-v6mc 3 128 0 0 0 0
known-v6me 3 128 0 0 0 0
xgvb—ipme 3 128 0 0 0 0
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stargvb—ipmc
unknown—-v4mc
known—v4mc
Xgv—ipme
sgv—ipmec
udp—helper
dvmrp

igmp

icmp

ospf

ospf3

pim

pimv6e

rip

ripng

vIrp

vrrp6

tt10

ttll

err hop limit
local—-ipv4
local-ipv6
route—host-v4
route—host-v6
mld
nd—snp—ns—na

nd—-snp-rs

nd—-snp-ra-redirect

nd—non—snp
erps
mpls—ttl0
mpls—ttll
mpls—ctrl
isis

bgp

cfm
fcoe—fip
fcoe-local
bfd-echo
bfd-ctrl

madp

~N O O O OO0 O H—= U1 O O O b~ OO0 OO OO OO O O O O O~ O OO0 OO0 O O O O O Ol Ol W ok O R W W W W W

128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
800
128
128
4096
4096
1000
128
128
128
128
128
128
128
128
2000
128
128
128
128
5120
5120
1000
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ip4-other 6 128 0
ip6-other 6 128 0
non—ip—other 6 20000 0
trill 2 1000 0
trill-oam 2 1000 0
efm 2 1000 0
[RnERl -
[(Faim] -
12.10 show cpu-protect summary
TrFEiIRE L CPP B XHIFIBERERAITER.
show cpu-protect summary
[(2280%E] 530 R
[fdtE]  BEYAETHAT.
[RERHBI] 14
(FRES -
[EEE=HI] 1. BFERE LN CPP FiBRERSAITES.
Rui jie#tshow cpu—protect summary
%cpu port bandwidth: 80000 (pps)
Traffic-class Bandwidth(pps) Rate(pps) Drop (pps)
0 8000 0 0
1 8000 0 0
2 8000 0 0
3 8000 0 0
4 8000 0 0
5 8000 0 0
6 8000 0 0
7 8000 0 0
Packet Type Traffic-class Bandwidth(pps) Rate (pps)

SO O O o o o

Drop (pps)

oSO O ©O o o o

Total

CPP

o O o o o o

Total Drop
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bpdu

arp

arp—dai
arp—proxy
tpp

dotlx

gvrp

rldp

lacp

rerp

reup

11dp

cdp

dheps

dheps6
dhcpb-client
dhepb—server
dhcp-relay-c
dhcp-relay-s
option82
tunnel-bpdu
tunnel—gvrp
unknown—v6me
known-v6me
xgvb—ipme
stargvb—ipmc
unknown—v4mc
known-v4me
Xgv—ipme
sgv—ipmec
udp—helper
dvmrp

igmp

icmp

ospf

ospf3

pim

pimv6

rip

ripng

vrrp

S O O O O Ol Ol A R O R W W W W W W W W o1 O R R R R R R R oo OO O OO R W WO

128

10000
10000
10000

128
128
128
128
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128
128
128
128
128
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128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
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(FFEaiiA]

vrrp6

tt10

ttll

err hop limit
local—ipv4
local—ipv6
route—host-v4
route—host-v6
mld
nd—snp—ns—na

nd—snp-rs

nd-snp-ra-redirect

nd—non—snp
erps
mpls—ttl0
mpls—ttll
mpls—ctrl
isis

bgp

cfm
fcoe—fip
fcoe-local
bfd-echo
bfd-ctrl
madp
ip4-other
ip6—other
non—ip—other
trill
trill-oam

efm

N DD DD OO O N OO O OO0 OO0 O +H O OO O O B~ OO0 OO OO0 O O O O o o~ O O O

128
128
128
800
128
128
4096
4096
1000
128
128
128
128
128
128
128
128
2000
128
128
128
128
5120
5120
1000
128
128
20000
1000
1000
1000

12.11 show cpu-protect traffic-class

BRI FIREERFIHER.

show cpu-protect traffic-class {traffic-class-num | all} [device device_num]
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(ERERH!]

(ERES

(EcE =]

(IE~ER]

(EaiEE]

12.12 show cpu-protect type

€50k

B
traffic-class-num

all

device_num

BRI AHAT.

14

CPP

A

BY  NETEAEFREEER BRSSO | JeEARNL
SERBAFI.

BB RATIN R ERFITHES.

HEBEIERT | device XEFAAIN ; £ VSUBERT , device BTN
MHESREARIGE , EREA device XigF | RxENERETIGE.

1: BEEERE LHMBMARNIINEERFIHER.

Rui jie#tshow cpu-protect traffic-class all

Traffic-class Bandwidth(pps) Rate (pps) Drop (pps)
0 8000 0 0

1 8000 0 0

2 8000 0 0

3 8000 0 0

4 8000 0 0

5 3200 0 0

6 8000 0 0

7 8000 0 0

EMRSCENEERFITHER.

show cpu-protect type packet-type [device device_num]

24
packt-type
all

device_num

R

A EER D RIREE, , FAEFRFEES  BRS =R,
BB IR BN R B R AIHER.

ERHBERT | device XEFAAN ; 7 VSUBRT , device BFFRRXS
RHFESREARIRE , BFFEA device x| FRIVBRETIRSE.
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ST,
14
1: BEFIRE L icmp IRXAEERFIHER.
Ruijie (config)#show cpu—protect type icmp
Packet Type Traffic-class Bandwidth(pps) Rate(pps) Drop(pps) Total Total Drop
icmp 5 1500 50 0 10000 100
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13 DHCP Snooping

PN
AP~

clear ip dhcp snooping binding

ip dhcp snooping

ip dhcp snooping bootp-bind

ip dhcp snooping database write-delay

ip dhcp snooping database write-to-flash

ip dhcp snooping information option

ip dhcp snooping information option format remote-id

ip dhcp snooping suppression

ip dhcp snooping trust

ip dhcp snooping verify mac-address

ip dhcp snooping vlan

ip_dhcp snooping vlan vlan-id information option

change-vlan-to vlan

ip_dhcp snooping vlan vlan-id information option

format-type circuit-id string

ip dhcp snooping vlan max-user

renew ip dhcp snooping database

show ip dhcp snooping

show ip dhcp snooping binding

13.1 clear ip dhcp snooping binding

YEF8

ffiB& DHCP Snooping #3EEFHIFTENSRF.

5128 DHCP Snooping TI&E,

[&5/) DHCP Snooping 374§ Bootp 43ENRE.

ERTE DHCP Snooping HiEEFFIBEMNSHFPEREA
FLASH,

BeEIRESLETS DHCP Snooping #IEERIESHAFEEEA
FLASH 3{4.,

#£ DHCP iERIRIZHION option82 1551,

IR E option82 IEIRAYFIEIR remote-id HEENFHFEH,

BCE 219 suppression AT,

ECE1%OAY DHCP snooping {S{EIRZSA TRUST .

FIFRR MAC RIS THRE,

¥JFHETE VLAN B9 DHCP Snooping IH&E,

$JFF option82 JEIRHIFIEIR circuit-id , 182 circuit-id FfY
VLAN J$8%E VLAN,

ECE option 82 BEINAYFIEIR circuit-id AP EENHAN 7
&0 ASCIl ) FHttThER.

EeERE O TEE VLAN ERARIFAERAISIERFP M.
FapiiB2E] flash FHIEESAN DHCP Snooping 45 EEUE
FE.

& DHCP Snooping HeIHEEER.

& DHCP Snooping #UEETHIEFEE.

ZFx DHCP Snooping #IERFFRIFTEMNSAF | FEEFNIEN THTILEGR <.

clear ip dhcp snooping binding [ip] [ mac ][ vlan vlan-id ] [ interface interface-id]

(&80RA] 5% A
mac 1EREMIBRAIFE A MAC Htitit,
vlan-id 1EEMPRAIFAFE vian id,
ip EEMBRASFFRY 1P ik,
interface-id BRI AT EREC.
[motE] FUE
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o
=

(BR&ERBI] 14

Q= PTZas< , ATLAMIBR DHCP snooping #UEZEHRIFTE IR,

O WiFizd 45, PAEER IR IP Source Guard # At 069 DHCP A P& &4 ¥ ik, &0 Ak
1719 F %o

(BcEz45] 1 : TFmEMb& DHCP snooping EUREFFIARIZSEFHIGIF
Ruijie# clear ip dhcp snooping binding
Ruijie# show ip dhcp snooping binding
Total number of bindings: 0
NO.  MACADDRESS TPADDRESS LEASE (SEC)  TYPE VLAN INTERFACE

(IE~ER]

(SFEaiia]

13.2 ip dhcp snooping

Bsh£E DHCP Snooping IHEE,
ip dhcp snooping

*(#£fE DHCP Snooping IH&E,
no ip dhcp snooping

(S8RBE] 28 fik

(RERE] ZIIBEREXT,

[moE] 2BFEREER

(RERz] 14

(6EMES]  #13F DHCP Snooping £/E18EfE ATLAER show ip dhep snooping a5 E%& DHCP Snooping TIREREFTH.
(EEE%pI] 1 : FEEFIFF DHCP snooping £/BIhEEFF<AIGIF :

Ruijie# configure terminal

Ruijie(config)# ip dhcp snooping
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Ruijie(config)# end

1 : {5/ show ip dhcp snooping #3< , AILAEZE DHCP Snooping 2ERFrEXF,

13.3 ip dhcp snooping bootp-bind

€501

(REERE]

(a<tE=]

(ErER5]

(ERES

(=S|

(#623075i%]

(IR=ER]

(EHER]

25 DHCP Snooping 3% Bootp 48ETHAE,
ip dhcp snooping bootp-bind

%[ DHCP snooping ¢33 Bootp 48 EINEE,
no ip dhcp snooping bootp-bind

28 fik

IZIIRERRE KA.

EREERN

14

FREIB T , DHCP Snooping T8E{NXS Bootp #R30#H T4, $IHiZINEER , DHCP Snooping IEEXS Bootp
IRSGHITERIR. 24 Bootp ZFukALINERIEINLE , DHCP Snooping & Bootp FBF R INE% S4B ELURRE
I:Pﬂ

1 : TE=Z¥]F DHCP Snooping 3z%F Bootp 4BERIAIF :
Ruijie# configure terminal
Ruijie(config)# ip dhcp snooping bootp—bind

Ruijie(config)# end

1 : {#Fd show ip dhcp snooping @4 , RJLAEZE DHCP Snooping 283245 Bootp 487E.
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13.4 ip dhcp snooping database write-delay

€50k

(REEE]

(a<tE=]

(ErER5!]

(ERES

(EcE=41]

(#63073i%]

({E~ER]

(EREiR]

(EaiEE]

TERTHF DHCP Snooping #aEEFATAZISAFEES A FLASH,

ip dhcp snooping database write-delay time

KIAERB AN FLASH Ihgg.
no ip dhcp snooping database write-delay

S fk

time REFEURZFICRAVEHE] | SADAT) |, BUYESEE/Y 600~86400
IZIIRETRE K

LRREER

14

BT ECEZA<  FILAUS DHCP Snooping #iEEFS A FLASH X4, FILAIDIREEFHENE , BRERE
%, SEFBFYREFTAR P il , ARJLAEEER.

A RBEME L RATEIK flash 6912 F & 4

1: TEHEEETIENS flash BE)EE/ 3600 AIFIF
Ruijie# configure terminal
Ruijie(config)# ip dhcp snooping database write—delay 3600

Ruijie(config)# end

1 : {3 show ip dhcp snooping &< , AJLAIEESRIRRIFICRATEIEMR.

1 RENERENMERETEEN.
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13.5ip dhcp snooping database write-to-flash

(S4urER]

(REEE]

(a<tE=]

(ErER5]

(ERES

(EcEZ41]

(#23075%]

(IR=ER]

(ERER]

(GZ=3Z))

BCE IR SLATE DHCP Snooping #IEERIRSAFERE AN FLASH 3,
ip dhcp snooping database write-to-flash

28 fik
EREERN
14

BIHATILAR<S | BJLASLERTH; DHCP Snooping #EFETHEBFEEE AN FLASH 3,

1 : MEZ% DHCP SEHUREFRIZNSBFERSEATB A flash RIFIF
Ruijie# configure terminal

Ruijie(config)# ip dhcp snooping database write-to—flash
Ruijie(config)# end

13.6 ip dhcp snooping information option

(S4u7EE]

IREFE DHCP i5KIRXHINN option82 1%EIR,
ip dhcp snooping information option [ standard-format ]

EJETE DHCP 5k RS0 option82 #EIT,
no ip dhcp snooping information option [ standard-format ]

28 A
standard-format Option82 EI{EAMERRT,
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(EREiR]

(GE=2))
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IZIIRERRE K.

ESC=(

14

1: BIEEEZmS , 1B DHCP B3RS0 option82 {55, , DHCP fREZE51RIE option82 IEIEEHIT
BEINEEAIESE.
2 : J3F8 option82 EIRINEERT , iZTHEEERIALTH BEL.

A DHCP Snooping option82 *1 it 5 DHCP Relay option82 3 fit. 7~ it 2% Al .

1 : THERZEET DHCP iEXKIRIZH AN option82 FEIRINEEAIAIF
Ruijie# configure terminal
Ruijie(config)# ip dhcp snooping information option

Ruijie(config)# end

1 : & show ip dhcp snooping @< , AJLAEE Option82 IhEERBAEEXA.

1 : 5 DHCP Relay Y option82 INEERIRIFFE. S SE&HLE DHCP R +HAY option82 FEXEHE.

13.7 ip dhcp snooping information option format remote-id

(S4REE]

(FREEkE]

(a<tE=]

IRE option82 EIL T FERIURT , FI%IRN remote-id ABEE X FHFREEENE.
ip dhcp snooping information option format remote-id { string ascii-string | hostname }

EVHIRE option82 IETRAYFEIA remote-id B E X FFAFREGEENE.
no ip dhcp snooping information option format remote-id { string ascii-string | hostname }

S b

string ascii-string Option82 %1 remote-id ¥ BRSNS NBEEN FHFE,
hostname Option82 i1 remote-id ¥ BIENAB AENA.
IZINRETRE X,

£BFEEERRN
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14

BIECEZAR< =5 DHCP 3 option82 EININEEF/S . BALTH /RIS , & option82 JEIRFPRIFIEIN
remote-id IREABEEMLHAR,

1 : TEBESE R DHCP i533B SN option82 561k remote-id , WA IENBHIFIF

Ruijie# configure terminal

Ruijie(config)# ip dhcp snooping information option format remote—id hostname

1 : {§5[ show ip dhcp snooping 7<% , AILAEZE Option82 &&=,

1: Hap<S¥# ascii-string BT 63 MFHRIARGINS , NIRTHER.

% Failed to execute command, because of “Remote—ID string cannot exceed 63 characters”.

13.8 ip dhcp snooping suppression

€50k

(REERE]

(a<tE=]

(REFRH!]

(ERES

(EcE%41]

Bc&#EO 9 suppression IRAZ , ERAEZIZEOARIFTA DHCP iR,
ip dhcp snooping suppression

EViE#Z0 suppression A7,
no ip dhcp snooping suppression

28 fik

IZIIRERRE KA.

EORER

14

1 EdEEi%a< | FJiE4E UNTRUST #Z[ TATE DHCP 3 , BIZEIEZZ O TRIFTE AFEE DHCP 55,
RIS,
2 iz PEEE_ERIRA. AP O E2ZIEX, HitlEO ESEELRMK.

1 : TEEEE GigabitEthernet 0/2 /9 suppression JRZEAIFIF -

Ruijie# configure terminal

13-7



=
<
N
aft

(#623075i%]

(IR=ER]

(EREiR]

(GE=yLE)

DHCP Snooping
Ruijie(config)# interface GigabitEthernet 0/2

Ruijie(config-if-GigabitEthernet 0/2)# ip dhcp snooping suppression
Ruijie(config-if-GigabitEthernet 0/2)# end

1: {£M show run @< , kREEXNEZO LEERRSHNHIAE.

1 : X47£ DHCP TRUST O LFEERT , MIEREIR,

% Failed to execute command, because of “Security config conflict”.

2 . HEEENARE 2 B0, AP O 2 EHEAEOE ERITZa<l , MIRRER.

% Failed to execute command, because of “Configure is not supported on current interface”.

13.9 ip dhcp snooping trust

€50k

(REERE]

(a<tE=]

(REFRH!]

(ERES

(=S|

BcE#ZOAY DHCP snooping SR/ TRUST [,
ip dhcp snooping trust

BCE#Z[AY DHCP snooping (SR UNTRUST H.
no ip dhcp snooping trust

28 fik

BEERT , FiEEO"9 UNTRUST O,

EORERN

14

1: BEEEZGS , BEESE DHCP RSSRAENORLSE I TRUST [0, TRUST #EOUKZEIAYRTE DHCP IF
MARSAFIEREEA , UNTRUST #OUWEIRIATE DHCP I RHR SUSHEZ.
2 ZemSEBE_EHO. AP OEHEFEOLSTZEN, HitEO LB ZaSIEBakm,

A BE¥ Lo, PRiEH{4E DHCP R4 B ## 0 ik % TRUST o,

1 : FEZEEEE GigabitEthernet 0/1 73 TRUST CIRYAIF :

Ruijie# configure terminal

13-8



=
<
N
aft

DHCP Snooping
Ruijie(config)# interface GigabitEthernet 0/1

Rui jie (config-if-GigabitEthernet 0/1)# ip dhcp snooping trust
Rui jie (config-if-GigabitEthernet 0/1) # end

(t83875i%] 1 :{&M show ip dhcp snooping &< , AJLAEEZANEERE.

BER] 1 REO EERE 7TEMMEARSESIER , TTEREK TRUST O,

% Failed to execute command, because of “Security config conflict”.

2 HAEME 2 BRIRO. AP OEE RO LIITZASR , NIRTER,

% Failed to execute command, because of “Configure is not supported on current interface”.
[FERER]

(SFEaiia]

13.10 ip dhcp snooping verify mac-address

FIFFIRE MAC IS THEE,
ip dhcp snooping verify mac-address

XFR MAC HEHHEISTHRE,

no ip dhcp snooping verify mac-address

(S8RBE] 2 fik

((REEE] ZIDBEREXR.
(<tE] =REERN
(RERBI] 14

[ERES B MAC HhHEHEIOTHAE , 2XIEE UNTRUST £20_LH DHCP iEKIBSGHITIRE |, HE4EIRELERE MAC ith
1EF0 DHCP #R3ZHAY CLIENT MAC FERZEBERE. IR MAC HEUHSISKMAT | IRSCEHER.

[ECE=HI] 1 : TEREFIFF DHCP #R3GHE MAC 1&EHIFIF :
Ruijie# configure terminal
Ruijie(config)# ip dhcp snooping verify mac—address

Ruijie(config)# end
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DHCP Snooping

1 : {5 show ip dhcp snooping %< , IUBEIEEESFE.

13.11 ip dhcp snooping vilan

€501

(REERE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(#623075i%]

¥TFHEE VLAN ERY DHCP Snooping THEE,
ip dhcp snooping vlan {vlan-rng | { vlan-min [ vlan-max ] } }

KIFIXIRL VLAN EHJ DHCP Snooping I8E,
no ip dhcp snooping vlan { vlan-rng | { vlan-min [ vlan-max]} }

2H A

vlan-rng dhcp snooping TBEAERAAY vian SEE,
vlan-min dhcp snooping THEEAEZRAY vian TR,
vlan-max dhcp snooping THEEAEZRHY vian HfR,

HEBERT , FFIE£/E DHCP Snooping ZhEEE , F& VLAN E&BESF DHCP Snooping IhgE.

EREERN

14

B A E%w< | FBEEER VLAN FTFF DHCP Snooping TgE , tBRIXIAFERE VLAN By DHCP Snooping
TO8E. 1ZENREXHETTFF DHCP Snooping £BFFXAIEM EARY,

1 : NEZE VLAN1000 _EFTFF DHCP Snooping TI&ERIEIF :
Ruijie# configure terminal

Ruijie(config)# ip dhcp snooping vlan 1000
Ruijie(config)# end

2 : FERE VLANL = VLAN10 _EFTFF DHCP Snooping THEEAIHIF :
Ruijie# configure terminal

Ruijie(config)# ip dhcp snooping vlan 1-10

Ruijie(config)# end

1 : & show run 4% , JLAEERRL VLAN &FXKAE,
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DHCP Snooping

1 : HIRER VLAN [BEAFE 1~4094 SBEIA , NIIRTHEIR,

% Failed to execute command, because of “Not supported vlan range”.

2 : BIEERT VLAN MFE |, NRTEIR.

% Failed to execute command, because of “VLAN not exist”.

13.12 ip dhcp snooping vlan vlan-id information option change-vlan-to

vlan

(&40%88]

(FREEkE]

(at&at]

(RERH!]

(EAIES]

(EcE=41]

IRE option82 EIMTH EEIUAT , FEIA circuit-id FEY VLAN J93EXE VLAN,
ip dhcp snooping vlan vilan-id information option change-vlan-to vlan vlan-id

KIZIEE.
no ip dhcp snooping vlan vlan-id information option change-vlan-to vlan vlan-id

24 mR

vlan-id BB TERAY VLAN RS
IZIRERRE K.

EOfREERN

14

B ECEZ< , 2 DHCP #R3 option82 IRTRINEEFS , BALTH R , % option82 AI-FIEIN circuit-id
1B78HT VLAN 1EX9FEERT VLAN,

1 : TEEEEE DHCP BRIBSCHIRIN option82 1%EIR , EA option82 FYFEEIA circuit-id FEY VLAN4094 {&
% VLAN4093 BIBIF

Ruijie# configure terminal

Ruijie(config)# interface GigabitEthernet 0/1

Rui jie (config-if-GigabitEthernet 0/1) # ip dhcp snooping vlan 4094 information option change—vlan—to vlan
4093
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(IR=ER]

(FR#ER]

((F&iRA]

13.13 ip

DHCP Snooping

Rui jie (config-if-GigabitEthernet 0/1) # end

1: {#F show run @< , AILABENRERETE.

1 : FHISERT VLAN RMFTE , NRTREEIR.

% Failed to execute command, because of “VLAN not exist”.

dhcp snooping vian vlan-id information option format-type

circuit-id string

€50k

(REERE]

(a<tE=]

(ErER5!]

(ERES

(=S|

IRE option82 LKL T FRARZURY , F%EI circuit-id AP BEEXAIAE (FiESzlA ASCI) FitiTHA.

ip dhcp snooping vlan vian-id information option format-type circuit-id string ascii-string

ESEilidvi

no ip dhcp snooping vlan vlan-id information option format-type circuit-id string ascii-string

2 A

vlan-id DHCP iERIRICFTTE VLAN
ascii-string Circuit ID B ERIBAFEENHNAS
ZINBEIRE X,

EOBCEER

14

BEECEIZE< , &5 DHCP 23 option82 IEIRINEERS , BT &Y , 4§ option82 RIFIEIN circuit-id
RBRENBEXAR. ZABTHKE 3 & 63 FHAIFFFER,

1: TEZEESE DHCP iERIBSZHINN options2 1515 , EH option82 BIFI%EIR circuit-id PIZSA port-name
AIBIF

Ruijie# configure terminal

Ruijie(config)# interface GigabitEthernet 0/1

Ruijie(config-if-GigabitEthernet 0/1)# ip dhcp snooping vlan 4094 information option format—type
circuit—id string port—name

Ruijie(config—if-GigabitEthernet 0/1)# end
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(FR#ER]
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DHCP Snooping

1: {#F show run @< , AILABEENRERETE.

1 : FHIEERT VLAN RMFTE , NIRTREEIR.

% Failed to execute command, because of “VLAN not exist”.

2 . EIEENBENFHFEARZ 3 B 63 MFFF , NIRTHEIR,

% Failed to execute command, because of “Circuit—ID string must be 3 to 63 characters”

13.14 ip dhcp snooping vlan max-user

€50k

(REERE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(#623075i%]

RERM LIS vian TRAIFERRISSERF .

ip dhcp snooping vlan vlan-word max-user user-number

ESEilidvi

no ip dhcp snooping vlan vlan-word max-user user-number

2% iR

vlan-word IHEEERAY vian SEE
user-number IFRKEFEHE
ZINREERE KA.

EOBSEN

14

BIECEZA<S FEETEOM VLAN RURERFIRT ECSEMNAIMEHRINGY I LGB L& DHCP
RLERIER.

1: TEEESEAEED 1 /9 VLAN 1~10 & VLAN 20 FEFESERFEERE , 211 30 MNP -
Ruijie# configure terminal

Ruijie(config)# interface GigabitEthernet 0/1

Ruijie(config-if-GigabitEthernet 0/1)# ip dhcp snooping vlan 1-10, 20 max-—user 30
Ruijie(config-if-GigabitEthernet 0/1)# end

1: {#F show run @< , AILABEREREHE.

13-13



=
<
N
aft

(IR=ER]

(FR#ER]

(SFEaiia]

DHCP Snooping

1 : #4209 DHCP snooping TRUST [0 , MRREEIR,
% Failed to execute command, because of “Security configuration conflict in interface GigabitEthernet

0/1”.

2 : HIEEENO VLAN LECEEMRIFERAT o< PEENGEABIE , NRRER.

% Failed to execute command, because of “New max address number little more than the current”.

13.15 renew ip dhcp snooping database

€501

(REERE]

(a<tE=]

(ErER5]

(ERES

(EcEZ41]

(#23075i%]

({E~ER]

(EREiR]

(R

FthiB=a1 flash PRIEESA DHCP Snooping 48EXUERE.

renew ip dhcp snooping database

28 fik
FUET
14

BITHRITIEARS | FTLASERTIS flash USRS DHCP Snooping #UEREH.

O HPamdpeieTamnsg.
O WA EAHEEY R EAGITE,

1 : TEEE flash SHEESN DHCP Snooping #UEEFRIFIF

Ruijie#t renew ip dhcp snooping database

1 : {EF#p< show ip dhcp snooping binding , ILABEFIEREESA.
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13.16 show ip dhcp snooping

(S4urER]

(a<tE=]

(ErER5]

(ERES

(EcEZ41]

(IR~ER1

(@GR

DHCP Snooping

ZHE DHCP Snooping HRIKECEIRRN | FEARUEIU FHATLLGR S,

show ip dhcp snooping

24 fk
FARUETL
14

HATLEER<S | FILAEE 2381 DHCP Snooping RIECETRI.

1 : MEZEEEZRI DHCP Snooping BEtEfE5AIGIF :

Ruijie# show ip dhcp snooping
Switch DHCP snooping status

DHCP snooping Verification of hwaddr status

DHCP snooping database write—delay time
DHCP snooping option 82 status
DHCP snooping Support bootp bind status

Interface

GigabitEthernet 0/4
Default
FERARRE -
FER
Switch DHCP snooping status
Verification of hwaddr field status
DHCP snooping database write-delay time
DHCP snooping option 82 status
DHCP snooping Support Bootp bind status
Interface
Trusted
Rate limit

13-15

ENABLE
DISABLE
0 seconds
DISABLE
DISABLE

Trusted Rate limit (pps)

YES unlimited
No

WiBH

R#HILS5 DHCP Snooping IHEERETTE.
DHCP snooping 3&3ZR mac fEFF IR,
TERYS flash AIBTTR)EIRR.

RETE DHCP i53KIRXHINN option82 11,
E5¥TFH DHCP Snooping 3735 Bootp 48EINEE.
EOSBWR.

ZIEOEAR TRUST .

1Z$Z /Y DHCP R XPRIE(E
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DHCP Snooping

13.17 show ip dhcp snooping binding

(S4urER]

(a<tE=]

(ErER5]

(ERES

(EcEZ41]

({E~ER]

(@R 2))

&% DHCP Snooping #iEEFTHIAFER.
show ip dhcp snooping binding

24 fk
FARUETL
14

HiTt®<S |, LIEE SR DHCP Snooping #iREFATENEFER.

1: TERRRGIF :
Ruijie# show ip dhcp snooping binding

Total number of bindings: 1

NO. MACADDRESS TPADDRESS LEASE (SEC) TYPE VLAN INTERFACE
1 0000. 0000. 0001 1.1.1. 1 78128 dhcp—snooping 1 GigabitEthernet 0/1
FERARRE -
TR WA
Total number of bindings 248 DHCP Snooping Binding #iEZEF4SERITEL
NO. ERFS
MacAddress FBF MAC ik,
IpAddress FBF IP ittt
Lease(sec) 1ICRIELATE],
Type DRI,
VLAN FBFFfT/E VLAN,
Interface FRPEERO , B8RO
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14 ARP Check

we YEFS
arp-check T2 ARP IRMIEHE.
show interface arp-check list BEEOTEFRERIAY ARP Check RIA,

14.1 arp-check

FFiE ARP #RIHGE,
arp-check

KA ARP R E.

no arp-check

(S8RBE] 28 fik

[BR&ECE] X ARP Check L&
[iER] BEOESEX
[FREga] 14
(EFRIES TRIEL SN BERINSEZAPEETEENA ARP ITEER |, SLIIXMZPRIIEE ARP IRSCHNITE.
[Ee&E2] TEEEEO GigabitEthernet 0/1 EFFFE ARP Check HIfFIF :
Ruijie# configure terminal
Ruijie(config)# interface GigabitEthernet 0/1
Ruijie (config—if-GigabitEthernet 0/1)## arp—check
Ruijie(config-if-GigabitEthernet 0/1)## end
[#836755%] 1 : {EFA show interface arp-check list #5% , AL B EREO FLFRAE ARP Check IR,
[ ER]
[ERER]

(@R 2))
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14.2 show interface arp-check list

(S4ER]

(a<tE=]

(ErER5]

(ERES

(EcEZ41]

(IR~ER1

(@R 2))

BEEOTERRAERAY ARP Check RIA,

show interface [ interface-type interface-number ] arp-check list

S U
interface-type EOEE
interface-number EORS ;

AR

14

PTtER<S |, ATLIEE SR P RIS e SR E R BB,

TEHEER6F

Ruijie(config)#show interface arp—check list

INTERFACE SENDER MAC  SENDER IP POLICY SOURCE
GigabitEthernet 0/1 00D0. F800. 0003  192.168.1.3 address—bind
GigabitEthernet 0/1 00D0. F800. 0001  192.168.1.1 port-security

GigabitEthernet 0/4 192.168. 1.3

port—security

GigabitEthernet 0/5 00D0. F800. 0003 192.168. 1.3 address-bind
GigabitEthernet 0/7 00D0. F800. 0006 192. 168. 1. 6 AAA ip-auth-mode
GigabitEthernet 0/8 00D0. F800. 0007 192.168. 1.7 GSN
FERRRE .

TR 18R

INTERFACE BEOZRR

SENDER MAC B MAC it

SENDER IP 8 IP itk

POLICY SOURCE ICREIR

14-2
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15 DAI

e YEF8

ip arp inspection trust BECE_Rim79 DAI Bl{EEA,

ip arp inspection vlan EtE VLAN J3FE DAI ThgE,

show ip arp inspection vlan /R VLAN EEFTFF DAl 1 EINEE,
show ip arp inspection interface BEROSEEEMINEERE.

15.1ip arp inspection trust

BCE—Rix[J9 DAl BIfE(EN.
ip arp inspection trust

BB 2RO DAl RalfEEO.
no ip arp inspection trust

(5805881 S8 1

[

(RERE] RALTAEERES.

(<]  FOEREEN

(Raksl] 14

(EAIES] AFTEEEMEOWEIR ARP IRXTHMAE DAl FIRER , ATLUSIZIENREMZEIIRE | /i)
AEENBEIEOKEIN ARP IR , BIIIE2&81E/,

(BeE=]  LATRIBCEGIF | 1 gigabitEthernet 0/19 BEMNREMZEIT
Ruijie# configure terminal
Ruijie(config)# interface gigabitEthernet 0/19
Rui jie (config-if-GigabitEthernet 0/19)# ip arp inspection trust
Rui jie (config-if-GigabitEthernet 0/19)# end
[#836755%] 1 : {EFA show ip arp inspection interface % , I BEEHOSBE BRI,

(IR~ER1

(EREiR]
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15.2 ip arp inspection vlan

€50k

((REERE]

(a<tE=]

(ErER5]

(ERES

(EcE=41]

(#23075i%]

(IR~ER]

(EREiR]

(@R 2))

& VLAN S DAI THRE,

ip arp inspection vlan { vlan-id | word }

BCE VLAN X4 DAI TEE.
no ip arp inspection vlan { vlan-id | word }

S8 R
vlan-id EXrvlan fFS , BUESEEN 1~-4094,
word vlan SEEI=&E , #0 1,3-5,7,9-11

FTE VLAN _EXiF) DAl RS EINRE.

EREERN

14

B SRIEER | BtHERH ARP-Check IHEE.

A F3E VLAN LAr A 3 0 - 5 ARP 4%, $4 o DHCP Snooping TRUST o i, RA#EED
LB BALAT R AT AN,

PUTFELE , HEE VLAN 1 _HiEIKEIE ARP B3,

Ruijie# configure terminal
Ruijie(config)# ip arp inspection
Ruijie(config)# ip arp inspection vlan 1

Ruijie(config)# end

1 : {§H show ip arp inspection vlan &% , BJLARE7= VLAN &7 DAl 18 EIN8E,
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15.3 show ip arp inspection vilan

£7R VLAN 2&BFTFF DAl 1S EINEE.

show ip arp inspection vlan [ vian-id | word ]

(280iBE] S fiEA
vlan-id
word
[BStER]  FUER
(REFHI] 14
(EFRES FERZMSHEERE LA VLAN Y DA FFX,
(BcE=FI] 1 : EFFE VLAN B DAL FFX
Ruijie# show ip arp inspection vlan
Vlan Configuration
1 Active
FERMRRR
TR
Vian
Configuration
("~ ER]
[F&3BE]

15.4 show ip arp inspection interface

BERRARSEERINETRE.

show ip arp inspection interface

(28] S8

(a<E] RS
(RERBI] 14

15-3
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Frvian /S, BUESBE 1~4094,
vian SEEIZFTE |, 30 1,3-5,7,9-11
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(ERES]

(=3

(ErER]

(GE=yL2)

ERiZGSTUERRE LRROEREERM DAl FEO.

1 : EEARHRY DA EERE :

Rui jie#tshow ip arp inspection interface

Interface Trust State

GigabitEthernet 0/1
GigabitEthernet 0/2
GigabitEthernet 0/3
GigabitEthernet 0/4
Default
FERIARE

FE

Interface

Trust State

Untrusted
Untrusted
Untrusted
Untrusted

Untrusted

15-4
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IP Source Guard

16 IP Source Guard

e YEF8

ip source binding £ P Rt S ESIEEPRIBRSEAER.
ip verify source FIFFEEO _ERY IP Source Guard I8E,

ip verify source exclude-vlan fEEEEO L IP Source Guard B9f5I4h VLAN
show ip source binding BE P RIS EEIERERIER.

show ip verify source &ZE IP Source Guard FIFISEZRIA,

16.1 ip source binding

£ 1P Etb S ESIR AR S B ER.

ip source binding mac-address vlan vlan-id ip-address { interface interface-id | ip-mac | ip-only }

BRI R AIERS .

no ip source binding mac-address vlan vlan-id ip-address { interface interface-id | ip-mac | ip-only}

(8u5BE] 5% R
mac-address FRSANINAYFFRY MAC Sk,
vlan-id FSANINAYAFRY vian id,
ip-address A INRYAEFRY 1P ik,
interface-id B SANINRY AP P ERY .
ip-mac £ BYPERIZRELS IP+MAC 4B7E,
ip-only 2REPERIZEELAN 1P 455%E.

(REEE] IREMHMEEFHFSHAFRbIL,
(<] =REEEN
(Raksl] 14

(ERES] BB H ST LIRS @ IP Source Guard RGN , REZEIET DHCP AR T4 —ixHl.

1:
2 1 R57FME 2 B O AP O EEBixan<SitTEE. EthSEnRSHRERM.
3 : ALIBNEESRERFICR | (HEHROBFALMEREZMO L' IP Source Guard A&,

O —FREGHRRRELZEED LEHK, R2ELHEANLR.
O HRWRA PR, MRS FE LTI AL,

(BeE241] 1: THERRERE—MSHFEIRO 18961F
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Ruijie# configure terminal
Ruijie(config)# ip source binding 0000. 0000. 0001 vlan 1 1.1.1.1 interface GigabitEthernet 0/1

Ruijie(config)# end

2 TERRE—HSHEPEEFERERE , FEILEREE IP+MAC $5ERIBIF :
Ruijie# configure terminal
Ruijie(config)# ip source binding 0000.0000. 0001 vlan 1 1.1.1.1 ip—mac

Ruijie(config)# end

3: THRRE—HSHPEEFBEEIRER  HEIFIEEEZENR 1P 8ErfF :
Ruijie# configure terminal
Ruijie(config)# ip source binding 0000. 0000. 0001 vlan 1 1.1.1.1 ip-only

Ruijie(config)# end
[#836755%] 1 : {EFA show ip source binding 73 , BILAEE P RN SPEEURRE,
[B=EE] 1 {FEAno mdiRERSHRER  MANSHSZRRENNSEA— . WIRRER.

% Failed to execute command, because of “No such binding entry

[mac 0000.0000.0001 ip 1.1.1.1 vlan 2 interface GLOBAL]".

2 ERBERFICSRAT , E8AR VLAN HREE |, MRRER,

% Failed to execute command, because of “VLAN 4094 not exist”.

3 : BEEMFICRA , ERAEOAR_ERIRORER AP O, URREIR.

% Failed to execute command, because of “Interface name is not switch port”.

(BER] -

(@R L2)

16.2 ip verify source

¥TFHEO LAY IP Source Guard IHEE,
ip verify source [ port-security ]

KO ERY IP Source Guard IHgE,
no ip verify source

(5805E] 2% A
port-security EZE IP Source Guard IHBEHHTET IP+MAC #&illl,
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(@R 2))

IP Source Guard

IZIIRERRE K.

EOREERI

14

1 BidiZa<SFIFHEOR IP Source Guard I08E , SJLASEEF#TET IP A9 |, siE i TETF IP+MAC B9
3,
2 NSHE 2 B3SO AP O L EiZar<. HAEAREO DBE SR,

A\ BFTH4L % IP Source Gourd 3 R H #i#Y & ik I 7 48 & & T DHCP Snooping 5 /| P # A B . %4
o FAXAXFF B T IP Source Gourd H ik, 122 X ABESRHKERR, 2 FHEEINZHEOWAF LEL
WAL %o

1: FTEZESEEO 1 £ IP Source Guard THAE , (SHEFEITET IP &N
Ruijie# configure terminal

Ruijie(config)# interface GigabitEthernet 0/1

Ruijie (config—if-GigabitEthernet 0/1)# ip verify source

Ruijie(config—if)# end

2 TEEESEEO 2 LAY IP Source Guard ThaE , STRF#HTET IP+MAC A&
Ruijie# configure terminal

Ruijie(config)# interface GigabitEthernet 0/2

Ruijie (config—if-GigabitEthernet 0/2)# ip verify source port—security
Ruijie(config—if)# end

1 : {#F3 show ip source binding 45 , BJLAZEZE IP Source Guard FAFITEERIA,
2 : A show run @< , AILAEEGSERERERN.

1 : 3NERAE DHCP SR L#(E , MIRmEiR.

% Failed to execute command, because of “Security configuration conflict in interface name”.

1 : F7F/3 IP Source Gourd , TIAEE&RIEZRFICRAIKR.

16.3 Ip verify source exclude-vlan

¥ 387 IP Source Guard B4 VLAN IHEE,
ip verify source exclude-vlan vlan-id
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(FREiE]

(A <tE=]

(ERERH!]

(ERES

(EcEZ41]

(#623075%]

(IR=ER]

(ERER]

((F&iRA]

IP Source Guard

B3O _E 1P Source Guard B9fI5h VLAN ThaE,
no ip verify source exclude-vlan vian-id

S8 fak

vlan-id A0 E 1P Source Guard #Z4#I#9 vian id
IZIRETRE X,

EORERN

14

1 : 350 IP Source Guard f9iEO L , BIdiZa<SHLURHEIZIZOAIRELE VLAN <5 IP Source Guard 124! ,
IXLE VLAN SEEINAY IP IR A BN EMmE R RN T.
2 1 $#O EX) IP Source Guard 5 , I8ERIFISM VLAN B4 B 5hiER.

A\ o Tk IP Source Guard 7 7T 445 % 5k VLAN.

1: TEZEEREO 1 EAY IP Source Guard IHEEFHEEHISH VLAN :
Ruijie# configure terminal

Ruijie(config)# interface GigabitEthernet 0/1
Ruijie(config-if-GigabitEthernet 0/1)# ip verify source

Ruijie (config—if-GigabitEthernet 0/1)# ip verify exclude-vlan 1
Ruijie(config-if)# end

1: §EH show run &% , AL BEGSEAEENRD.

1 : /3 IP Source Gourd , MIAEERIEZRFICRAIKR.

16.4 show ip source binding

BE P R ERIERERER.
show ip source binding [ ip-address ] [ mac-address ] [ dhcp-snooping ] [ static ] [ vlan vlan-id ]

[ interface interface-id ]
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(S40EE ]

(A <tEx]

(ERERH!]

(ERES]

(EcE =]

(IR=ER]

((F&iRA]

B8
ip-address
mac-address
dhcp-snooping
static

vlan-id

interface-id

RS

14

%

TR ip RIABFSERER
TR mac IRFSPERER ;
ETRNSHEPNEESR ;
ETrHSHPNSERER
TR vian BIABFPEERER. |
SR REEONBEFPEES.

HTt A< | ATLIEE LA P RIS ESIEEN R E BN,

1: TERERAF :

Ruijie# show ip source binding static

Rui jie#ishow ip source binding static

IP Source Guard

NO.  MACADDRESS IPADDRESS LEASE (SEC)  TYPE VLAN  INTERFACE
1 0001. 0002. 0001 1.2.3.2 Infinite Static 1 Global
2 0001. 0002. 0002 1.2.3.3 Infinite Static 1 GigabitEthernet 0/5
3 0001. 0002. 0003 1.2.3.4 Infinite Static 1 Global
4 0001. 0002. 0004 1.2.3.5 Infinite Static 1 Global
Total number of bindings: 4
FERMRRE -

TR 18R

NO. CRFS

MACADDRESS FAF MAC itk

IPADDRESS FBF IP it

LEASE(SEC) ICRTALIATE

TYPE ICRFEE

VLAN FPFPFrE VLAN

INTERFACE BEOZRR

Total number of bindings
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16.5 show ip verify source

(S4urER]

(a<tE=]

(ErER5]

(EREES]

(EcEE]

&E IP Source Guard FAFITEERIA,

show ip verify source [ interface interface-id ]

S A

interface-id B Rz OR RIS ERDTT
LT Y

14

IP Source Guard

PATIEE<S  JLAEE AT 1P RHBIEREAFICRAVERIER. Bal IP Source Guard SHFHIICTIRSEIEMN

T

® |Inactive-restrict-off , 4FEICRETEREOIREFFE IP Source Guard IhEE.

®  Inactive-system-error , HFRFHIR , TiXEHEN AP ICREERAITIERIT,
® Active , #PERIHEFICREIIMANT ERIMEEERL.

1: TERERAF :

Ruijie # show ip verify source

NO. INTERFACE FILTERTYPE FILTERSTATUS TPADDRESS MACADDRESS

VLAN TYPE

1 Global IP+MAC Inactive—-system—error 192.168.0.127 0001.0002. 0003 1
Static

2 GigabitEthernet 0/5 TP-ONLY Active 1.2.3.4 0001.0002. 0004 1
DHCP—Snooping

3 Global TP-ONLY Active 1.2.3.7 0001.0002. 0007 1
Static

4 Global TP+MAC Active 1.2.3.6 0001. 0002. 0006 1
Static

5 GigabitEthernet 0/1 UNSET Inactive-restrict—off 1.2.3.9 0001. 0002. 0009 1
DHCP-Snooping

6 GigabitEthernet 0/5 IP-ONLY Active Deny—All

Total number of bindings: 6
FRERARRE -
FE 5iEA
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NO.
INTERFACE
FILTERTYPE
FILTERSTATUS
IPADDRESS
MACADDRESS
VLAN

TYPE

16-7

iERFS

IP Source Guard

AP ERR

LB SR

AR
Vi

FF P itk
FHF MAC itttk
FFFrE VLAN

e

BeEER

£#E DHCP Snooping ThAS4EREBHE



WYSE
17 BaI< ARP HXIR
we 1EF
anti-arp-spoofing ip BB arp Hi3R
show anti-arp-spoofing BRFEZEOTAIBEM X arp EIREE
17.1 anti-arp-spoofing ip
REHRX arp BRI,
anti-arp-spoofing ip ip-address
HBREA < arp ERYR.
no anti-arp-spoofing ip ip-address
[(2%uREA] S R
ip-address RJ% P Stttk
[(BREERE] ZIEERRaRER
[mSiEx] EOESEER
(Bragk5] 14
(EFEES 1, ZpSNEERMX arp B3R , 5/ show anti-arp-spoofing S ERIRE.
2. B IEORE.
[EEEZHFI] 1 RERKK arp HURIIEE.
Ruijie(config)#interface fastEthernet 0/1
Ruijie(config—if)#anti—arp—spoofing ip 192. 168. 1.1
[#€368755%] show run BEEE , FEERENGS.
show anti-arp-spoofing 7O THIFEMX arp BREE.
[IB~ER]
[E5EIR]
[FEi10BE]

17-1
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17.2 show anti-arp-spoofing

EATERO TRIBEMX arp FIRES.

show anti-arp-spoofing

(28] 2 fk

(<tEl]  2BER
(RERBI] 14
(EAIES] EFEEOTHERX arp HIRER

(EEZG] 1 ErETEROTRIBEMX arp HIRES

Rui jie#tshow anti-arp—spoofing

NO PORT 1P STATUS

1 Gi0/1 192.168. 1. 1 active

FERARRE -
FE&
NO
PORT
IP
STATUS

(B=ER] -

(FEaiiE]

17-2
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o EE NFPP
18 NFPP

e 1EF

arp-guard attack-threshold BLE ARP NIRRT KL

arp-guard enable BCE ARP T BT FHIETRE

arp-quard isolate-period BCE ARP HIEEE B MREaTE

arp-quard isolate-forwarding enable EERiFiEEiEAIEE

arp-guard monitored-host-limit L& ARP JITE IEHIR A ISR

arp-guard monitor-period & ARP F1I T Mizhd(al

arp-quard rate-limit BLE ARP NGB IREKE

arp-guard ratelimit-forwarding enable BCE ARP M E TR ORMRELE A PRENEE

arp-guard scan-threshold BLE ARP HIBE 2 B1HIkE:

clear nfpp arp-guard hosts Bl ARP I ISE N

clear nfpp arp-gquard scan iBRR ARP HIBIER,

clear nfpp define name hosts BREE XIS EEE.

clear nfpp dhcp-guard hosts 5% DHCP It itz

clear nfpp dhcpv6-guard hosts iBP% DHCPV6 It 5 EH

clear nfpp icmp-guard hosts B ICMP It iE

clear nfpp ip-guard hosts B IP RS ST

clear nfpp nd-guard hosts 5P ND I =2 a4

clear nfpp log iBbR NFPP HEE X

cpu-protect __ sub-interface __ {manage|protocoljroute} BREEREENR S AGIBIES L

percent

cpu-protect sub-interface {manage|protocol|route} pps ECEBMAEUR N ARETR

define BcE I B E NI TERE

define name enable BeEBE XM EE BT TEINEE

dhcp-guard attack-threshold & DHCP It BXtKE:

dhcp-quard enable BLE DHCP I B TFH TR

dhcp-guard isolate-period ElE DHCP & BMREatia

dhcp-guard monitored-host-limit BCE DHCP i SHFNRASZ I IEFHE]

dhcp-guard monitor-period BCE DHCP HiI s inf=ht A

dhcp-guard rate-limit BcE DHCP G2 BIRIEKE

dhcpv6-guard attack-threshold BitE DHCPV6 HIITH2 B BEKE

dhcpvé-guard enable BCE DHCPV6 BT FBETIRE

dhcpv6-guard monitored-host-limit BCE DHCPV6 BT ISFHIRASZ IR 141

dhcpvé-guard monitor-period BCE DHCPV6 HE i i=hTE

dhcpv6-guard rate-limit & DHCPV6 MIth 2 ERIEKE:

global-policy EeEBE MG BE TN SE imOPRIEKEF IR EKE

icmp-guard attack-threshold

ELE ICMP It BW Tk

18-1
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icmp-guard enable

icmp-guard isolate-period

icmp-guard monitored-host-limit

icmp-guard monitor-period

icmp-qguard rate-limit

icmp-guard trusted-host

ip-guard attack-threshold

ip-quard enable
ip-quard isolate-period

ip-quard monitor-period

ip-quard monitored-host-limit

ip-quard rate-limit

ip-quard scan-threshold

ip-guard trusted-host

log-buffer enable

log-buffer entries

log-buffer logs
loggin

match
monitored-host-limit

monitor-period
nd-guard attack-threshold

nd-guard enable
nd-guard rate-limit

nd-guard ratelimit-forwarding enable

nfpp
nfpp arp-quard enable

nfpp arp-quard isolate-period

nfpp arp-quard policy

nfpp arp-quard scan-threshold

nfpp define name enable

nfpp define name policy

nfpp dhcp-qguard enable

nfpp dhcp-quard isolate-period

nfpp dhcp-guard policy

nfpp dhcpv6-quard enable

nfpp dhcpv6-quard policy

nfpp icmp-guard enable

nfpp icmp-guard isolate-period

nfpp icmp-guard polic

NFPP

BE ICMP I BT IEIEE

A& ICMP T2 B FREAT

BE ICMP I SIS A S i 140

BCE ICMP I h isizad a)

BLE ICMP T2 BRIEKS

BLE ICMP I A IERIRI S

BE IP MIEEBBEKE

BE IP MIELBHTF P B5t3iThee

BE IP MG B RERE

BiE IP PG HEIEATIE)

BeE IP ISR A IR 113K

BE IP NIE 2 BREKE

BE IP MG 2Bk E

BLE IP UG A SEAIEEEN

BEREITHNERS

BCE NFPP HEEIHX AN

BeE NFPP N HEE M XEHEER RS HRANESR
L& NFPP BRI VLAN SamfEE

B & B XU ILACAIR S L8

BB B XTI SHSRIRAS iz 113

BB BE XU T iR E

BLE ND NIEE BT K

BLE ND G2 BT FH IR

BLE ND L BIREKE

BiE ND MBEE TR ORIR B R IRERIDEE

ZaS BTN nfpp BCBER.

BiE ARP R _EFTFF ARP ITEIHEE

BtE ARP K EER O _ LA ERERIREATE

BiE ARP IR _LEE B ERAIPRERK AN T K
L& ARP I TEEin O LB B BEriaKke

B & B X Ein A LI T B ERIIaIhee

B & B X Ein O LB & S EPRIPREK SN BT K %
BitE DHCP It EiR O L3 T B ERRIIL R Ihee

BitE DHCP It ER O LA B SEprREatia)

BcE DHCP JilEftin M LR ERARIPRIERK LA Tk
BitE DHCPV6 HilaEim M ¥ TS SRR ETNRE
BitE DHCPV6 IIthfEinC LEcE BEpaIBRIEKEANRTK
53

BE ICMP JITEEiR O LT B SRR S InEE

BE ICMP HiI T Ein O R &S SR AT E

BLE ICMP I Ein 1 LAt & B ERRIBRIEK AN T K&
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BREE NFPP
nfpp ip-quard enable BLE IP UG L¥THEERY 1P BramThae

nfpp ip-guard isolate-period FEE IP W Ein A LA E B E R =)

nfpp ip-guard policy BLE IP yI TR LAt E B ERRIPRIEKEABIEX S
nfpp ip-guard scan-threshold BB IP I Ein O R EREpakeE

nfpp nd-guard enable BLE ND GO LT BERaIEInse

nfpp nd-guard policy BLE ND TR LA E R EBRIPREK AT K
show nfpp arp-guard hosts BE ARP =SB EN

show nfpp arp-guard scan BE ARP HIBEHR

show nfpp arp-guard summary BE ARP MIINTEEEEE

show nfpp define hosts BEBEXIEZEEEN

show nfpp define summary BEEEEXIMKTGEEER

show nfpp define trusted-host

show nfpp dhcp-guard hosts

show nfpp dhcp-guard summary

show nfpp dhcpv6-guard hosts

show nfpp dhcpv6-quard summary

show nfpp icmp-quard hosts

show nfpp icmp-quard summary

show nfpp icmp-quard trusted-host

show nfpp ip-quard hosts

show nfpp ip-quard summary

show nfpp ip-quard trusted-host

show nfpp log
show nfpp nd-guard summary

show nfpp nd-guard hosts

trusted-host

18.1 arp-guard attack-threshold

BEEE XTI E A SR EEN
&% DHCP UGS iniE

&& DHCP MIEHEEER

&% DHCPV6 Hi = Itz E
&% DHCPV6 MR ERES

BE ICMP IR IEEEN

BE ICMP IR EER

BE ICMP A SRR EEN
BE P IREZIEEEN

BE IPHIKEREER

BE P UG AR EE
&BE NFPP HERE/ HEETXKAS
BE ND fIERERER

BE ND iEF im0

BB BE MEARRIERIRIE N

EEEERREKE , BIARSGREBIS K EAIRHR | INAFERETA.

arp-guard attack-threshold {per-src-ip | per-src-mac | per-port} pps

MFRIREKEEE | IRERIREECE.

no arp-guard attack-threshold {per-src-ip | per-src-mac | per-port}

WEREEE.

default arp-guard attack-threshold {per-src-ip | per-src-mac | per-port}

(S4uRBE] 2

per-src-ip

FEENE IP MKk,
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(FREiE]

(A <tE=t]

(EREFRH!]

(ERES

(EcEE]

(#630753i%]

(IR~ER]

(EREiR]

(GE=yL2)

per-src-mac ELEEMNE MAC Mtk &,
per-port BT MNmOR K.
pps WKk , BRSNS, BUBESEERZ(L,19999],

REEESTmEX , BhEI (EEERE) PXTr@mExXnETsiEt.

NFPP ECE1E

14

IREKEARENTBRIEKE,

NFPP

1: & ARP MILTEEBIEKE , EFIR IP WKL 2pps , ETFR MAC IE7KE 3pps, EFRimOAKEHX

£ 50pps.,
Ruijie(config)# nfpp

Ruijie(config—nfpp)# arp-guard attack—threshold per-src—ip 2
Ruijie(config—nfpp)# arp—guard attack-threshold per—src—mac 3
Ruijie(config—nfpp)# arp—guard attack-threshold per—port 50

{#5F show nfpp arp-guard summary BEEEEE

18.2 arp-guard enable

(S4rEE]

Zin S FIREBHIH ARP HUIRTEINEE.

arp-guard enable

K ARP RILEINEE.

no arp-guard enable

WEREECE.

default arp-guard enable

28 fik
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(f<tE=]

(ERERH!]

(ERES

(=3

(#623075i%]

(ErER]

(EREiR]

(EaieE]

18.3 arp-guard isolate-period

(S4rEE]

(FREEE]

(a<tE=]

(EREFRH!]

BN ARP FUIEHINREFTH.

NFPP ERE1E

14

1 : BEE=BFIFF ARP HUIREIIRE.

Ruijie(config)# nfpp

Ruijie (config—nfpp)# arp—guard enable

{#F show nfpp arp-guard summary BEEEEE.

e S kBB = BIRETE.

arp-guard isolate-period {seconds | permanent}

MRS AEE |, IERRERE.

no arp-guard isolate-period

WEREECE.

default arp-guard isolate-period

NFPP

2% A
seconds fERSRdiE) , BALER , BUESBER 0 5&[30, 86400],
permanent KAPRE,

£RIREIERNREER 0, BIARE.

NFPP BeEIRL(

14

18-5
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N

p=)
=

(ERES

(EcE%41]

(#623075i%]

(IR=ER]

(EREiR]

(SFEaiia]

1: EEE ARP N2 SRETIE/ 180 2,
Ruijie(config)# nfpp

Ruijie(config—nfpp)# arp—guard isolate—period 180

{s5F8 show nfpp arp-guard summary BEERSEE.

18.4 arp-guard isolate-forwarding enable

€50k

(REERE]

(a<tE=]

(REFRH!]

(ERES

(=S|

(#623075i%]

Zan S FKRECERITIREEATIRE | IRSRIREEE.

arp-guard isolate-forwarding enable

KAIREERIIRE.

no arp-guard isolate-forwarding enable

WEREECE.

default arp-guard isolate-forwarding enable

NFPP

24 fiik
AIAITIREEA.

NFPP BeEIRL(

14

1: BEERITIREEA.

Ruijie(config)# nfpp

Ruijie(config—nfpp)# arp—guard isolate-forwarding enable
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18.5 arp-guard monitored-host-limit

€501

(REERE]

(a<tE=]

(ErER5]

(ERES

(=S|

(#623075i%]

(IR=ER]

Zan S FARECE SUFHIR AR InfE L.

arp-guard monitored-host-limit number

MFREAR EEIHEE |, IKERRERE.

no arp-guard monitored-host-limit

WEREEE.

default arp-guard monitored-host-limit

24 fiik
number SHFHIRARZ TS, BUESBE 1 El 4294967295,

B UETEENIEEA 20000 4N,

NFPP BCEIRL(

14

INRZUSIEFHNEEEIATIEAIAR 20000 4, HATEERRIEZISEFNAIRAEBIRERM/NT 20000 , A=A
MREBNZSETY , MREITEMSE “%ERROR : The value that you configured is smaller than current
monitored hosts 20000 ( BCERIZInEFHEL ) |, please clear a part of monitored hosts.” SRIZEEEIRREC
BIREEN , FEMRRERD BERIREE.

WSSt R |, FTENAE “% NFPP_ARP_GUARD-4-SESSION_LIMIT: Attempt to exceed limit of ARP
20000 ( EcERYZISIEENEL ) monitored hosts.” 1REEEIRR,

1: BEE ARP IR A I EHECH 200 14N,
Ruijie(config)# nfpp

Ruijie(config—nfpp)# arp-guard monitored-host—limit 200

{83 show nfpp arp-guard summary BEEEREEE.
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18.6 arp-guard monitor-period

€501

(REEE]

(a<tE=]

(ErER5]

(ERES

(=S|

(#623075i%]

(IR=ER]

(FRER]

((F&i%A]

zan < KB InfEhT Al

arp-guard monitor-period seconds

MprE R AEE |, ERREEE.

no arp-guard monitor-period

WEREEE.

default arp-guard monitor-period

S iR
seconds nERTE) , BALER |, BUESEEIZ[180, 86400],

ITERRIRIERE(ER 600 7,

NFPP BCEIRL(

14

RNHKEEREHE , ANRFEERIES 0, BIEEH TR R , B AiERE, EREEETRES
LIRS EREENIEREN BB IEENREERIEGRE | HFRICERENIREE, NE
AYEIERRESATIELA 0 FOIEIR FAERE L,

RICIRBERENIFRENNT | FEREEXRONREEM | MASH TR,

1 : BeE ARP HBE AR 180 72,
Ruijie(config)# nfpp

Ruijie(config—nfpp)# arp—guard monitor—period 180

{83 show nfpp arp-guard summary BEEEREEE.
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18.7 arp-guard rate-limit

€501

(REEE]

(apt&Eat]

(RERH!]

(EAES]

(EcE=41]

(#23075i%]

({E~ER]

(EREiR]

(@R 2))

ECE2RMREKE.

arp-guard rate-limit {per-src-ip | per-src-mac | per-port} pps

MIFRPREKAECE | IERIRERE.

no arp-guard rate-limit {per-src-ip | per-src-mac | per-port}

WEREEE.

default arp-guard rate-limit {per-src-ip | per-src-mac | per-port}

S A

per-src-ip TR IP HEHEH{TRRIE,

per-src-mac SFEFNE MAC I TRRIE,

per-port SN TR,

pps PRIEZKERE , BUREIIRIE , BUESEERE[1,19999],

RERESmAX , BAS (BEfEmR) PXTmBXfEDEe. .

NFPP ECEHE

14

1 BB ARP MIHERREKE: , EFIR 1P PREZKE 2pps , BT IR MAC BRIE/KE 3pps BT IRIHFRIZEK
£ 50pps.,

Ruijie(config)# nfpp

Ruijie(config—nfpp)# arp—guard rate-limit per—src-ip 2

Ruijie(config—nfpp)# arp-guard rate-limit per—src-mac 3

Ruijie(config—nfpp)# arp-guard rate—limit per—port 50

{&8F show nfpp arp-guard summary EEEEER.

18-9




=
&
W

=

18.8 arp-guard ratelimit-forwarding enable

€501

(REEE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(#623075%]

(IR=ER]

(FRER]

((F&iRA]

EcE ARP MINEE T in ORIREEAIREINRE | IREZIREECE.

arp-guard ratelimit-forwarding enable

KRB R PRETIRE.

no arp-guard ratelimit-forwarding enable

WEREEE.

default arp-guard ratelimit-forwarding enable

NFPP

24 ftik

REFTHET iR D RIFRRE A PRIEINEE.

NFPP BCEIRT(

14

1: BER ARP MIEE T IR ARIREE R IRERIIEE.
Ruijie(config)# nfpp

Ruijie(config—nfpp)# arp—guard ratelimit-forwarding enable

18.9 arp-guard scan-threshold

EcE= Rk,

arp-guard scan-threshold pkt-cnt

HFFAEKEEE | IESRRERE.
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(FREiE]

(apt&Eat]

(ERERH!]

(ERES]

(EcEE]

(#2375i%]

(IR=ER]

(EREiR]

(FEaiiE]

no arp-guard scan-threshold

IREREECE.

default arp-guard scan-threshold

NFPP

24 ik
pkt-cnt HiKE(E | BAUREIREL , BEEERIL,19999].

REIKESTREX | BASIFRERERSSE. HESBAZ 107,

NFPP ECEE

14

WMER 10 PP RIRT M ER B TR G NALE ARP IRX |, SEIREIR MAC HIEEETR IP HIEZSY | SR HEERE
B MAC HEHEFDE 1P ittt EE T BAR 1P HEEARMTES |, St E i igEe.

1 : & ARP IR 217K/ 20pps.

Ruijie(config)# nfpp

Ruijie(config—nfpp)# arp-guard scan—threshold 20

{&8F show nfpp arp-guard summary EEEEER.

18.10 clear nfpp arp-guard hosts

(S4rEE]

EREIREEN , NRENEIRE , FEEREE.

clear nfpp arp-guard hosts [vlan vid] [interface interface-id] [ip-address | mac-address]

2 A

vid s VSICTEN
interface-id Im &R,
ip-address IP bk,
mac-address MAC Bk,
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SO5%E NFPP

p=)
=

(f<Ez(] U
(RERBI] 14
(ERES

[BCE=SH] 1 :3EVLAN 18O g 0/1 Y ARP HILTE N ARIRFRES.

Ruijie# clear nfpp arp—guard hosts vlan 1 interface g0/1
[(#*~ER]

(EaieE]

18.11 clear nfpp arp-guard scan

iBPR ARP 13f#5R,
clear nfpp arp-guard scan

(S8uRBE] | 2% ftik

[(HOER] s
(Ema)] 14
[ERIES

(EeEZ4I]  1: 5k ARP UINEAYMEE.

Ruijie# clear nfpp arp—guard scan
[(#"~ER]

((F&iRA]

18.12 clear nfpp define name hosts

SREEEEY  IRENRIREE  FERRES.

clear nfpp define name hosts [vlan vid] [interface interface-id] [ip-address] [mac-address] [ipv6-address]

(28uRBE] | 2% fik
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(ErER5]

(ERES

(EcEZ41]

(IR~ER]

(GZ=y2))

NFPP
name BEXINIEREER,
vid EEIENS,
interface-id IHOFR,
ip-address IP itbiit,
mac-address MAC bk,
ipv6-address IPv6 H#BiIE,
BUR
14

RAHSE , FabnzBEENX DK FrEREIEN.

1: /ERREENZEE tep Y VLAN 1m0 g 0/1 RISZESIERIEA,
Ruijiett clear nfpp define tcp hosts vlan 1 interface g 0/1

18.13 clear nfpp dhcp-guard hosts

(€D

(a<tE=]

(REFRH!]

(ERES

(=S|

(IR=ER]

SFRAEF | BMERF AR,

clear nfpp dhcp-guard hosts [vlan vid] [interface interface-id] [mac-address]

28 A

vid EIEEMNS.
interface-id IHOABTR.
mac-address MAC ik,
R

14

WRATEH  RnsRERREEIIAN.

1: 8 VLAN 1% g 0/1 B9 DHCP it i#bRIR .
Ruijie#t clear nfpp dhcp—guard hosts vlan 1 interface g0/1

18-13




£
e
N
Ul

((F&iRA]

18.14 clear nfpp dhcp-guard hosts

(S4urER]

(apt&Eat]

(ERERH!]

(ERES]

(EcE =]

(IR=ER]

(@R L2)

iBFRAEF | BMERFAEERIRE.

clear nfpp dhcp-guard hosts [vlan vid] [interface interface-id] [mac-address]

NFPP

S8 )

vid RIS,

interface-id ImHEFR.

mac-address MAC bk,

UL

14

MERATHSH , TNERFBEHEENER.

1: 18 VLAN 1 %0 g 0/1 BY DHCP AP RIRIEE.
Ruijie#t clear nfpp dhcp—guard hosts vlan 1 interface g0/1

18.15 clear nfpp dhcpv6-guard hosts

(S4rEE]

(a<tE=]

(ErER5]

iSFRAEF | BMERFAERRIRE.

clear nfpp dhcpv6-guard hosts [vlan vid] [interface interface-id] [mac-address]

S8 iR

vid ERENS
interface-id IHOFFR
mac-address MAC itbtit
BURS

14
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(EREES] WRAHEH, FRERITEHIREREI.

(EEE24I] 1 :48VLAN 1ig[ g 0/1 Y DHCPv6 Hilt: bR,
Ruijie# clear nfpp dhcpv6-guard hosts vlan 1 interface g0/1

NFPP

(IR=ER]

(@E= )

18.16 clear nfpp icmp-guard hosts

BRI EEN  MRENEIRE , FEEREE.

clear nfpp icmp-guard hosts [vlan vid] [interface interface-id] [ip-address]

(580%8E] | &% A
vid AR S
interface-id IR FR,
ip-address IP ik,

(ptE]  BHUER
(Raksl] 14
(ERES] WRFHSH , FREMRETEHEEE.

(EcEZ1]  1:78FR VLAN 13w g 0/1 A9 ICMP HUIREZ iz F.

Ruijie# clear nfpp icmp—guard hosts vlan 1 interface g 0/1
[fE=ER]

(@R 2))

18.17 clear nfpp ip-guard hosts

ERZIREEN , NRENEIRE , FEERREE.

clear nfpp ip-guard hosts [vlan vid] [interface interface-id] [ip-address]

[(28u%E] | 2% fiik
vid EHEENS.
interface-id IHOAFR,
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ip-address IP itbiit,

(fE]  S5UE
(RE%RBI] 14
(ERES] WRAHESH, FTRERITEHREEE.

(EeE#4I]  1:#BVLAN 1w g 0/1 A9 IP RGN AERRRE.

Ruijie# clear nfpp ip—guard hosts vlan 1 interface g0/1
[(1#R~ER]

(FEaiiE]

18.18 clear nfpp nd-guard hosts

iSRRI, NREVEREHIRIE | FEMEIRIRE,

clear nfpp nd-guard hosts [vlan vid] [interface interface-id]

(S#i788] | &3 35
vid EIRENE.
interface-id RO,

(tE]  FUEX
(Raksl] 14
(ERES] WRFHSH , FRERETEHREEE.

(EEEZHI]  1: B VLAN 13w g 0/1 B9 IP UG EHVERRIRE.

Ruijie# clear nfpp nd-guard hosts vlan 1 interface g0/1
[ ER]

(@R 2))

18.19 clear nfpp log

5% NFPP HEE M,
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clear nfpp log

(S8uBE] | &8 33

[

(f<Ez(] U

(Brakal] 14

(ERIES

(ECEZHI]  1:i5= NFPP IIHTEHKX,
Ruijie# clear nfpp log

(ErER]

(EaieE]

18.20 cpu-protect sub-interface {manage|protocol|route} percent

1z < kB E MR S AT IRTE S L.

cpu-protect sub-interface {manage|protocol|route} percent percent_vaule

MR EFPE RS S A IR B St E | IS EIREEE

no cpu-protect sub-interface {manage|protocol|route} percent

WEREEE

default cpu-protect sub-interface {manage|protocol|route} percent

(5805BA] | &% b
percent_vaule Bt BUESEER 1 2 30,

(REECE]  EE(Manage) SRZFXBEDLELS 30,
k3R (Route) HABERITX B DL 25,
1Y 3E(Protocol) HABEIFXEI LS 45,
(RR]  =BERERD

(Raksl] 14
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(ERES

(=3

(#623075i%]

(IR=ER]

(EREiR]

(SFEaiia]

1: REEEXRXOBREPXESEA 60,

Ruijie(config)# cpu—protect sub—interface manage percent 30

18.21 cpu-protect sub-interface {manage|protocol|route} pps

€50k

(REERE]

(a<tE=]

(REFRH!]

(ERES

(=S|

(#623075i%]

Zap < FARE B BRI AR E T .
cpu-protect sub-interface {manage|protocol|route} pps pps_vaule

Hpr MR AR E T RS | REEIRERE.
no cpu-protect sub-interface {manage|protocol|route} pps

WEREECE.

default cpu-protect sub-interface {manage|protocol|route} pps

NFPP

24 fiik
pps_vaule PRIZEZKE: , BB REIMRICE , BYESBERZ 1-100000.

REEESTmEX  BhEI (BEER) FXTmBXnETsiEt.

£REERN

14

1 EEEEEKRSGRETEE /Y 2000pps,

Ruijie(config)# cpu—protect sub—interface manage pps 2000

18-18




NFPP

[~ EE]
[EN5EIR]
[FEixBE]
18.22 define
Zan SRR E MR,
define name
IR EE XIS,
no define name
REHERE.
default define name
[2805%BE] | 288 iR
name BEMAIIESRBIETR,
[(HrEEE]
[@di&=(] NFPP ECE1ER
[ERER5] 14
(ERES RlEFEE IR TEEE,
[ECE =51 LR B E M tep
Ruijie(config)# nfpp
Rui jie (config-nfpp)# define tcp
Ruijie (config—nfpp—define) #
[#%75;%]  {&F show nfpp define summary name EEER&E(EE.
[IB~ER]
[E5EIR]
[FEi1RBE]
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18.23 define name enable

€501

(REEE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(#623075%]

(IR=ER]

(FRER]

((F&iRA]

zan SR ERBITIE B E X SEHRIEINRE.

define name enable

KABEE N BN BEIRE.

no define name enable

WEREEE.

default define name enable

NFPP

24 ftik
name B XAIMBEEERTR.

KB E S RBEMBEINRE.

NFPP BCEET

14

WRBEE T match | rate-limit F] attack-threshold 2 /5 , BLEAREEX
1 : BEEBEXNBIE tcp £BFBERENIRE.

Ruijie(config)# nfpp

Rui jie (config-nfpp)#define tcp enable

{58 show nfpp define summary BEEREER.

18.24 dhcp-guard attack-threshold

dhcp-guard attack-threshold { per-src-mac | per-port} pps

R EKEEE | SRR ERE.

18-20
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(S40iE]

(REERE]

(a<tE=]

(ErER5]

(ERES

(EcEZ41]

(#23075%]

(IR=ER]

(ERER]

(GZ=3Z))

no dhcp-guard attack-threshold { per-src-mac | per-port}

WEREECE.

default dhcp-guard attack-threshold { per-src-mac | per-port}

NFPP

S R

per-src-mac ELEEMNE MAC Mtk &,

per-port BeES NmORNTKE,

pps WiEks , BREMRE , BUESEERZ[1,19999),

REEESTmEX  BhEI (EEER) HXTrmBXnETsiEt.

NFPP BCEIRT(

14

1 : EcE DHCP MIE R EKE: , TR MAC IdHKE 15pps, BT IRin K&K 200pps.
Ruijie(config)# nfpp

Ruijie(config—nfpp)# dhcp-guard attack-threshold per—src—mac 15

Ruijie(config—nfpp)# dhcp-guard attack-threshold per—port 200

{§8F3 show nfpp dhcp-guard summary BEEEEER

18.25 dhcp-guard enable

1%ap < FISkFTHF DHCP FIREEINRE.
dhcp-guard enable

Xi#) DHCP I EIhRE

no dhcp-guard enable

WERERE
default dhcp-guard enable
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(S8R ]

(FREiE]

(A <tE=]

(ERERH!]

(ERES]

(EcE =]

(#623075i%]

(ErER]

(EREiR]

(@R L2)

NFPP

IHZEEE DHCP IEH X , RASFEX.

NFPP ECEE

14

1 : EcE£/B¥77F DHCP EHIIRE.

Ruijie(config)# nfpp

Ruijie (config—nfpp)# dhcp—guard enable

{#F show nfpp dhcp-guard summary BEEEEE

18.26 dhcp-guard isolate-period

(S4REE]

(FREEkE]

e S kBB = BIRETE.

dhcp-guard isolate-period {seconds | permanent}

MEFREAIAEE | IERRERE.

no dhcp-guard isolate-period

WEREEE.

default dhcp-guard isolate-period

S8 iR
seconds fREATE , BAER , BUESEER 0 i &(30, 86400] , 0 R-ARE.
permanent KABE.

£RIREIENREER 0, BIREE.
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(A <tE=]

(ERERH!]

(ERES

(=3

(#623075i%]

(ErER]

(EREiR]

(EaieE]

NFPP ECEE

14

NFPP

MIEERIRENES AR RENEMETIROMREERE (BEREENE ) . MTFTEMNRD , NRKE
EEETHARNRERE , BBARAEFREE ; &N , REETiROAMREEE.

1 : FZE DHCP e FrRERTE)s 180 72,

Ruijie(config)# nfpp

Ruijie(config—nfpp)# dhcp-guard isolate timeout 180

{#F show nfpp dhcp-guard summary BEEREEE.

18.27 dhcp-guard monitored-host-limit

(S4rEE]

(FREEE]

(a<tE=]

(REFRH!]

(ERES

Zan S FRECE SUFHIBRAZ =L,

dhcp-guard monitored-host-limit number

MFREAR IEENHECE | RS

no dhcp-guard monitored-host-

WEREECE.

FIREECE.

limit

default dhcp-guard monitored-host-limit

24 fiik
number SHFFHIRARAZ MR ENE , BUESEEN 1 F 4294967295,

BRASIEIEENIEEA 20000 14N,

NFPP BeEIRL(

14

IRZ I EFHEHELAFIFIART 20000 4 , T EERIEZNEFNAIRAEEIREN/VT 20000 , A
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(#623075i%]

(ErER]

(EREiR]

(SFEaiia]

NFPP

MREENZ SR, MEHIEMSE "%WERROR : The value that you configured is smaller than current
monitored hosts 20000 ( BEERIZISIZFHEL ) |, please clear a part of monitored hosts.” SkIZEEEIRREC
BREEX  FEMIRE D EEmiaizhIEN .,

WSSt FHERR , FJEDEHE "% NFPP_DHCP_GUARD-4-SESSION_LIMIT: Attempt to exceed limit of
DHCP 20000 ( BEcEZs#=F4141) monitored hosts.” 1ZEEEIER,

1 : BtE& DHCP MITEE AT IRIETANEC 200 1,

Ruijie(config)# nfpp
Ruijie(config—nfpp)# dhcp—guard monitored-host-limit 200

{#F show nfpp dhcp-guard summary BEEREEE.

18.28 dhcp-guard monitor-period

€50k

(FREEE]

(a<tE=]

(REFRH!]

(ERES

A< FRECE InfZhT Al

dhcp-guard monitor-period seconds

kSR AECE | RERIREERE.

no dhcp-guard monitor-period

WEREEE.

default dhcp-guard monitor-period

S8 iR
seconds EIERTE) , BALER |, BYESEEIZ[180, 86400],

£RERERREER 600 7,

NFPP BeEIRL(

14

NHREEREHE , MNRFEERIEN 0, BIEEH TR , B AiaErE., EREEETRES
LIRS EREENIERERN BB IEENEERIEGRE | ARICERENIREE, NE
AEIERRESATIELA 0 FOIEIR FABER N,
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(EcE%41]

(#623075i%]

(IR=ER]

(EREiR]

(FEaiiE]

WMRIEFREEMNIEREXRE , BEEEEXRONKEERRS , AR TIESE,
1 : FZE DHCP I kaizhd|E) 180 75,

Ruijie(config)# nfpp
Ruijie(config—nfpp)# dhcp—guard monitor—period 180

{s5F8 show nfpp dhcp-guard summary BEEREEA.

18.29 dhcp-guard rate-limit

€50k

(FREEkE]

(a<tE=]

(ErER5]

(EAIES]

(EcEZ41]

EeEERMREKE.

dhcp-guard rate-limit { per-src-mac | per-port} pps

MBRPREKAECE | IERIREERE.

no dhcp-guard rate-limit {per-src-mac | per-port}

WEREECE.

default dhcp-guard rate-limit { per-src-mac | per-port}

NFPP

2 A

per-src-mac SHFNE MAC HEEHTIRIE,

per-port SN O TPRE,

pps PRIBZKE(E , BALRERIE , BUESEEIR[1,19999].

RERESmAX , ARSI (EEiEmR) FXTmiBXnNEDmEA,

NFPP BCERT(

14

1 : EcE DHCP E 2 BMREKE: , 2 TR MAC FRiE/KE 8pps, & T iFimPREKL: 100pps.
Ruijie(config)# nfpp
Ruijie(config—nfpp)# dhcp-guard rate-limit per—src-mac 8
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(#6230753i%]

(IR=ER]

(FR#ER]

((F&iRA]

Ruijie(config—nfpp)# dhcp—guard rate-limit per—port 100

{s5F8 show nfpp dhcp-guard summary BEEREEA.

18.30 dhcpv6-guard attack-threshold

€50k

(FREEkE]

(at&at]

(ErER5]

(EAIES]

(EcEZ41]

(#23075i%]

EELREKRTEKE  AIAIRXREE I KERIRNR , INAFEREHTA.
dhcpv6-guard attack-threshold { per-src-mac | per-port} pps

MRRIEKAECE | IERRERE.

no dhcpv6-guard attack-threshold {per-src-mac | per-port}

WEREEE.

default dhcpv6-guard attack-threshold { per-src-mac | per-port}

NFPP

2 R

per-src-mac BLEENE MAC HBHHOI R K4S,

per-port BeES MO INBEXE.

pps Wikee , BAESIRE , BUETEEIRZ[1,19999],

RERESmAX , ARSI (EEiEmR) HXTmiExXnNEDmA,

NFPP ECERT

14

1 : EtE DHCPV6 FIITE £ BIE/KE . TR MAC ke 15pps, BT RimALE7KES 200pps.
Ruijie(config)# nfpp

Ruijie(config—nfpp)# dhcpv6-guard attack-threshold per—src-mac 15

Ruijie(config—nfpp)# dhcpvb6-guard attack-threshold per—port 200

{&M show nfpp dhcpv6e-guard summary EEEREEE.
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18.31 dhcpv6-guard enable

€501

(REERE]

(a<tE=]

(ErER5]

(ERES

(=S|

(#623075i%]

(IR=ER]

(FRER]

((F&iRA]

Zap < FAEFTFF DHCPV6 FhTIEINEE.
dhcpv6-guard enable

K4 DHCPv6 fiIEHINRE.
no dhcpvé-guard enable

WEREEE.
default dhcpv6-guard enable

NFPP

24 ftik

IR;&AE.E DHCPV6 INEFX , RALBEFX.

NFPP BCEIRL(

14

1 : BEE=B¥TFF DHCPV6 JEEIHEE.
Ruijie(config)# nfpp
Ruijie (config-nfpp)# dhcpvb-guard enable

{s58F8 show nfpp dhcpv6-guard summary BERE(EE.
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18.32 dhcpv6-guard monitored-host-limit

€501

(REEE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(#623075i%]

(IR=ER]

(FRER]

((F&iRA]

Zan S FARECE SRR AR InfE L.

dhcpv6-guard monitored-host-limit number

MFREAR EEISEE | IKERRERE.

no dhcpv6-guard monitored-host-limit

WEREEE.

default dhcpv6-guard monitored-host-limit

24 fiik
number SHFHIRARAR IEEYE , BUESBES 1 £ 4294967295,

RS UETEENIEEA 20000 1N,

NFPP BCEIRT(

14

INRZUSIEFHNEEEIATIEAIAR 20000 4 |, HATEERRIEZISEFNAIRAEBIRERM/NT 20000 , A=A
MREBNZSETH , MREITEMSE “%ERROR : The value that you configured is smaller than current
monitored hosts 20000 ( BCERIZInEFHEL ) |, please clear a part of monitored hosts.” SEIZEEEIRREC
BEIREER  FEMRRI D ESmIREIEN .,

WSS R |, FTETEE “% NFPP_DHCPV6_GUARD -4-SESSION_LIMIT: Attempt to exceed limit of
DHCPv6 20000 ( EcE =140 ) monitored hosts.” 1REEETER,

1 : BtE& DHCPV6 MTER A IEIEENIED 200 1N,
Ruijie(config)# nfpp

Ruijie(config—nfpp)# dhcp—guard monitored-host-limit 200

{§F3 show nfpp dhcpv6-guard summary EEEEEE
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18.33 dhcpv6-guard monitor-period

€501

(REEE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(#23075%]

(IR=ER]

(FRER]

((F&iRA]

an < KB InfEhT (Al

dhcpv6-guard monitor-period seconds

MR BRI AECE | ERIREEE.

no dhcpv6-guard monitor-period

WEREEE.

default dhcpv6-guard monitor-period

S iR
seconds aERTE) , BALER |, BUESEEIZ[180, 86400],

£RiEERERIREER 600 7,

NFPP BCEIRT(

14

SNHEERIRHR | WIRBEREN 0, BYKEEH TR i , S adiE, ERGRdET |,
LIRS EREENIEREN BB RN EERIEGRE | HRICERENIREE, NiE
AYEIERRESATIELA 0 FOIEIR FAERE L,

RICIRERANIFRENNT | FEREEXRONREEM | MASH TR,

1 : BtE& DHCPv6 I inT=hTE 180 #2,
Ruijie(config)# nfpp

Ruijie (config—nfpp)# dhcpv6-guard monitor—period 180

{§F3 show nfpp dhcpv6-guard summary EEEEEE.

18.34 dhcpv6-guard rate-limit

EeEEBMREKE.
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(S8R ]

(REEE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(#623075%]

(IR=ER]

(FRER]

((F&iRA]

dhcpv6-guard rate-limit { per-src-mac | per-port} pps

MBRPREKAECE |, IERIREEE.

no dhcpv6-guard rate-limit {per-src-mac | per-port}

WEREECE.

default dhcpv6-guard rate-limit { per-src-mac | per-port}

NFPP

S R

per-src-mac SHENE MAC I TR,

per-port XN TIRIR,

pps PRIZZKERE , BUREIIRIE , BUESEER(1,19999],

REEESTmEX  BhEI (EEER) HXTrmBXnETsiEt.

NFPP BCEIRT(

14

1 : EcE DHCPv6 NEEBIREKE , E TR MAC fRiEKE: 8pps, BT IRk IPRIEKZ 100pps.
Ruijie(config)# nfpp

Ruijie(config—nfpp)# dhcpvb-guard rate-limit per—src—mac 8

Ruijie(config—nfpp)# dhcpvb-guard rate-limit per—port 100

{§F3 show nfpp dhcpv6-guard summary EEEEEE.

18.35 global-policy

1%ap < FIRECE B E BBV E T & in O PRIE/K SA I K .

global-policy {per-src-mac | per-src-ip | per-port} rate-limit-pps attack-threshold-pps

HIBRBREKEAN KA E |, IKSEIRERE.
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(S40iE]

((REEE]

(a<tE=]

(ErER5]

(ERES

(=S|

(#623075i%]

(IR=ER]

(FRER]

((F&iRA]

NFPP

no global-policy {per-src-mac | per-src-ip | per-port}

WEREECE.

default global-policy {per-src-mac | per-src-ip | per-port}

S A

per-src-ip ETFR IP/VIDmIRBIENH TIERS T,
per-src-mac ETE MAC/VIDARIRBIEH I TER S,
per-port EF &MU YRR O TIRRSIT,
rate-limit-pps PRIEEKE , BRUEEIIRIEL  UESEEREL,19999],
attack-threshold-pps Wike , BAREIRE , BUBSEEIRZ[1,19999],

REIRBIREKEHNNTKEEE | TABEMIIEEERR , WRiFEH TRRIBEK EAN KSR EAIECE.

NFPP BEXREEERL

14

BIE— N EENNKEERE | RANZEEEEERRGITRISEREN |, BIETR P IRBIAR. EFR MACIR
BFEF , BTETRFNBEEXIROEESLT , SEETiRORERESE  FEEESH EAREKERINE
IKEL, PREBVKEABERS THE K. JEFEIIREKERT , HRIZDRIEENERSOGHEF . JER
BT IREKERT |, SHRMAKE |, T80 log , FFEUKI trap.

1: BEEEENTE top , REETIR 1P NEBMREFIEKE , BRiEKE 10pps , BE7KE 20pps ; BLE
EFRim N2 BREIIEKE , BRIEKZ 100pps , Wd7kEk 200pps.

Ruijie(config)# nfpp

Ruijie(config—nfpp)# nfpp define tcp

Ruijie (config—nfpp—define)# global-policy per—-src—ip 10 20

Ruijie (config—nfpp—define)# global-policy per—port 100 200

{5F8 show nfpp define summary name EEEEER.
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18.36 icmp-guard attack-threshold

€501

(FREEE]

(apt&Eat]

(RERH!]

(EAES]

(EcE=41]

(#63073i%]

({E~ER]

(EREiR]

(@R 2))

EELRBWEKE , AISRSOREBEE WEKELRIRNER , INAFEREITH.
icmp-guard attack-threshold { per-src-ip | per-port} pps

MFRIE K EECE | IERRERE.

no icmp-guard attack-threshold { per-src-ip | per-port }

WEREEE.

default icmp-guard attack-threshold { per-src-ip | per-port }

S A

per-src-ip FEEMNE P HtAIITEKE.

per-port BeEE MNROAIBEKE.

pps Witke , BAREIRE , BUESEEIRZ[1,19999],

RERESmAX , BRS (EEiEmR) PXTmiExXnNEDmmA,

NFPP ECEE

14

1: EE ICMP iEE£RWEKE: , EFIR IP KdKe 600pps EFRimOKEKE 1200pps.
Ruijie(config)# nfpp

Ruijie(config—nfpp)# icmp—-guard attack-threshold per—src—ip 600

Ruijie(config—nfpp)# icmp-guard attack-threshold per—port 1200

{#F show nfpp icmp-guard summary BEEREEE.

18.37 icmp-guard enable

Zan S ESRFIFF ICMP BTEINBE,
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(S8R ]

(FREEE]

(apt&Eat]

(EREFRH!]

(ERES

(EcE =]

(#23075i%]

(IR=ER]

(EREiR]

(GE=2))

icmp-guard enable

KA ICMP fIIEIIRE.

no icmp-guard enable

WEREECE.

default icmp-guard enable

NFPP

[

28 33

20N ICMP BRIEETNREF T FT.

NFPP ECEE

14

1 : BELBFTF ICMP ILEINRE.
Ruijie(config)# nfpp
Ruijie (config—nfpp)# icmp—guard enable

{#F show nfpp icmp-guard summary BEEREEE.

18.38 icmp-guard isolate-period

Zap < FkECE 2 BREaTE.

icmp-guard isolate-period {seconds | permanent}

MRS AEE |, IERRERE.

no icmp-guard isolate-period

WEREEE.

default icmp-guard isolate-period
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(S8R ]

(FREiE]

(A <tE=]

(EREFRH!]

(ERES]

(EcE =]

(#63075i%]

(IR=ER]

(EREiR]

(FEaiiE]

NFPP

S A
seconds fREEE , BALER , BUESEER 0 &[30, 86400] , 0 FAFRE.
permanent XARE.

£RIREIENREESR 0, BIAEE.

NFPP ECE1E

14

MIEERIREREDS AL FEREEMET IR OMREERE (BEERREEE ) . MTFEN RO , NRLE
EEETHHANRERE , BBARAEBREEE ; &0 , REETiROMREEEE.

1: E& ICMP G2 B MREEEZ 180 &,

Ruijie(config)# nfpp

Ruijie(config—nfpp)# icmp—guard isolate—period 180

{#F show nfpp icmp-guard summary BEEREEE.

18.39 icmp-guard monitored-host-limit

(S4u7EE]

1z an S FRECE SHFHIRAZ =L,

icmp-guard monitored-host-limit number

MBREAZ EFIHEE | IKERRERE.

no icmp-guard monitored-host-limit

WEREECE.

default icmp-guard monitored-host-limit

S fiiik
number SHFRIRAR IEEE  BUESEE 1 El 4294967295,
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(f<tE=]

(ERERH!]

(ERES

(EcEE]

(#630753i%]

(ErER]

(EREiR]

(GE= )

NFPP

BRASZIEIEENIEENA 20000 14N,

NFPP ERE1E

14

INRZUSIETHNESEIATIBIAR 20000 4 |, HATE R RIEZ ISR FNAIRAEBIRER/NT 20000 , A
MREENZ SR, MEHIEMSE "%WERROR : The value that you configured is smaller than current
monitored hosts 20000 ( BEERIZUSIZFHEL ) |, please clear a part of monitored hosts.” SkIZEEEIERREC
BEREEX  FEMIRE D EEmiaizhIEN .,

LTSI FTEDHE "% NFPP_ICMP_GUARD-4-SESSION_LIMIT: Attempt to exceed limit of  ICMP
20000 ( EEBROZWSiEH1#0 ) monitored hosts.” 1EFEETRER,

1: BL& ICMP IR AT ISIEFAECS 200 1,

Ruijie(config)# nfpp
Ruijie(config—nfpp)# icmp—guard monitored-host-limit 200

{#F show nfpp icmp-guard summary BEEREEE.

18.40 icmp-guard monitor-period

(S4REE]

(FREEE]

zan < FKECE InfZhT Al

icmp-guard monitor-period seconds

kBRI AECE |, RERIRERE.

no icmp-guard monitor-period

WEREECE.

default icmp-guard monitor-period

28 A
seconds EERTE) , BBALER |, BYESEEIZ[180, 86400],

£REERERIREER 600 7,
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(ErER]

(EREiR]

(EaieE]

NFPP

NFPP ECE1E

14

NHREEREHE , MREEAIEN 0, BHIEEFHTRAG SR | B AisiEadE, EREEETRES
LiREEREENIEFRERN BRI ISR EE REEARE | HRICENRENIREE,. S
AEIERRESATIELA 0 F9IEIR FABR L.

RICIREIANIFRENNT | SEEEEXRONEER | ARH TR,

1 : BtE& ICMP I isi=ATia) 180 72,

Ruijie(config)# nfpp
Ruijie(config—nfpp)# icmp—guard monitor—period 180

{#F show nfpp icmp-guard summary BEEREEE.

18.41 icmp-guard rate-limit

(S4REE]

(FREEkE]

(a<tE=]

ELEERMREKE.

icmp-guard rate-limit { per-src-ip | per-port} pps

MIBRBREKAECE | IERIRERE.

no icmp-guard rate-limit {per-src-ip | per-port}

WEREECE.

default icmp-guard rate-limit { per-src-ip | per-port}

S A

per-src-ip IFEFNE 1P HUHATIRIE,

per-port SN O TPRE,

pps PRIFZKE(E , BB, BUEEEIR1,19999].

RERESmAX , BRS (EEiEmR) FXTmiBXNEDmA,

NFPP BCEtRT(

18-36




£

N

(EREFRH!]

(ERES

(EcE%41]

(#623075i%]

(ErER]

(EREiR]

(FEaiiE]

NFPP

14

1: EE ICMP MG BMREKE: , EFIR IP BRIEKE 500pps , EFFimCIRIEKEL 800pps.,
Ruijie(config)# nfpp

Ruijie(config—nfpp)# icmp—guard rate-limit per—src—ip 500

Ruijie(config—nfpp)# icmp-guard rate-limit per—port 800

{s5F8 show nfpp icmp-guard summary BEES(EE.

18.42 icmp-guard trusted-host

€50k

(FREEkE]

(a<tE=]

(ErER5]

(EAES]

BECE AR EEN.

icmp-guard trusted-host ip mask

BRI S AL

no icmp-guard trusted-host {all | ip mask}

iSRRI EEN .

default icmp-guard trusted-host

S A

ip IP ik,

mask IP H#BHHAYERD,

all M no —2fEA , MBRATERIEENEE.

REREREHTTEE.

NFPP BCERT(

14

MREERFENESTNATRE | BNZENEREE WIS Za<ShE. ZIEENAE CPU
Y ICMP RS IFARIE CPU , MBEARIPREMSEELNE, BT E RIS LAAZIRIE —MMERAIFFE £
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(#6230753i%]

(IR=ER]

(EREiR]

(EaieE]

HEBARBH T IR,

BEIFHEE 500 £&al{=3E.

1: 38 1.1.1.0/24 MERAIFRBE EAEE A ICMP I EHRIa{EEMN.,

Ruijie(config)# nfpp

Ruijie(config—nfpp)# icmp—guard trusted-host 1.1.1.0 255.255.255.0

{s5F8 show nfpp icmp-guard summary BEERS(EE.

18.43 ip-guard attack-threshold

€50k

(FREEkE]

(a<tE=]

(ErER5]

(EAIES]

EELRERTEKE  AIAIRXMREE T KERIRR |, INAFEREHTA.
ip-guard attack-threshold {per-src-ip | per-port} pps

MBRIRTKELECE | IRSEIRERE.
no ip-guard attack-threshold { per-src-ip | per-port }

WEREECE.

default ip-guard attack-threshold { per-src-ip | per-port }

NFPP

S A

per-src-ip ELBEMNE P A9 EEkE,

per-port BCEE MNROAIBEKE.

pps WiHKkeL , BARERNE , BUESEEIR1,19999].

RERESmAX , ARSI (EEiEmR) FXTmiBXnNEDmEA,

NFPP BCERT(

14

IR EARENTBRIEIK L.

IP Bo3EEtXIRIR B AT 1P #AEARZEAA 1P LAY IP HR3CKE. XFERY IP EE A 1P #HERT 1P 432,
MJE CPP ( CPU Protect Policy ) PRI,
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(EcE=41]

(#6230753i%]

(IR=ER]

(FR#ER]

(GR=2))

1: B8 IP IELBER TR , BEFE IP ke 2pps, BT Eim 157K E: 50pps.

Ruijie(config)# nfpp

Ruijie(config—nfpp)# ip-guard attack—threshold per—src—ip 2
Ruijie(config—nfpp)# ip-guard attack—threshold per—port 50

{s5F8 show nfpp ip-guard summary BEERSEE.

18.44 ip-guard enable

€50k

(REERE]

(a<tE=]

(REFRH!]

(ERES

(=S|

(#623075i%]

Zap < FAREBFTFT 1P Bai3fTage.

ip-guard enable

X7 1P Bi3HETNRE.

no ip-guard enable

WEREEE.

default ip-guard enable

NFPP

28 ftik

BN IP BHi3fETOREr T

NFPP BCEIRL(

14

1: BeELBFTF IP BriiThse
Ruijie(config)# nfpp

Ruijie (config-nfpp)# ip-guard enable

{$EF3 show nfpp ip-guard summary EEEEEE.
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18.45 ip-guard isolate-period

€501

(REERE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(#623075i%]

(IR=ER]

(FRER]

((F&iRA]

Zap < FAkECE = BREaTE.

ip-guard isolate-period {seconds | permanent}

MR AEE | IERRERE.

no ip-guard isolate-period

WEREEE.

default ip-guard isolate-period

NFPP

S iR
seconds [EERYE , BALER , BUESBERZ 0 8k&(30, 86400],
permanent KARE.

£RIREIENREESR 0, BIRREE.

NFPP BCEIRL(

14

1: B IP UL RIREAE 180 7,

Ruijie(config)# nfpp

Ruijie(config—nfpp)# ip—guard isolate—period 180

{$EF3 show nfpp ip-guard summary EEEEEE.
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18.46 ip-guard monitor-period

€501

(REEE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(#23075%]

(IR=ER]

(FRER]

((F&iRA]

zan < KB InfEhT Al

ip-guard monitor-period seconds

MR BRI AECE | ERIREEE.

no ip-guard monitor-period

WEREEE.

default ip-guard monitor-period

S iR
seconds nERTE) , BALER |, BUESEEIRZ[180, 86400],

ITERRIRIERE(ER 600 7,

NFPP BCEIRT(

14

SNHEERIRHR | WIRBEREN 0, BYKEEH TR i , S adiE, ERGRdET |,
LIRS EREENIEREN BB RN EERIEGRE | HRICERENIREE, NiE
AYEIERRESATIELA 0 FOIEIR FAERE L,

RICIRERANIFRENNT | FEREEXRONREEM | MASH TR,

1: BLE IP I inizadia) 180 72,

Ruijie(config)# nfpp
Ruijie(config—nfpp)# ip—guard monitor—period 180

{&8M show nfpp ip-guard summary BEEREES.

18.47 ip-guard monitored-host-limit

1Zan S FARECE IR AR InfE L.
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(S8R ]

(FREEE]

(apt&Eat]

(EREFRH!]

(ERES

(EcE=41]

(#23075i%]

({E~ER]

(EREiR]

(@R 2))

NFPP

ip-guard monitored-host-limit number

MR AZ IEENEEE | IKSRIREEE.

no ip-guard monitored-host-limit

WEREECE.

default ip-guard monitored-host-limit

28 iR
number TR SRS, BUESSED 1 Fl 4294967295,

BRASZURIEENEIEIA 20000 1,

NFPP ECEE

14

INRFZ AT ENEE LR ZIBEIAR 20000 4, IHATETR RIESZ SRR A BIRER/NVF 20000 , A1
MEANZWEEN , MEFEMSR“%ERROR : The value that you configured is smaller than current
monitored hosts 20000 ( EeEHIZIaTEEHEL) |, please clear a part of monitored hosts.” 2R EIE RS
KL BEMRE D LR EIERIEN.

LR |, FIEDEE "% NFPP_IP_GUARD-4-SESSION_LIMIT: Attempt to exceed limit of 1P
20000 ( BCERIZUSI=EAHEL ) monitored hosts.” fREZEIRRA.

1: BCE IP FURERAZISEENE 200 1,

Ruijie(config)# nfpp
Ruijie(config—nfpp)# ip-guard monitored-host-limit 200

{#F show nfpp ip-guard summary HEREEE.

18.48 ip-guard rate-limit

ECELRMRIEKE.
ip-guard rate-limit {per-src-ip | per-port} pps
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(S40BE ]

((REEE]

(a<tE=]

(ErER5]

(ERES

(EcEZ41]

(#23075%]

(IR=ER]

(ERER]

((F&iRA]

MBRPREKAECE |, IERIREEE.

no ip-guard rate-limit {per-src-ip | per-port}

WEREECE.

default ip-guard rate-limit {per-src-ip | per-port}

NFPP

S A

per-src-ip SN 1P b TRRIE,

per-port XN TIRIR,

pps PRIBZKE(E , BALEERIE , BUEEEIR[1,19999].

REEESTmEX  BEI (EEER) HXTrmBXnETsiEt.

NFPP BCEIRT(

14

1: E& IP NG RIREKE , ETIR IP fREKE 2pps , BT iR CPRIEKE S0pps.

Ruijie(config)# nfpp
Ruijie(config—nfpp)# ip—guard rate-limit per—src—ip 2
Ruijie(config—nfpp)# ip-guard rate-limit per—port 50

{&8M show nfpp ip-guard summary BEEREES.

18.49 ip-guard scan-threshold

EeEEFiAHkE.
ip-guard scan-threshold pkt-cnt

HFFAEKEEE | IERRERE.

no ip-guard scan-threshold
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(S4iE]

(FREiE]

(A<tEx]

(ERER5 ]

(ERES]

(EcE =]

(#630753i%]

(IR=ER]

(EREiR]

(FEaiiE]

IREREECE.

default ip-guard scan-threshold

NFPP

2% stk
pkt-cnt RS , BAREIEE , REEERL,19999),

REITIHKESTmEX | BhS (BREERE) PXTHREXNETHEE. HERME 10 7.

NFPP ECEE

14

1: & IP IS REKZ&A 20pps.
Ruijie(config)# nfpp
Ruijie(config—nfpp)# ip-guard scan—threshold 20

{5 show nfpp ip-guard summary BHEEREEE.

18.50 ip-guard trusted-host

(S4REE]

MREERFENHES TV AR TSR , BWNZENFERMEE WS zadiE.
ip-guard trusted-host ip mask

B = rT SR

no ip-guard trusted-host {all | ip mask}

BRI EE
default ip-guard trusted-host

2% iR
ip IP ik,
mask IP HBHEAYHEHT,
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(FREiE]

(A <tEx]

(ERERH!]

(ERES

(EcEE]

(#63075i%]

(ErER]

(EREiR]

(FEaiiE]

NFPP

all M no —EefER , MERFIEAIEENEE.

NFPP ECEE

14

MREFERBENEESENAHTRRE , INZENFRREE  WelbiBgizapSEcE. ZaSEHAE CPU
B IP $RSTIBHE I RIE CPU , MU HTRIPRIE NS ZEANE,
BETIHSE 500 £&Zal{E3.

1: 18 1.1.1.0/24 MERAIFFEENBCE S IP RIS,
Ruijie(config)# nfpp

Ruijie(config—nfpp)#ip—guard trusted-host 1.1.1.0 255.255.255.0

{#F show nfpp ip-guard trusted-host EEEBEE

18.51 log-buffer enable

(S4REE]

(FREEkE]

(a<tE=]

B EHSHTENEIRS.

log-buffer enable

BAEAIENEIFR  REEEET  KERREERE.

no log-buffer enable

WEREECE.

default log-buffer enable

28 fik

AIABERFEER.

NFPP BCEIRI(
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(EREFRH!]

(ERES

(EcE=41]

(#623075i%]

(ErER]

(EREiR]

(FEaiiE]

14

1: HE@mHEFR.
Ruijie(config)# nfpp
Ruijie (config—nfpp)# log-buffer enable

18.52 log-buffer entries

€50k

(FREEE]

(a<tE=]

(REFRH!]

(ERES

(EcE%41]

BCE NFPP HEEIHFX KN,
log-buffer entries number

MEREEEPXNGE | KERRERE.

no log-buffer entries

WEREEE.

default log-buffer entries

NFPP

2% iR
number ZEXAN , BARAEEE , BUESEEIRZ[0,1024],

BOANRIRX AN 256,

NFPP BeEIRL(

14

1 : B NFPP HEE M X AK/NEE A 50 £HE.
Ruijie(config)# nfpp
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(IR=ER]
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NFPP

Ruijie (config-nfpp)# log-buffer entries 50

{5 show nfpp log summary BEERS(SA,

18.53 log-buffer logs

€50k

(REEE]

(a<tE=]

(REFRH!]

(ERES

(=S|

(#623075i%]

EcE NFPP MBESE P XENAEERRSHERIER,

log-buffer logs number_of _message interval length_in_seconds

MM BB E P X ESERRRERIEREE | WEEIREEE.

no log-buffer logs

WEREEE.
default log-buffer logs

28

5

number_of _message

SEE 0-1024 , 0 FRATEMICRAEETRETX | FERRTHE.

length_in_seconds

SBE/Y 0-86400( 1K) , 0 RAMEHEEREFX , MEZNERRFES.
number_of_message #[] length_in_seconds £/ 0 FRAEHEERETX |
MEMAERERES.

number_of _message /length_in_second Z7~EY H &SRR FE B RER,

number_of _message &7 0, length_in_seconds &RE{EN 0.

NFPP BeEIRL(

14

1: REEESERERNE 12 I 2 KETER.

Ruijie(config)# nfpp

Ruijie(config—nfpp)# log-buffer logs 2 interval 12

{5 show nfpp log summary BERS(EA,
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18.54 logging
ECE NFPP iCRBL VLAN SO EE.
logging vlan vlan-range
logging interface interface-id
IR P ICRUBLE VLAN 2w OB ENE S
no logging vlan vlan-range
no logging interface interface-id
KEREEE
default logging
(580%8E] | &% A
vlan-range FHICRIEE VLAN SEERRIAFRER , AR "1-35"
interface-id FECRIEERONETER.
[(REEE] FBHTERHCR.
(<]  NFPP EEHER
(BR&EHKHI] 14
(EFRES Bz LN HEH TR | RICRISEE VLAN SBEEEIEERANETER. MRETSIREE Y
KR, MRFEEREEP—FZHATLIEIN , MAZICREBEEPXH,
[ECE=41) EEREKRICR VLAN 1, VLAN 2. VLAN 3 1 VLAN 5 IHE.
Ruijie(config)# nfpp
Ruijie(config—nfpp)# logging vlan 1-3,5
FERERRIERHO G 0/1 EE,
Ru1j1e(conf1g)# nfpp
Ruijie(config-nfpp)# logging interface G 0/1
(#838757%]1 {8 show nfpp log summary EEEERER.
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18.55 match
Zan < RIS B e MW ILBehR S R,
match [etype type] [src-mac smac [src-mac-mask smac_mask] ] [dst-mac dmac [dst-mac-mask
dst_mask]] [protocol protocol] [src-ip sip [src-ip-mask sip-mask]] [src-ipv6 sipv6 [src-ipv6-masklen
sipv6-masklen]]  [dst-ip [dst-ip-mask  dip-mask]] [dst-ipv6-masklen
dipv6-masklen]][src-port sport] [dst-port dport]
(580%8E] | &% A
type PAK PSS ES EHR S SEL,
smac i mac ik,
smac_mask B mac b,
dmac B#Y mac ik,
dmac_mask BHAY mac H#EHERD,
protocol IPv4/v6 RIS,
sip VB IPv4 ik,
sip_mask i 1Pv4 ithHsRD,
Sipv6 VB IPV6 Hitlh,
sipv6_masklen 8 IPv6 HEHHEROKEE,
dip BHY 1Pv4 HiiE,
dip_mask B89 IPv4 HitHEED,
dipvé B&Y 1Pve6 ik,
dipv6_masklen BRY IPve HEHEROKEE,
sport RMEERROS,
dport BRYEREROS,
(REFCE]
(<]  NFPP ECEHER
(BREHKAI] 14
(ERIES] CIBFRIBENTIRERE, IEEZREFEIEANR FER.
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(IR=ER]

(EREiR]

(SFEaiia]

NFPP

1 : BIBEEXHIKE top , HILACKHETFER Y etype 0x0800 , protocol 0x06 AIHRZ.
Ruijie(config)# nfpp

Ruijie (config—nfpp)#define tcp

Ruijie (config—nfpp—define)#match etype 0x0800 protocol 0x06

{8 show nfpp define summary name &R EES.

18.56 monitored-host-limit

€50k

(REERE]

(a<tE=]

(REFRH!]

(ERES

1z S FARECE SR AR IniE L.

monitored-host-limit number

MFREAR EEISEE | IKERRERE.

no monitored-host-limit

WEREECE.

default monitored-host-limit

24 fiik
number SHFIRAZ IR TN E , BUESBE 1 El 4294967295,

RAZIEENEEOA 1000 1N,

NFPP BE X REETER

14

INRZ AT FNEE LR ZIEIAR 20000 4, IATETR RIESZ IS RIS AE BIRE R/ 20000 , A=
MREBENZSETH, , MEITENEE "%ERROR : The value that you configured is smaller than current
monitored hosts 20000 ( EEERIZISIEENET ) |, please clear a part of monitored hosts.” SRIREEEIRRFED
BIREEX  FEMRE D ESminzIEN .,

WSS ESERT |, $JEDEE "% NFPP_DEFINE_GUARD -4-SESSION_LIMIT: Attempt to exceed limit of
name(BE M EZRELE)'s 20000 ( BEEEAIZISIZENEL ) monitored hosts.” 1RFEEIRR,
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(#6230753i%]

(IR=ER]

(FR#ER]

(EaieE]

NFPP

1: BEERE XIS top , BRAZUEIEFENE 500 1,
Ruijie(config)# nfpp

Rui jie (config-nfpp)# define tcp

Rui jie (config—nfpp—define) #monitored-host-limit 500

{8 show nfpp define summary name &R EES.

18.57 monitor-period

€50k

(REERE]

(a<tE=]

(REFRH!]

(ERES

(=S|

1z an < FKECE InfEhT Al

monitor-period seconds

MprE A AEE |, ERREEE.

no monitor-period

WEREEE.

default monitor-period

2% iR
seconds aERTE) , BALER |, BUESEEIZ[180, 86400],

£RiERERIREER 600 7,

NFPP BE X REETER

14

GNHEERRHR , IRBERER 0, BYKEEH TR i |, B oadiE, ERGndET ,
LiREEREENERERN BB IEENREE RIEGRE | FRICERENIREE, NiE
AEIERRESATIELA 0 F9IEIR FAER L,

EIEIRERANIFRENNT | FEREEEXRONEEMR | MASH TR,

1: EEBEENTIE top , HxiEAdia) 180 72,
Ruijie(config)# nfpp

Rui jie (config-nfpp)# define tcp

18-51




=
<
N
aft

(1Exm<]

((F&iRA]

Rui jie (config—nfpp—define)#monitor—period 180

NFPP

(R b
show nfpp define summary name EREEMTKEREREER.

18.58 nd-guard attack-threshold

€501

(FREEkE]

(at&at]

(RERH]

(EAIES]

(EcEZ41]

(#23075i%]

BEERREKE , BIHIRIOEREBISIEKEAIR , INAFEREIT/9.

nd-guard attack-threshold per-port {ns-na | rs | ra-redirect} pps

MBRIEKAECE | IERRERE.

no nd-guard attack-threshold per-port {ns-na | rs | ra-redirect}

WEREEE.

default nd-guard attack-threshold per-port {ns-na | rs | ra-redirect}

S A

ns-na PEBERMBBLS.

rs ERFHESIEK.,

ra-redirect EHBEAEEERARY.

pps Witke , BAREIIRE , BUESEERZ[1,19999],

RERESmAX , ARSI (EEiEmR) HXTmiEXnNEDmA,

NFPP ECERT

14

IR EARENT BRIEIK L.

1 : BiE ND IEEe B TKE , EF RO ns-na Idhke 20pps, EEF RO rs 7KLk 10pps , &
FiRimARY ra-redirect Id57K% 10pps,

Ruijie(config)# nfpp

Ruijie(config—nfpp)# nd-guard attack-threshold per—-port ns-na 20

Ruijie(config—nfpp)# nd-guard attack-threshold per—port rs 10

Ruijie(config—nfpp)# nd-guard attack—threshold per—port ra-redirect 10

{#F show nfpp nd-guard summary EEEEEE.
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18.59 nd-guard enable

€501

(REERE]

(a<tE=]

(ErER5]

(ERES

(=S|

(#623075i%]

(IR=ER]

(FRER]

((F&iRA]

Zap < FAsREBFTFF ND HUREIIRE.

nd-guard enable

ESEAINDE NG vl

no nd-guard enable

WEREEE.

default nd-guard enable

NFPP

24 ftik

BN ND HUIEINRE T

NFPP BCEIRL(

14

1 : BEE=BFTFF ND JIEIh6E
Ruijie(config)# nfpp
Ruijie (config-nfpp)# nd-guard enable

{$EF3 show nfpp nd-guard summary BEEEEHEE.
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18.60 nd-guard rate-limit

ECE2RMREKE.

nd-guard rate-limit per-port {ns-na | rs | ra-redirect} pps

MIFRPREKAECE | IERIRERE.

no nd-guard rate-limit per-port {ns-na | rs | ra-redirect}

WEREEE.

default nd-guard rate-limit per-port {ns-na | rs | ra-redirect}

(280788] | 2% R
ns-na BEBERINBEAS.
rs R EHESIE K.,
ra-redirect EAHEE ANSEFIEE MRS,
pps PRIEZKERE , BUREIIRIE , BUESEERE[1,19999],

(REEE] ERESEEX, BRSI (REERS) PXTatBxiETiA,

[SHER]  NFPP ECEIER,

[FREga] 14

[EIES]

[EEZ] 1: FE ND RIGELBREKE , EF RO ns-na fRIEKZ 10pps , EF RO rs fRIEKE Spps, TR
%[ ra-redirect PRIEKEL 5pps.
Ruijie(config)# nfpp
Ruijie(config—nfpp)# nd-guard rate-limit per—port ns—na 10
Ruijie(config—nfpp)# nd-guard rate-limit per—port rs 5
Ruijie(config—nfpp)# nd-guard rate-limit per—port ra-redirect 5

[#636755%)  {&H show nfpp nd-guard summary BEERBEA,

[ ER]

(EREiR]

(@R 2))
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18.61 nd-guard ratelimit-forwarding enable

ECE ND MIEETin O RIREEAPREINRE | IS ZIREECE.

nd-guard ratelimit-forwarding enable

KRB R PRETIRE.

no nd-guard ratelimit-forwarding enable

WEREEE.

default nd-guard ratelimit-forwarding enable

NFPP

(250788] | 28 fER
(REEE] REFTAETFRONREERREDLE.
(@911 NFPP EEEN
(Ragksl] 14
(ERES
(EEBZFI] 1 BEEE ND NINGEETFHONFREE R IREIEE.
Ruijie(config)# nfpp
Rui jie(config-nfpp)# nd-guard ratelimit—forwarding enable
(103 757%]
({B~ER]
(BEhER]
[F&i%E]
18.62 nfpp
iz S TN nfpp BELER.
nfpp
(280R88] | 28 fEiR
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(FREiE]

(A <tEx]

(ERERH!]

(ERES

(EcE =]

(#630753i%]

(ErER]

(EREiR]

(FEaiiE]

NFPP

ES=(

14

BT IaSHN nfpp BEERT , #17 nfpp AIEXECE

Ruijie(config)# nfpp

18.63 nfpp arp-guard enable

(S40REE]

(FREEkE]

(a<tE=]

(ErER5]

(ERIES

izan & FRAER M LFTFF ARP fUIREIIRE.

nfpp arp-guard enable

KiAimE £/ ARP HUIREINRE.

no nfpp arp-guard enable

WEREEE.

default nfpp arp-guard enable

28 fik

in[IRBECE ARP JUREHX | RAEBFX.

ZORCEEL

14

w89 ARP IEFFRET£R ARP IEHTTR.

18-56




=
<
N
aft

(EcE%41]

(#6230753i%]

(IR=ER]

(FR#ER]

(GR=2))

1 FJFHEO GO/l |k ARP HITRHINEERES.
Ruijie(config)# interface GO/1
Ruijie(config—if)# nfpp arp—guard enable

{s5F8 show nfpp arp-guard summary BEERSEE.

18.64 nfpp arp-guard isolate-period

€50k

(REEE]

(a<tE=]

(REFRH!]

(ERES

(=S|

(#623075i%]

Zap < Ak iR O L icE /AT REATiE.

nfpp arp-guard isolate-period {seconds | permanent}

MikRimE CFRERERE |, IKSZIRERE.

no nfpp arp-guard isolate-period

WEREEE.

default nfpp arp-guard isolate-period

NFPP

28 HaAk
seconds FRRSRYIA) , SRR , BUESEELR 0 Bi#E(30, 86400] , 0 RRAMEE.
permanent KAPRE.,

REFERERBEERREENE , XRALBREE.

EORER

14

1 : BE#EO G0/1 + ARP HIEIREATE A 180 7,
Ruijie(config)# interface G 0/1
Ruijie(config—if)# nfpp arp—guard isolate—period 180

{$5F show nfpp arp-guard summary BEEESEE.
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NFPP

(IR=ER]
(FR#ER]

((F&iRA]

18.65 nfpp arp-guard policy

fin O EECE B ERRIBREK SAN K7k L.

nfpp arp-guard policy {per-src-ip | per-src-mac | per-port} rate-limit-pps attack-threshold-pps

pRIR O _EFREKEANRE KA E | IRSRIREEE.

no nfpp arp-guard policy {per-src-ip | per-src-mac | per-port}

WEREEE.

default nfpp arp-guard policy {per-src-ip | per-src-mac | per-port}

(8u%BB] | 2% A
per-src-ip BCEBNR IP it RIPRIEK LR IR T 7K.
per-src-mac EEESNR MAC HBHEAIPRIE/K RN 7K L.
per-port BeES N ABRERK &L E K.
rate-limit-pps PRIE/KE , BRAESIRE , BUESEER 1 F 19999,
attack-threshold-pps WikeL , BAREMRSEL , BUESEER 1 2 19999,

[HREEE] WwOREBCHREKEHITIKEG , RESBAIPRIRKEFREKE.

[diER]  BEOESEX

[RER7I] 14

[EFIES] K& BENTFIREKE.,

(BcEs4]  1: EEEO GO/l Lk ARP RINTHPRE/KEFINTE/KE , BeBEET IP BREKE 2pps , W7ke 10pps ; BLE
ETF MAC FRIE7KZ: 3pps , B7KEL 10pps ; BeEE FimPRIEKZ 50pps , IH7KE 100pps.
Ruijie(config)# interface G 0/1
Ruijie(config—if)# nfpp arp—guard policy per—src—ip 2 10

Ruijie(config—if)# nfpp arp—guard policy per—src-mac 3 10
Ruijie(config—if)# nfpp arp—guard policy per—port 50 100
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(IR=ER]

(FR#ER]

((F&iRA]

{s5F8 show nfpp arp-guard summary BEERSEE.

18.66 nfpp arp-guard scan-threshold

€50k

(REERE]

(a<tE=]

(ErER5!]

(ERES

(EcE%41]

(#623075i%]

(IR=ER]

(ERER]

fEin A LA ERER kL.
nfpp arp-guard scan-threshold pkt-cnt

MR E EREKAEE | IKERIRERE.

no nfpp arp-guard scan-threshold

WEREEE.

default nfpp arp-guard scan-threshold

NFPP

24 fiik
pkt-cnt KA | BAESUIRSEL , BUESEER[L,19999].

IRECEETIROR ARP 13i#E{E | RSB ARP 13 E.

EORERN

14

1 : BEE#EO GO/1 £ ARP Tk &9 20pps.
Ruijie(config)# interface G 0/1

Ruijie(config—if)# nfpp arp—guard scan—threshold 20

{83 show nfpp arp-guard summary BEEEREEE.
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18.67 nfpp define name enable

€501

((REEE]

(a<tE=]

(ErER5]

(ERES

(=S|

(#23075%]

(IR=ER]

(FRER]

((F&iRA]

zan < AR BRI B E X EEHRIEINRE.

nfpp define name enable

XiAim A LRI B E X SR HINRE.

no nfpp define name enable

WEREEE.

default nfpp define name enable

NFPP

24 ftik

name BE X AIMBEEERTR.
EORERN

14

WIRIFEZEENZF , FERET match, global-policy Zf5 , EeBA8e4 , BNEBLM,

1 7O GO/l EBE NI top FIBEEREN.
Ruijie(config)# interface GO/1
Ruijie(config—if)# nfpp define tcp enable

{58 show nfpp define summary name EEEEER.

18.68 nfpp define name policy

fEinO L ECE B ERRIPRIE K SAN BT K.

nfpp define name policy {per-src-ip | per-src-mac | per-port} rate-limit-pps attack-threshold-pps
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(S4EE]

((REEE]

(a<tE=]

(ErER5]

(ERES

(=S|

(#23075%]

(IR=ER]

(FRER]

((F&iRA]

B ] EPRBKEANNE K AR E | IKERIREkE.

no nfpp define name policy {per-src-ip | per-src-mac | per-port}

WEREECE.

default nfpp define name policy {per-src-ip | per-src-mac | per-port}

NFPP

S A

per-src-ip EEESENR P AR KEL.

per-src-mac ECEENE MAC HBHERIIREEKE,

per-port EeES MNRONITXE.

rate-limit-pps FRiE/KL: , BRUEREIIREL , BYESBER 1 & 19999,

attack-threshold-pps

ke, BRSO , BUESEER 1 £ 19999,

imiRE B CRIBREKEANKEKE , RASBIYIREKEAN K.

EORERN

14

IREKEARENTBRIEKE.

1: BEEEO G0/l _EBE XK top FRIB/KEF IR TR , BeEET IP PRIEKE 2pps , Wi7KLk 10pps ;
FeEEFimOPRIEKE: 50pps , ah7kEk 100pps,
Ruijie(config)# interface G 0/1

Ruijie(config—if)# nfpp define tcp policy per—src—ip 2 10

Ruijie(config—if)# nfpp define tcp policy per—port 50 100

{58 show nfpp define summary name EEEREER.

18.69 nfpp dhcp-guard enable

1Zan < FiskAEim O _EFTFF DHCP fiIREThRE.

nfpp dhcp-guard enable
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(S4EE]

(REEE]

(apt&Eat]

(EREFRH!]

(ERES

(EcEE]

(#23075i%]

(IR=ER]

(EREiR]

(@R L2)

KifimO LAY DHCP HIBEIRE,
no nfpp dhcp-guard enable

WEHRERE.
default nfpp dhcp-guard enable

NFPP

28 ik

iH ;2 BECE DHCP IEF X , RALBFX.
EORERA

14

i[AY DHCP HFIREF RS T2/5 DHCP KX,
1 ¥TFHEO GO/1 £ DHCP AWEHIRERES.
Ruijie(config)# interface GO/1

Ruijie(config—if)# nfpp dhcp—guard enable

{#F show nfpp dhcp-guard summary HEREEE.

18.70 nfpp dhcp-guard isolate-period

Zm < kRO LA E R fRERE.
nfpp dhcp-guard isolate-period {seconds | permanent}

kiR O CFRREREERE |, IKSRIRERE.

no nfpp dhcp-guard isolate-period

WEREEE.
default nfpp dhcp-guard isolate-period
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(S40EE]

(REkE]

(A <tEx]

(ERERH!]

(ERES]

(EcE =]

(#630753i%]

(ErER]

(EREiR]

(FEaiiE]

NFPP
S A
seconds fRESEE , BALER , BUESEER 0 &[30, 86400] , 0 RAFRE.
permanent KABRE.

REEREREEERRERENE , XALBREE.

EORERI

14

1 : EgE#%0 GO/1 L DHCP I TEFREATEA 180 70,
Ruijie(config)# interface G 0/1

Ruijie(config—if)# nfpp dhcp—guard isolate—period 180

{#F show nfpp dhcp-guard summary BEEREEE.

18.71 nfpp dhcp-guard policy

(S4u7EE]

frim O A BB EBRIBRIEK LA K.
nfpp dhcp-guard policy { per-src-mac | per-port} rate-limit-pps attack-threshold-pps

PRI O L PRIBKEFBEKEEE | IKSEIREEE.
no nfpp dhcp-guard policy { per-src-mac | per-port}

WEREEE.
default nfpp dhcp-guard policy { per-src-mac | per-port}

e A

per-src-mac BEESNE MAC HEERIPRIER/K AN T 7K.

per-port BeEE N IBRIEK SR T KE.

rate-limit-pps PRiEKE: , BRAREIMRIEL , BUESEER 1 2 19999,
attack-threshold-pps Wikek , BALREMREL , BUESEER 1 2l 19999,
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(REkE]

(A <tEx]

(ERERH!]

(ERES

(EcE=41]

(#630753i%]

(ErER]

(EREiR]

(FEaiiE]

NFPP

in[iRE B CRIBREKEFEEKE , RASBAIIREKEAPREKEZ.

EOREERI

14

IR KEARENTBRIEKE,

1: BEEO G0/l L DHCP IR/ EANINEKE , BEEET MAC [RIEKZ 3pps , WK% 10pps ;
EREETimORIEKL 50pps , Bidh7kE 100pps,
Ruijie(config)# interface G 0/1

Ruijie(config—if)# nfpp dhcp—guard policy per—-src—mac 3 10
Ruijie(config—if)# nfpp dhcp—guard policy per—port 50 100

{#F show nfpp dhcp-guard summary BEEREEE.

18.72 nfpp dhcpve-guard enable

(S4REE]

(FREEE]

(a<tE=]

A< AR _EFTFF DHCPV6 JiIEINEE.

nfpp dhcpv6-guard enable

KiAimE E/Y DHCPV6 IEINRE.

no nfpp dhcpv6-guard enable

WEREECE.

default nfpp dhcpv6-guard enable

28

fik

ImREEE DHCPV6 ITETX , SRR,

EOBRERN
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(EREFRH!]

(ERES

(EcE%41]

(#623075i%]

(ErER]

(EREiR]

(EaieE]

14

ixAAY DHCPV6 FITEFF AT 2B DHCP k.
1 $TFFHEO GO/1 £ DHCPV6 I IEIRINEREN.
Ruijie(config)# interface GO/1

Ruijie(config—if)# nfpp dhcpvb-guard enable

{s5F8 show nfpp dhcpv6-guard summary BEREEE.

18.73 nfpp dhcpv6-guard policy

€50k

(FREEkE]

(a<tE=]

(ErER5]

(EAES]

frim O _EFECE B aBAIPRIEK AT Tk .
nfpp dhcpv6-guard policy { per-src-mac | per-port} rate-limit-pps attack-threshold-pps

PRI O L PRIBKEFBEKEEE | IKSEIREEE.
no nfpp dhcpv6-guard policy { per-src-mac | per-port}

WEREEE.
default nfpp dhcpv6-guard policy { per-src-mac | per-port}

NFPP

S A

per-src-mac EEESNR MAC HBHEAIPRIEK RN 7K k.

per-port Be BB Nm 1 AIPRIERK AR T IKE.

rate-limit-pps PRIE/KE , BRALEEIMRIEL , BUESEER 1 F 19999,
attack-threshold-pps Wike: , BALREMREL , BUESEER 1 2l 19999,

iR B CHRIBREKEAINEKE | RAEERAIRIEKEFREKE.

ZORCEEL

14

IREIKEABENT FRIEKE.
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(EcE%41]

(#6230753i%]

(IR=ER]

(EREiR]

(GE=yL2)

NFPP

1 : BcE#EN GO/1 L DHCPV6 IR MRIE/KEANKE /K , BEEET IP PRIE/KE 2pps , Wii7kE 10pps ; AL
BEET MAC FREKE 3pps , Id7kEs 10pps ; EeEETimPREKE: 50pps , IEH7KEL 100pps.
Ruijie(config)# interface G 0/1

Ruijie(config—if)# nfpp dhcpv6-guard policy per—src—mac 3 10

Ruijie(config—if)# nfpp dhcpv6-guard policy per—port 50 100

{s5F8 show nfpp dhcpv6-guard summary BEREEE.

18.74 nfpp icmp-guard enable

€50k

(REERE]

(a<tE=]

(REFRH!]

(ERES

(=S|

A < FkRAER M EFTFF ICMP RIEINEE.

nfpp icmp-guard enable

KiAimE £/ ICMP ABGEEINRE.

no nfpp icmp-guard enable

WEREECE.

default nfpp icmp-guard enable

28 fik

RS AEE ICMP InIEHFX | RALBEFFX.

EORER

14

iHOAY ICMP AIREFF KM T 2B ICMP JRIEFK.

1 #7700 GO/L |k ICMP iR sEag .

Ruijie(config)# interface GO/1
Ruijie(config—if)# nfpp icmp—guard enable
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(IR=ER]

(FR#ER]

((F&iRA]

{s5F8 show nfpp icmp-guard summary BEERS(EE.

18.75 nfpp icmp-guard isolate-period

€501

(REEE]

(a<tE=]

(ErER5]

(ERES

(=S|

(#623075i%]

(IR=ER]

(ERER]

Zap < Ak im0 L icE /AT REATE.

nfpp icmp-guard isolate-period {seconds | permanent}

MikimE CFRERERE |, IKSZIRERE.

no nfpp icmp-guard isolate-period

WEREEE.

default nfpp icmp-guard isolate-period

NFPP

o 35
seconds FRRSRYIA) , SRR , BUESEELR 0 Bi#E(30, 86400] , 0 RRAMEE.
permanent KAPRE.,

REFERERBEERREENE , XRALBREE.

EORERN

14

1 : BE#EO Go/1 L ICMP HIEFRERE 180 7,
Ruijie(config)# interface G 0/1

Ruijie(config—if)# nfpp icmp—guard isolate—period 180

{§F3 show nfpp icmp-guard summary E&5EEEE.
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18.76 nfpp icmp-guard policy

fEim M Ao E B BRRIPRIEK AN K.
nfpp icmp-guard policy { per-src-ip | per-port} rate-limit-pps attack-threshold-pps

PRI O L PRIBK G EKEEE | IRSRIREEE.
no nfpp icmp-guard policy {per-src-ip | per-port}

WEREEE.
default nfpp icmp-guard policy {per-src-ip | per-port}

(280788] | 2% R
per-src-ip BCEBNR IP it RIPRIEK LR IBI T K.
per-port EE B Nm O AIPRIEK G AN 7K L.
rate-limit-pps PRiEKL: , RALEEIRIEL , BUEEER 1 F 19999,
attack-threshold-pps WiHkeL , BARERSE , BUESEER 1 2 19999,

[(REEE] WwOIREBCHREKEHITIKEG , RESBIMRIRKEFREKE.
[SiER] BEOESEX
[RER7I] 14
[EFIES] W K&EARBNTFIRERKE,
(BeE=F] 1 : ECE#EO G0/1 Lk ICMP INTREB/KEAIRE/KE: , BEeBEET 1P PRIE/KE Spps , 7k 10pps ; EoE
EFimOREKE 100pps , WdE7kE: 200pps.
Ruijie(config)# interface G 0/1
Ruijie(config—if)# nfpp icmp-guard policy per—src—ip 5 10
Ruijie(config—if)# nfpp icmp—guard policy per—port 100 200
[#636755%)  {#F show nfpp icmp-guard summary EEEREEA.
[ ER]
[ENER]

(@R= )
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18.77 nfpp ip-guard enable

€501

(REEE]

(a<tE=]

(ErER5!]

(ERES

(=S|

(#623075%]

(IR=ER]

(FRER]

((F&iRA]

Zap < FAskTEIR M L3I 1P Bo3fEThEE.
nfpp ip-guard enable

KiAimE ERY 1P FridfETogE.

no nfpp ip-guard enable

WERERE.
default nfpp ip-guard enable

NFPP

24 ftik

im[IRBECE P X | RAERFX.
EORC &R

14

imORY IP P AU T =BT X,
1 $¥JFHEO GOo/1 k1P BafEReN],
Ruijie(config)# interface GO/1

Ruijie(config—if)# nfpp ip—guard enable

{&8M show nfpp ip-guard summary BEEREES.

18.78 nfpp ip-guard isolate-period

1Zan < RSkt in 0 LA E S ERMR AT IE.

nfpp ip-guard isolate-period {seconds | permanent}

i LR EERE | IKSRIRERE.
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(S40iE]

(REkE]

(apt&Eat]

(EREFRH!]

(ERES

(EcE =]

(#23075i%]

(IR=ER]

(EREiR]

(GE=yL2)

no nfpp ip-guard isolate-period

WEREECE.

default nfpp ip-guard isolate-period

NFPP

S A
seconds fREEE , BfLER , BUESEER 0 &[30, 86400] , 0 FRARE.
permanent XARE.

REEREREEERRERENE , XALBEREE.

EOREERL

14

1: EEBREO Go/1 Lk IP RIEFREAYEA 180 7,
Ruijie(config)# interface G 0/1
Ruijie(config—if)# nfpp ip—guard isolate—period 180

{&5FH show nfpp ip-guard summary EEEREEE.

18.79 nfpp ip-guard policy

fim A LA E B ABRIPRIEK LA EIK .
nfpp ip-guard policy {per-src-ip | per-port} rate-limit-pps attack-threshold-pps

PRI O _EPRIBK GBI KEEE | IKSRIREEE.
no nfpp ip-guard policy {per-src-ip | per-port}

WEREEE.
default nfpp ip-guard policy {per-src-ip | per-port}
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(&80E] | S8 R
per-src-ip EEESE MR P AR KEL.
per-port BCEEMROAIBEKE.
rate-limit-pps PRIEKE: , BRALEEFMRIEL , BUESEER 1 E 19999,
attack-threshold-pps Witke , BAREIIRIE , BUESEER 1 ) 19999,

[REfRE] KOSEECHREKEINNEKE , RALBRIMREKETKE.
[moE] EOREEX
[Eragal] 14
[EFEES WK A B/ INTFIRIEK
(BcE=F1]  1: ECERO GO/l L 1P UINTHIRE/KEMK TR , EBEET IP FRIEKE 2pps , 7KL 10pps ; BCEE
FimOPREKE 50pps , Bid7k& 100pps.
Ruijie(config)# interface G 0/1
Ruijie(config—if)# nfpp ip—guard policy per—src—ip 2 10
Ruijie(config—if)# nfpp ip—guard policy per—port 50 100
(1%737%]  f8F show nfpp ip-guard summary EEREES.
[ EE]
[EER]

(GZ=3Z))

18.80 nfpp ip-guard scan-threshold

im0 EACEREMARKE.
nfpp ip-guard scan-threshold pkt-cnt

MFRiR O LK ELECE | INSRIREECE.

no nfpp ip-guard scan-threshold

WERERE.
default nfpp ip-guard scan-threshold

(2805BE] | 5 A

18-71



=
<
N
aft

(FREiE]

(A <tEx]

(ERERH!]

(ERES

(EcE =]

(#630753i%]

(ErER]

(EREiR]

(FEaiiE]

NFPP

pkt-cnt HiKE(E | BAUREMIREL , BYEEERIL,19999].

REEETIHOMN IP 3HKE , RELB ARP 3K,

EOREERI

14

1: EEEEO GO/1 1P AEHEKES 20pps.
Ruijie(config)# interface G 0/1

Ruijie(config—if)# nfpp ip—guard scan—threshold 20

{#F show nfpp ip-guard summary HEERBEE.

18.81 nfpp nd-guard enable

(S4rEE]

(FREEkE]

(a<tE=]

(ErEZR5]

Zap < FAskfElm M L3 TF ND $iEIhEE.
nfpp nd-guard enable

KiAimE £/ ND HUREIRE.

no nfpp nd-guard enable

WEREEE.
default nfpp nd-guard enable

28 fik

in[IRBECE ND FUREIX | RAERFFX.

ZORCEEL

14
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(ERES
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(#6230753i%]

(IR=ER]

(EREiR]

(EaieE]

im ORI ND FUEFF XM T 2R,
1 : EcEfRE GO/1 O ND .

Ruijie(config)# interface GO/1
Ruijie(config—if)# nfpp nd-guard enable

{$8M show nfpp nd-guard summary EEEEEE.

18.82 nfpp nd-guard policy

€50k

(FREEkE]

(a<tE=]

(ErER5)]

(EAES]

fin O EECE B ERRIBREK EAN K7k L.

nfpp nd-guard policy per-port {ns-na | rs | ra-redirect} rate-limit-pps attack-threshold-pps

pRIR O _EFREKZAIRE KA E |, IRSRIREEE.

no nfpp nd-guard policy per-port {ns-na | rs | ra-redirect}

WEREECE.

default nfpp nd-guard policy per-port {ns-na | rs | ra-redirect}

NFPP

S R

ns-na BEBERFBELS.

rs EREHESIE K.,

ra-redirect AR A SETIERE MRS,

rate-limit-pps PRE/KE , BRAESIIRXE , BUESEER 1 F 19999,
attack-threshold-pps Witkee , BARSIRE , BUEEER 1 8 19999,

iR B CHRIBREKEAINEKE | RAEERAIREKEFREKE.

ZORCEEL

14

IREIKEABENT FRIEKE.
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(EcE%41]

(#623075i%]

(ErER]

(EREiR]

(GE=yL2)

NFPP

1 FEeEEMO G0/1 £ ND IEHERRE/KEAIEEKE  EEEE T ik ns-na fRIEKEZ 50pps | I7KE 100pps ;
ECEE T iR rs BRE/KES 10pps JH7kEL 20pps; EEEE T kM ra-redirect fRiEZKZs 10pps,gongji 7K& 20pps.
Ruijie(config)# interface G 0/1

Ruijie(config—if)# nfpp nd—guard policy per—port ns—na 50 100

Ruijie(config—if)# nfpp nd-guard policy per—port rs 10 20

Ruijie(config—if)# nfpp nd-guard policy per—port ra-redirect 10 20

{§8M show nfpp nd-guard summary EEEREEE.

18.83 show nfpp arp-guard hosts

€50k

(apt&at]

(ErER5]

(EAIES]

(EcE=41]

BEZEEE,
show nfpp arp-guard hosts [statistics | [[vlan vid] [interface interface-id] [ip-address | mac-address]]]

2% iR

statistics BESZEEENNRITHER.
vid ERBENS.

interface-id IHOAFR,

ip-address IP ik,

mac-address MAC 1tk

SR

14

1: BE ARP IS IS EE. HEiE 120 &EHaiai , B 100 &R 4R IIIEE |
20 EFHIEHREAY (BESENREENGEAR  SEEEHEEAE ) .
Ruijie#t show nfpp arp—guard hosts statistics

success fail total
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100 20 120

2 : BBE ARP ITEZIEIEEN , 55005 "remain-time(s)” Z2i5FRIRAIIEEHIE.

Ruijie# show nfpp arp—guard hosts

If column 1 shows %', it means “hardware do not isolate user” .

VLAN interface IP address MAC address remain—time (s)
1 Gi0/1 1.1.1. 1 - 110

2 Gi0/2 1.1.2. 1 - 61

*3 Gi0/3 - 0000. 0000. 1111 110

4 Gi0/4 - 0000. 0000. 2222 61

Total : 4 hosts

18.84 show nfpp arp-guard scan

€50k

(apt&at]

(ErER5]

(EAIES]

(EcE=41]

BE& ARP 35K,

NFPP

show nfpp arp-guard scan [statistics | [[vlan vid] [interface interface-id] [ip-address] [mac-address]]]

S A

statistics BE ARP IERANCRFE,
vid REIEENS.

interface-id iR FR,

mac-address MAC 1tk

FAUE

14

1: 55 ARP NIERHAFAIHER | SRR EHE 4 KicR.

Ruijie#t show nfpp arp—guard scan statistics

arp—guard scan table has 4 record(s).
2 :BE ARP ITHIFEAFEE | "timestamp” ISRAIZIEN L ARP 3HAYATE] , %0 “2008-01-23 16:23:10"
FRNE 2008 FE 1 H 23 H 16 /2 23 9 10 #U&MIH ARP 135,

Ruijie#t show nfpp arp—guard scan
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VLAN interface IP address MAC address timestamp

1 Gi0/1 - 0000. 0000. 0001  2008-01-23 16:23:10
2 Gi0/2 1.1.1. 1 0000. 0000. 0002  2008-01-23 16:24:10
3 Gi0/3 - 0000. 0000. 0003  2008-01-23 16:25:10
4 Gi0/4 - 0000. 0000. 0004  2008-01-23 16:26:10

Total : 4 record(s)

3 : {N&% vlan 1,G0/1 O , & MAC 3 0000.0000.0001 FIFiEAFER.
Ruijie# show nfpp arp—guard scan vlan 1 interface G 0/1 0000.0000. 0001
VLAN interface IP address MAC address timestamp

1 Gi0/1 - 0000. 0000. 0001  2008-01-23 16:23:10

Total : 1 record(s)

18.85 show nfpp arp-guard summary

€50k

(a<tE=]

(ErER5!]

(ERES

(=S|

BEERERER.
show nfpp arp-guard summary

NFPP

28 fik
FUET
14

B ZaSHTUEERERES.

1: BE ARP NIEHRERER | BEeREEERIUNEN LRERER.

Ruijie# show nfpp arp—guard summary

(Format of column Rate-limit and Attack—threshold is per—src—ip/per—src—mac/per—port. )

Interface Status Isolate—period Rate—limit Attack—threshold Scan—threshold

Global Enable 300 4/5/60 8/10/100 15
Gi 0/1 Enable 180 B/=/= 8/-/- -
Gi 0/2 Disable 200 4/5/60 8/10/100 20

Maximum count of monitored hosts: 1000
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NFPP
Monitor period : 300s
FERRRRE -
FE 1588
Interface FRXREEO , Global RAMIRAITALBEE.
Status FRERFIFHNBEEIRE,
Isolat-period T R RIS EC ERIR R R,
Rate-limit DRIXIRLIR 1P EhHAIPRIEK LR MAC tiERIRRIE
IKER iR I RPRIRIK AL
Attack-threshold SRIRIRGR 1P AT TR/KE R MAC HEIFAIIZ TS
IKER iR R G
Scan-threshold FHK .

18.86 show nfpp define hosts

(€D

(a<tE=]

(REFRH!]

(ERES

(=S|

BEZEEE,
show nfpp define hosts name [statistics | [[vlan vid] [interface interface-id] [ip-address] [mac-address]

[ipv6-address]]]

e finA

name BE I EHEBLEFR,
statistics EEZEEFNNRITHER.
vid EUBENS.

interface-id R OEZFR,

ip-address IP ik,

mac-address MAC ik,

ipv6-address IPv6 bk,

s

14

AILASTHSEH TITIE,
BEBEMIK T tep ZsEENL , 55095 “remain-time(s)” EIERIRAUIEERTEL.

Rui jiettshow nfpp define hosts abc

If col filter 1 shows '*’, it means “hardware do not isolate host”.
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VLAN interface MAC address remain—time (s)
*] Gi4/2 00d0. £822. 33e5 592
Total: 1 host
[(#*~ER]
CZTT)
18.87 show nfpp define summary
BELREER.
show nfpp define summary [name]
[25i88) | 2% sk
name BEMIINEHEEIEZR
[fdtER]  FUEsC
[RERBI] 14
(RS B iZa ST UEEREEE. AF name FrERFIENEE IR EEE
[EEE=HI] 1 EFEEEXTE op NEEER | BEEBREFRUNEA L HEREER.
Rui jietshow nfpp define summary abc
Define abc summary:
match etype 0x800 src—ip 1.1.1.1 src—ip—mask 255.255. 255. 255
Maximum count of monitored hosts: 20000
Monitor period:600s
(Format of column Rate—limit and Attack-threshold is per—src—ip/per—src-mac/per—port.)
Interface Status Rate—limit Attack—threshold
Global Disable —/10/- -/20/-
Gi4/1 Enable -/-/- -/-I- FERARRE -
FE B
Interface FRXIREEN |, Global RARXMNMIT AL BERE.
Status TSRS,
Rate-limit RIRIRLE 1P HIERIPRIRIKER/ IR MAC HBHRIPRIER
KR ORIPRIEKES .
Attack-threshold SRISTRIE 1P AT KB MAC I S:

IKES RO K EAE.
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18.88 show nfpp define trusted-host

€501

(a<tE=]

(ErER5]

(ERES

(EcEZ41]

(IR=ER]

((F&iRA]

BEERNRERNAIEEN

show nfpp define trusted-host name

NFPP

S8 iR

name BEMINIEEEETR
R

14

1 BEEENNKE teop IEFEHERE.
Ruijie# show nfpp define trusted—host tcp

Define tcp:

IP address mask

1.1.1.0 255. 255. 255. 0
1.1.2.0 255. 255. 255. 0

Total : 2 record(s)

18.89 show nfpp dhcp-guard hosts

(S4u7EE]

aEZhEFN.

show nfpp dhcp-guard hosts [statistics | [[vlan vid] [interface interface-id] [mac-address]]]

28 A
statistics BEESZEEENNSGHER.
vid EREENE.
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(EREFRH!]

(ERES

(EcE%41]

(IR=ER]

(GE= )

NFPP
interface-id iR FR,
mac-address MAC bk,
U
14

1 :ZE DHCP EZHIZENNSIHER., LaiE 120 8FHIR ks B 100 &4 A aINitiEEs |
20 EENEHIEEAM ( BESIENREBAEFEARE  SEZHERELE) .
Ruijie# show nfpp dhcp—guard hosts statistics

success fail total

100 20 120

2 : 5% DHCP MKEHZ iz , 550951 “remain-time(s)” ZIERIRAIRERIE.
Ruijie#t show nfpp dhcp—guard hosts

If column 1 shows '*’, it means “hardware failed to isolate host”

VLAN interface MAC address remain—time (seconds)
1 gi0/2 0000. 0000. 0001 10
*2 gi0/1 0000. 0000. 0002 20

Total : 2 host(s)

18.90 show nfpp dhcp-guard summary

(S4rEE]

(a<tE=]

(ErER5]

BEREER.
show nfpp dhcp-guard summary

28 fik
FHRURTL
14
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(GE=yL2)

B iza I UEERERER.

NFPP

1 : 55 DHCP IEMIRERER , BifeREEERIARZEA LHNEERER.

Ruijie# show nfpp dhcp—guard summary

( Format of column Rate-limit and Attack-threshold is per-src—ip/per—src—mac/per—-port. )

Interface Status Isolate—period Rate—limit Attack—threshold

Global Enable 300
Gi 0/1 Enable 180
Gi 0/2 Disable 200

-/5/150

-/6/~-

-/5/30

Maximum count of monitored hosts: 1000

Monitor period : 300s
FERRRRE -

FER

Interface

Status

Isolate-period

Rate-limit

Attack-threshold

18.91 show nfpp dhcpv6-guard hosts

(S4u8E]

(a<tE=]

BEZEEFN.

-/10/300
-/8/-
-/10/50

15888

FXIRHEN | Global RRIRATAZBEE.
R B IFHBEDRE,

RN R L B SRS AR RS EEA.

DRIRIRLIE 1P HEEAIBRIERKER /IR MAC HBIHRIPRIR
IKER iR I RIPRIERIK AL

DRIXIRLER 1P #EHAII TR LR MAC HIERIIGE
K/ im ORI IR B,

show nfpp dhcpv6-guard hosts [statistics | [[vlan vid] [interface interface-id] [mac-address]]]

2¥ fimg

statistics BEEZHREENNAIHER
vid REABIE S

interface-id Im &R

mac-address MAC Bk

FHRURTL
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(RE%RBI] 14

(ERES

(EcE2] &% DHCPV6 HIREZ TN , FMU5I “remain-time(s)” EiERIRAIPEEARTE.
Ruijie# show nfpp dhcpv6-guard hosts

If column 1 shows '*’, it means “hardware failed to isolate host”

VLAN interface MAC address remain—time (seconds)
*] gi0/2 0000. 0000. 0001 10
*2 gi0/1 0000. 0000. 0002 20

Total : 2 host(s)
(;ZEE/__]_T%,%\] -

[E&iHE] -

18.92 show nfpp dhcpv6-guard summary

BEERERER
show nfpp dhcpv6-guard summary

(S8uRBE] | &8 fik

(aR]  SBUER

(R&E%RBI] 14

(EARIES] BUZGSALUEELRERER.

(EcE%fI] 1:EH%& DHCPv6 MINERIEERER  BiE2REEERUIEO LHNRERESR.

Rui jie#tshow nfpp dhcpv6—guard summary

(Format of column Rate—limit and Attack—threshold is per—src—ip/per—src—mac/per—port.)
Interface Status Rate—limit Attack—threshold
Global Enable -/5/1200 -/10/1500

Maximum count of monitored hosts: 20000
Monitor period: 600s
FERRE
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NFPP

FE 1588

Interface FAIREEO | Global BRMBITALBEE.

Status FREGYIFHIEINRE.

Rate-limit DRIXIRLIR 1P EhHAIPRIEK LR MAC StiERIRRIE
IKER iR I RPRIRIK AL

Attack-threshold DEISIRLR 1P HAFAIIERIKEL AR MAC HBiH AT,
IKER iR R G

18.93 show nfpp icmp-guard hosts

€501

(apt&at]

(RERH!]

(EAES]

(EcE=41]

BEZEEFN.

show nfpp icmp-guard hosts [statistics | [[vlan vid] [interface interface-id] [ip-address]]]

2 iR

statistics EEZUEFENNSRITHER
vid EHBIEMNS

interface-id OB

ip-address IP ik

SR

14

1:&EE ICMP EZHRFNNFIHEE. LaiE 120 SR | Heh 100 &R IR |
20 BENERGREAY (BESIENREENEARAR  EBHRREAE ) .
Rui jie#show nfpp icmp—guard hosts statistics

success fail total

100 20 120

2 . & ICMP G miEEN , P05 “remain-time(s)” RERIRAIRBEATE.
Ruijie#t show nfpp icmp—guard hosts

If column 1 shows %', it means “hardware failed to isolate host”.

VLAN interface IP address remain—time (s)
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NFPP

1 Gi0/1 1.1.1. 1 110
2 Gi0/2 1.1.2. 1 61
Total : 2 host(s)

18.94 show nfpp icmp-guard summary

€501

(a<tE=]

(ErER5!]

(ERES

(=S|

BERERER.
show nfpp icmp-guard summary

24 ftik
FRUETL
14

B Za<HTUEERERER.

1: BF ICMP NIWENEEER , B2k EEEUAEZEO LNRERES.
Ruijie# show nfpp icmp—guard summary
( Format of column Rate-limit and Attack—threshold is per—src—ip/per—src—mac/per—port. )

Interface Status Isolate—period Rate—limit Attack—threshold

Global Enable 300 4/-/60 8/-/100
Gi 0/1 Enable 180 5/=/~ 8/-/~-
Gi 0/2 Disable 200 4/-/60 8/-/100

Maximum count of monitored hosts: 1000

Monitor period : 300s

FERRRE
FE 15288
Interface FRAINHED | Global BRISMATALBEE.
Status RREEFIFHRBEEIRE,
Isolate-period TR & RAEAYPR = EER,
Rate-limit DBRISIRLR 1P HuiAIPRERIKEL R MAC it AIPRER
K imORIPRERKELAE.,
Attack-threshold SRIRIRLR 1P #hhAIIERIKER R MAC bht AT
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18.95 show nfpp icmp-guard trusted-host

€501

(a<tE=]

(ErER5!]

(ERES

(=S|

(IR=ER]

((F&iRA]

BEERNGERAEEN.

show nfpp icmp-guard trusted-host

IKES RO K EAE.

NFPP

28 ftik
FRUETL
14

1: &% ICMP IR EENEE.
Ruijie# show nfpp icmp—guard trusted-host

IP address mask
1.1.1.0 255. 255. 255. 0
1.1.2.0 255. 255. 255. 0

Total : 2 record(s)

18.96 show nfpp ip-guard hosts

(S4rEE]

aEZhEFN.

show nfpp ip-guard hosts [statistics | [[vlan vid] [interface interface-id] [ip-address]]]

2% iR
statistics BEESZEEENNGIHER
vid EREENES
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(EREFRH!]

(ERES

(EcE%41]

(IR=ER]

(@R L2)

NFPP
interface-id IR &R
ip-address IP it
U
14

1:8E P NINEZEEFNNGIHER. a8 120 ENRLEE , B 100 SRR RINITEREE | 20

BENEHREEAN ( BESIENREERNEFAR  SEHEEEAE) .
Rui jiettshow nfpp ip-guard hosts statistics

success fail total

100 20 120
2 BF P IEFIEEEN , 5095 “remain-time(s)” EfSRIRFEEATE.
Rui jiettshow nfpp ip—guard hosts

If column 1 shows '*’, it means “hardware do not isolate host”

VLAN interface IP address Reason remain—time (s)
1 Gi0/1 1.1.1. 1 ATTACK 110
2 Gi0/2 1.1.2. 1 SCAN 61

Total : 2 host(s)

SBPIPFER "Reason” A EHHUEIEAIRE ,"ATTACK" FRRENAIE IP IRANREBIIEKE ,"SCAN”

FENERRERE MR,

18.97 show nfpp ip-guard summary

(S4REE]

(a<tE=]

BEERERER
show nfpp ip-guard summary

28 fik

FHRURTL
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(IR=ER]

(GE=2))

NFPP
14
B ZaSTUEERERS.
1: 58 IPHINENIEREER  8iF2BRkEERURED LNRERER.
Ruijie#t show nfpp ip—guard summary
(Format of column Rate-limit and Attack-threshold is per-src—ip/per—src—mac/per—-port. )
Interface Status Isolate—period Rate-limit Attack—threshold Scan—threshold
Global Enable 300 4/-/60 8/-/100 15
Gi 0/1 Enable 180 5/=/= 8/-/- -
Gi 0/2 Disable 200 4/-/60 8/-/100 20
Maximum count of monitored hosts: 1000
Monitor period : 300s
FERIRRE
224 1AA
Interface FIRHED | Global RMIRATALBEE.
Status R A I FHBETNEE.
Isolate-period TR B B RAEAYPR = EHR.
Rate-limit DHIRIRLIR 1P HBULAIPRIERZKEZe/ R MAC HBAERIPRIE
IS im AR ER (B
Attack-threshold DRIRIRLE 1P MR/ R MAC HElEAIT TS
IS im A 7K (B
Scan-threshold AN LY

18.98 show nfpp ip-guard trusted-host

(S4u7EE]

(a<tE=]

(ErER5]

BEARENEEE.
show nfpp ip-guard trusted-host

248 fiiik
FHRURTL
14
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(BREZM] 1: 55 P RNEAEENERS.

NFPP

Ruijie#t show nfpp ip—guard trusted—host

IP address mask
1.1. 1.0 255. 255. 255. 0
1.1.2.0 255. 255. 255. 0

Total : 2 record(s)
(;ZEE/__]_T%,%\] -

(&3] -

18.99 show nfpp log

ERNFPP HERE.
show nfpp log summary

ZRNFPP HEETXAR.

show nfpp log buffer [statistics]

(S8uRBE] | &%

B

statistics

G
B/R NFPP HEE T XFIHER

(R]  SBUER

(HRE%3] 14

(ERES] IRTEIXEHN  FENATEEER  ARNEASEPXhEr—RrEREEn - rRN. EERFE
BEINESE IS ENERSENRFHDINER,
MBEEH XA EENNRREESHEEMRERR AR, T
%NFPP_ARP_GUARD-4-DOS_DETECTED: Host<IP=N/A,MAC=0000.0000.0004,port=Gi4/1,VLAN=1> was

detected.(2009-07-01 13:00:00)

[EEE%MI] 1. EE NFPP HEEERE.
Rui jie#tshow nfpp log summary

Total log buffer size : 10

Syslog rate : 1 entry per 2 seconds

Logging:
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VLAN 1-3, 5
interface Gi 0/1
interface Gi 0/2

2 . BF& NFPP HEEXHHESRE.
Rui jie#tshow nfpp log buffer statistics

There are 6 logs in buffer.

3 : & NFPP IHEE X,
Rui jie#tshow nfpp log buffer

Protocol VLAN Interface IP address MAC address Reason Timestamp
ARP 1 Gi0/1 1.1.1. 1 - DoS 2009-05-30 16:23:10
ARP 1 Gi0/1 1.1.1. 1 - TSOLATED 2009-05-30 16:23:10
ARP 1 Gi0/1 1.1.1.2 - DoS 2009-05-30 16:23:15
ARP 1 Gi0/1 1.1.1.2 - TSOLATE_FATLED 2009-05-30 16:23:15
ARP 1 Gi0/1 - 0000. 0000. 0001  SCAN 2009-05-30 16:30:10
ARP - Gi0/2 - - PORT _ATTACKED  2009-05-30 16:30:10
Protocol BLATEUE :

Protocol 14B8

ARP XIRL ARP I,

P XIRL 1P B3,

ICMP IR ICMP $I8.

DHCP X$RL DHCP 1.

DHCPV6 X$RL DHCPV6 .

NS-NA XIRL ND HUEFAIBEBRBEAS.

RS XIRL ND HUI AR ERERIEK.

RA-REDIRECT XINL ND IR R A SFIEEMR .

Reason FREHE , & 5 #EUE :

Reason o=}
DoS FENEEME RS IS
ISOLATED BRI E MR DI PR S
ISOLATE_FAILED FEREREE R
SCAN RGN
PORT_ATTACKED E AN G

[B=EE] -

[E&iE] -
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(S4urER]

(a<tE=]

(ErER5]

(ERES

(EcEZ41]

({E~ER]

(@R 2))

18.101

(S40EE]

NFPP
show nfpp nd-guard summary
BERERER.
show nfpp nd-guard summary
2 itk
s
14
Bz UEERERER.
1: BE ND IENEEER  2E2BREERIUNEO LIIRERER.
Ruijie# show nfpp nd-guard summary
( Format of column Rate-limit and Attack—threshold is NS-NA/RS/RA-REDIRECT. )
Interface Status Rate-limit Attack—threshold
Global Enable 20/5/10 40/10/20
Gi 0/1 Enable 15/15/15 30/30/30
Gi 0/2 Disable —/5/30 -/10/50
FERIERE
FR izl
Interface FXIREEN |, Global RAWIRNATALBEE.
Status et IFHBEERE.
Rate-limit DRIRIRLE 1P HEHFAIPRIEE/KE/R MAC HEERIBRIE K & /im O AIPRIER K &
=R
Attack-threshold SRIRIRLE 1P IR E R MAC tIFRYT TRk /i O RIIR 7K
=R

show nfpp nd-guard hosts

BEZEEE,
show nfpp nd-guard hosts [statistics | [[vlan vid] [interface interface-id]]]

28 fik
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E—E/v\%:% NFPP
statistics BEESUEETNSIHER
vid EHBIENS
interface-id IHEBFR

(f<Ez(] U

(RE%RBI] 14

(ERES

[EEEZ4I] 1:EF ND NEZHREINHNAIHER. HEiB 12 NuO#isE , Hb 10 @S ERIhIRE | 2
EBENEERERAYN ( BESIENREERNEFAR  SEHEEEAE) .
Rui jiet#tshow nfpp nd-guard hosts statistics

success fail total

10 2 12
2 : BF ND FIBESIEEEN , 005 "remain-time(s)” ZiEFIRAIMREATE,
Rui jie#tshow nfpp nd—guard hosts

If col filter 1 shows ’#*, it means “hardware do not isolate host”

VLAN interface  ND-guard remain—time (s)
= Gid/2 ns—na—guard 174

= Gid/2 rs—guard 98

= Gid/2 ra-redirect-guard 127

Total: 3 hosts

(IR=ER]

(GE=2))

18.102 trusted-host

BCE NI EEN.

trusted-host {mac mac_mask | ip mask | IPv6/prefixlen}

Bt rT SR

no trusted-host {all | mac mac_mask | ip mask | IPv6/prefixlen }

iSRRI EE.

default trusted-host
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(REERE]
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(ErER5]

(ERES

(=S|

(#23075%]

(IR=ER]

(FRER]

NFPP
S A
mac mac bk,
mac_mask mac HEutAIESED.
ip IP itbiit,
mask IP HBAEATHEERD,
IPv6/prefixlen IPv6 HEHEFTHEIDKE.,
all M no —2fEA , MBRATEEIEENEE.

RERBREHTTEE.

NFPP BE X REEER

14

MREBERBENESENAHTIRE |, BNZENFNMET  WTLABT i Zza<SEE. Za/5EMKE CPU
B9 ICMP $R3EHIFARTE CPU |, AMHAIRIPRERASELNME, BT R SIS e LUARME— MRS £
WEBAEH T .

RS HERRE 500 £a5EHL.

WIRSTECE match SRBUEEAEERCE trusted-host, 7 match BLEARIZEELA IPv4 |, MIARIFECE IPV6 5
it ; FEE match BEEANRIZEELN IPve , NIARIFECE IPv4 (SEHEE,

1:#BFE 1.1.1.1 EEABRENTKE tep AIRIEE.
Ruijie(config)# nfpp
Ruijie(config-nfpp)# define tcp

Ruijie(config—nfpp—define)#trusted-host 1.1.1.1 255.255. 255. 255

{58 show nfpp define trusted-host name EEEEER.
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ip deny invalid-14port

ip deny invalid-tcp
ip deny land

show ip deny
show ip deny invalid-l4port

show ip deny invalid-tcp

show ip deny land

19.1ip deny invalid-l4port

FHER B SiBFEBEINEE.
ip deny invalid-l4port

KA B B iBFEBEINEE.
no ip deny invalid-l4port

19 DOS {F##R

(S8uRBE] 28 fik
(REEE] WREBERT  REABHES BRI

(<tE]  =BEN

(R&E%RBI] 14

(ERES

(EeE=61] 1 ERE EHAEHBESEREREGIE.

Ruijie(config)# ip deny invalid-14port

2 : IR EXIABh B BIHAE I EINEE.

Ruijie(config)# no ip deny invalid-14port

(#838757%]1 {8 show ip deny invalid-l4port 5% , AILAEENESHRENEEERERXE.

(IR=ER]

YEF8

FFiahs B SBFETEINEE,
FFERsIEE TCP $RXINTHINAE,
FFiEh Land IR,
RRETER DOS WHAPIRZS
TR B S BRI,
BRPHAEL TCP IRBEAVAS
TP Land ILEAVRTS

KA.

19-1
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19.2 ip deny invalid-tcp

FERGAEE TCP #RINEINRE.
ip deny invalid-tcp

KiARGARZE TCP iR BEHINRE.

no ip deny invalid-tcp

(S8RBE] 28 fik

[BrEfcE] ®BREBERT  REHBEIEE TCP IRIEINEER XA,

[dtER] £2FEK

[RERBI] 14

(FRES

[EEE=HI] 1 EgEEFFEBIEE TCP IR EHINEE.
Ruijie(config)# ip deny invalid-tcp
2 : RS EXARAEE TCP R3ITINEE.
Ruijie(config)# no ip deny invalid-tcp

(t030757%] 8 show ip deny invalid-tcp 3<% , ATLABERGIEE TCP IR EREAEEXA.

[(#"~ER]

[ENER]

((F&iRA]

19.3ip deny land

FHiERA Land IZEEINEE.
ip deny land
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X85 Land WEINAEE,

no ip deny land

(S8uBE] 2% 33

5

[(BrEfcE] ®EBERT RS0 Land EEIHEER XY,

[moE] 2BFER

(Bragkal] 14

(EFRES

(EeEZ41] 1: ERSLFEM Land EEINEE.
Ruijie(config)# ip deny land
2 IR L XF05 Land IZEEINEE.
Ruijie(config)# no ip deny land

(1636757%)  f8F8 show ip deny land 3% , AILAEERS Land WEHEEBEREEXH.

[fE=ER]

[EHER]

(FEaiiE]

19.4 show ip deny

ERFTBRE DOS IRTHAVIKTS.

show ip deny

(5805881 S8 fiik

(<tE] AR

(Raksl] 14
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(ERES

(=3

(IR=ER]

(GR=2))

1 : EEMAR DOS BHATIRTE.
ruijieftshow ip deny

Protect against Land attack

Protect against invalid L4port attack

Protect against invalid TCP attack

19.5 show ip deny invalid-l4port

€501

(a<tE=]

(ErER5!]

(ERES

(=S|

(IR=ER]

((F&iRA]

B ESERBERTAE.

show ip deny invalid-l4port

28 fik
P&
14

1. BEHBESHREEIRE.
Ruijie# show ip deny invalid-14port
DoS Protection Mode

protect against invalid l4port attack Off

19-4

On
Off
Off

State
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19.6 show ip deny invalid-tcp

(S4ER]

(a<tE=]

(ErER5]

(ERES

(EcEZ41]

(IR=ER]

(GZ=3Z))

SRBAAEE TCP RIEHEAVRT.

show ip deny invalid-tcp

24 fik
PR
14

1 : EERAEE TCP U HAVAT.
Ruijie# show ip deny invalid-tcp
DoS Protection Mode

State

protect against invalid tcp attack

19.7 show ip deny land

(S4rEE]

(a<tE=]

(REFRH!]

(ERES

(=S|

ERBA Land EERYARS.,

show ip deny land

28 fik
PRI
14

1 : &EBH Land WHHYRE.
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